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About Liebert® Nform™

1.0 ABOUT LIEBERT® NFORM™

Liebert Nform is a software tool that monitors the condition of networked equipment, tracks alarms
and other conditions, then sends notifications and performs other management actions based on those
conditions.

The software may be configured to monitor and manage a wide variety of Liebert devices and other
equipment. The devices may be organized into geographical or functional areas, mapped on
customized floor plans and displayed graphically in a logical tree format.

Liebert Nform must be installed on a computer that acts as a server; client versions of the software
may be installed on an unlimited number of workstations for remote monitoring and management.

11 How Do You Contact Emerson Network Power for Technical Support?

For help on setting up Liebert Nform or any other monitoring product, contact Emerson’s Software
Technical Applications Support Center at:

Table 1 Technical support contact information
UNITED STATES 1 800 222 5877
FRANCE +33 (0) 1 46 87 51 52
GERMANY +49 (0) 89 99 19 220
ITALY +39 (0) 2 98250 324
NETHERLANDS +31 (0) 475 503333
UNITED KINGDOM | +44 1628403200
EUROPE +800 11554499
ASIA +800 11554499
AUSTRALIA 1800 147704
NEW ZEALAND 0800 447415
1614 841 6755
WORLDWIDE
FAX: 1 740 833 8631
Product All Liebert Products: | http://www.liebert.com
Information Liebert Nform Product Information: | http://nform.liebert.com
Liebert Nform | Liebert Nform Support Website Login: | http://applications.liebert.com/nformsa
Technical Support E-Mail for Technical Support: | liebert.monitoring@emerson.com

Liebert® Nform™
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About Liebert® Nform™

1.2 What is Liebert Nform?

Liebert Nform uses Simple Network Management Protocol (SNMP) and Emerson Network Power’s
Emerson Protocol to monitor and manage a wide variety of networked equipment, protecting it from
costly damage resulting from power failures and mechanical breakdowns. The monitored equipment
can include industrial air conditioning units, Uninterruptible Power Supply (UPS) units and other
devices that accommodate an SNMP card to communicate over an Ethernet network. Liebert Nform
will monitor and manage devices manufactured by Emerson or by other equipment makers.

Liebert Nform constantly monitors configured equipment, warns of problems ranging from power
quality to environmental conditions.

This product also permits configurable responses to equipment alarms, including support for audible
alarms, e-mail and on-screen notification.

1.2.1 How Does Liebert Nform Work?

Liebert Nform on a host computer communicates with managed devices using either SNMP or the
Emerson Protocol to detect problems ranging from power quality to environmental conditions.

The user has the option of expanding Liebert Nform’s network capabilities with additional licenses.
Licenses are available in increments of 30, 100 or 500 additional monitored and managed devices.

Liebert Nform employs the SNMP protocol and static IP addresses to issue notifications and
warnings, launch scripts and send e-mail messages. It uses HTML to graphically display system
information for devices with an SNMP card that is Web-enabled. Liebert Nform performs its
monitoring and management processes using the network—instead of requiring separate, expensive
hardware and cables that might run alongside network lines.

Typical sequence
+ Liebert Nform constantly monitors multiple SNMP devices made by Emerson or other
manufacturers.
+ In the event any alarm occurs, Liebert Nform receives an SNMP trap.

+ According to configuration, Liebert Nform issues a local notification to the monitoring computer,
executes any associated actions—sending e-mails, writing alarm data in files and launching
scripts—and logs alarm data.

+ Users can later acknowledge and delete any alarms from Liebert Nform.

Liebert® Nform™ 2
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1.2.2 Key Features

Table 2 summarizes important features available in Liebert Nform.

Table 2 Key features of Liebert Nform
Feature Improvement
* The system supports a user-customized Dashboard. This view allows users to quickly create a
full spectrum of charts and graphs that can represent a total system view of all managed
devices, a specific device and/or a group of managed devices.
« Large icons display a total count of devices by each state, including a numeric value
Dashboard representing the total count of devices in alarm, devices with no communication and devices

View

that are normal.

« Status buttons and filters offer a quick way to select which devices to show in gadgets with
customized views of devices in a particular state. Status buttons toggle between customized
device status views and all devices. Filters are easy to apply in any gadget by simply entering
text to search for in the device definitions, such as IP address or name.

Area/Floorplan

Customized views may be created to organize devices into groups or add graphic floor plans as
visual reminders of where devices are located. Device icons with labels and status indicators

Views offer a quick way to identify problem devices and their locations.
Detachable The Navigation Portal and Alarm Management Interface Window can be detached from the main
Windows software application, thus allowing the Liebert Nform Viewer to be run on multiple screens. This

was specifically designed for deployment in IT Network Operation Centers (NOC).

Parametric Data
Trending

All devices can be configured for trending parametric data. This trend data can be viewed within a
trend graph and can be exported to a file that can be used to analyze parametric data from a
system view.

Priority Status
Polling

Users can define the polling priority for each managed device, allowing for quick response times
on critical equipment.

Internationalization

The software supports the following languages:

» English » German + Simplified Chinese
* French » Spanish » Japanese
* |talian

Language settings are stored at each client, allowing users to specify their language of choice.

Users and Groups

By default the system comes with three (3) predefined user groups: Administrator, Power User
and Operator. Users with Administrator privileges can administer users and groups for the
complete enterprise.

Users can also create new user groups and define the access level and rights of each group.

Audit Logging

All user actions and configuration changes are tracked and stored in a server audit log file. This
gives the administrator the ability to monitor changes that are submitted to the Liebert Nform
server.

Device Info Links

Devices can be configured for informational links that allow a user to create links directly in the
software to display online help files and/or user manuals.

Alarm Management

Each device’s alarm events have been predefined in three (3) default severity levels: Critical,
Warning and Information. These are the Emerson-recommended severity levels defined in the
software.

The software can be configured to auto-acknowledge alarms by severity level, thus allowing
intelligent processing of alarm-event data.

Additional Actions

» Shutdown: configuring graceful shutdown of MultiLink client computers

» Forward trap: sending traps received to a specific computer (hostname or IP address)

» Read data: collecting samples of data points from selected managed devices

» Write data: changing values of selected data points based on specified alarms or events

Import Configuration
Data From Earlier
Versions

An import utility allows transferring previously configured data that has been exported from an
earlier version of Liebert Nform (version 2.0 or later) on the same computer or a different
computer. Data that can be transferred includes licenses as well as configured devices and
e-mail notifications.

Liebert Rack PDU
Outlet Grouping

Data from Liebert Rack PDU devices may be viewed at the PDU, branch and receptacle levels
through the logical groups feature of Liebert Nform. Users may control receptacles individually or
in groups—for example, turn receptacles on or off.

Liebert® Nform™
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1.3 Who Can Benefit From Liebert Nform?

Any industry operating devices utilizing the SNMP protocol can benefit from using Liebert Nform to
protect valuable equipment, data and other assets in the event of power or mechanical failure.

Liebert Nform’s protection can be extended beyond equipment manufactured by Liebert to encompass
other makers’ SNMP devices. Liebert Nform ships with templates—specifications and functionality—
for Liebert-built SNMP devices. Liebert offers templates for other manufacturers’ equipment; contact
your local Liebert representative, value-added reseller, or distributor for information.

1.4 What is Required to Use Liebert Nform?

Visit the Liebert Web site at http:/nform.liebert.com for the latest product information. The Web
site always has the most detailed and up-to-date information on system requirements and Liebert
Nform’s capabilities.

1.4.1 Connecting Host Computer and SNMP Devices

SNMP communication allows you to take full advantage of Liebert Nform’s features. The host
computer connects to an SNMP-enabled device over a network. Information and management
commands may be passed over the Internet, a Local Area Network (LAN) or a Wide Area Network
(WAN) via SNMP protocol and static IP addresses.

Liebert Nform works with a network connection and any of these types of cards:

1. SNMP card with Web capability such as the Liebert IntelliSlot® Web Card family
2. SNMP card without Web capability, such as the Liebert IntelliSlot SNMP card

Liebert® Nform™ 4
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1.4.2 Requirements for Installing Liebert Nform

Before beginning installation, review these requirements:

The prospective user must have:
* 2 GHz dual processor or better
* 2 GB RAM for server; 1GB RAM for Viewer only
+ 3 GB free disk space for server; 1 GB free disk space or better for Viewer

* The Liebert Nform software (Visit the Liebert Web site at http:/nform.liebert.com or contact
your local Liebert representative, value-added reseller, or distributor for information.)

* This manual (downloadable from the Liebert Web site)

+ A computer with Microsoft® Windows® XP with SP2 (64-bit), Windows XP with SP3 (32-bit),
Windows Server® 2003 with SP2, Windows Vista® with SP1 or later, Windows Server 2008 with
SP1 or later, Windows 7 or Windows Server 2008 R2.

* A monitor capable of 1280x1024 or higher screen resolution with a 16 Bit (or better) color setting

* A communications link between the SNMP device and the host computer: local network, Internet
or Intranet, utilizing SNMP protocol and static IP addresses

+ Availability of UDP port 162 for receiving traps

+ Availability of UDP port 47808 for read-write access to devices with Emerson Protocol

* Availability of TCP port 3442 for remote viewer connections

+ Ability to access the following Web sites for Software Assurance support:
http://applications.liebert.com/nformsa/

https://publicservices.liebert.com/nformsa/

To test access to each of these sites, click on a link above or paste the URL into your browser.
+ The first link will take you to the Liebert Nform Support Login page.

* The second link will display a short message about the Software Assurance web service and
then take you to the Liebert Nform Support Login page.

+ If either link fails, contact your network administrator for assistance to verify network
connectivity and firewall settings.

* TCP/IP connectivity throughout the network

( 2 NOTE
Check with your System Administrator about the need to disable certain network or virus
protection software.

If you need help registering for Software Assurance, contact Emerson (see Table 1 - Technical
support contact information).

If upgrading from earlier versions
(see 2.4 - Upgrading From Older Versions of Liebert Nform):

+ Upgrading your configuration is possible for version 2.0 or later.

+ For versions prior to 2.5, configuration files must be exported manually using an export utility
from the Liebert Nform 4 CD or the export feature in version 2.5.002 or later.

* The upgrade from version 2.5 or later automatically imports all configuration files, including
licenses.

Liebert® Nform™ 5
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1.4.3 Licensing
Liebert Nform may be installed as a full package or as a Liebert Nform remote client.

+ The full package consists of the Nform Service and the Nform Client.
* The Liebert Nform remote client consists only of the Nform Client.

The license delivered with Liebert Nform allows users to configure the software to monitor and
manage devices from the server and an unlimited number of remote clients. Users have the option of
expanding Liebert Nform’s network capabilities with additional licenses (see Table 12). The
delivered license also allows users to configure Liebert Nform to perform data logging and forward
traps to a network management site.

Liebert Nform can monitor any part of a network. Its functionality permits it to monitor any
SNMP-enabled device or any device with Emerson® Protocol that can be contacted via the local
network or the Internet. These devices include those made by Emerson and by other manufacturers
(with Device Type Definitions available from Emerson—see 18.5.1 - Tools Menu - Install DTD).

1.5 Sample Liebert Nform Configuration

Example of Liebert Nform on a Network

Figure 1 shows one possible configuration of a Liebert Nform server that is monitoring and
managing various Liebert and non-Liebert devices. The network also has Liebert Nform client
software installed on another computer and a network management system.

When an alarm is received, Liebert Nform can send e-mail notifications, append alarm data to a file
and run scripts.

Figure 1 Sample Liebert Nform configuration

= S S

Network Nform Nform MultiLink 1.5

M. t
ag;gt::‘nen Client Server Client

|

( Ethernet O)

Battery Monitoring Unit DC Unit Environmental 3" Party NX Device
Monitoring Unit Unit

I

HW]
N, | = 3
e s

o

Liebert® Nform™ 6



Installing the Software

2.0 INSTALLING THE SOFTWARE

This section explains how to install Liebert Nform, from the Web from a distribution CD.

( 2 NOTE
For details on setting up an SQL Server database for a new Nform installation, see the

ReadMe file in the SQL folder on the CD (e.g., D:\sql\ ReadMe.txt).

For details on upgrading an SQL Server database from an existing Nform installation, see
the ReadMe file in the SQL upgrade folder on the CD (e.g., D:\sql\upgrade\ ReadMe.txt).

2.1 Installation

1.

Insert the Liebert Nform CD in the CD drive. The Setup wizard starts automatically.

Note: Ifthe Setup wizard does not open automatically, launch Setup.exe from the CD. One way
to do this is: Click on the Start button, then Run. In the Run window, click on Browse to
locate the file Setup.exe on the CD, highlight the file name and click Open. Click OK to
begin installation.

After viewing the Welcome and Readme information, read the Liebert Nform License agreement.

+ If you accept the terms and conditions of the license agreement, click I accept the terms in
the License Agreement and then click Next.

+ If you do not accept the terms and conditions, click I do not accept the terms in the
License Agreement and then click Cancel to abort the installation.

In the Select Setup Type window, shown below, choose the type of installation:

* Nform Full Package
For the application server—choose this for the computer that will be the Nform application
server on the network or for an installation with a single computer.
This option will install both server and client software.

* Nform Remote Client
For client workstations—choose this option if the full package is already installed on another
computer on the network.
This option will install client software only.

Click Next.
j§! Liebert Nform Setup [Z]
Choose Setup Type a
Choose the setup type that best suits your needs » A

() Nform Remote Client
Select this option if the Nform server application is already
installed on another computer on your netwark. Only the dient
software will be installed.

(%) Nform Full Package
Select this option if this computer will be the Nform application
server on your network, Both the server and dient software
will be installed.

< Back ]| Mext > | [ Cancel ]

Liebert® Nform™ 7



Installing the Software

5. In the Destination Folder window, shown below:
* Emerson recommends using the default location for software installation. (To select a
different location, click on the Browse button and choose the location.)
* (If Nform Full Package selected in Step 3) Choose the type of database to be used:
* Bundled Database (default)
* Microsoft SQL Server Database
« To create a program shortcut on the computer desktop, place a check mark M in the Add
shortcut to the Nform Viewer on the Desktop.
6. Click Next.

INSTALLATION TYPE 1 Liebert Nform Setup M=
Nform Full Package
selected in Step 3 Destination Folder

Select a folder where the application will be installed.

The Installation Wizard will install the files for Nform in the following folder. To install
into a different folder, select the Browse button, and select another folder.

Destination Folder

coprn

The database

Nform Full Package — () Bundled database

installation only: (") Microsoft SQL Server database

Select type of database

to be used Add shortcut to the Nform viewer on the desktop.

<Back || Mext> { ’ Cancel ]

INSTALLATION TYPE 15 Liebert Nform Setup =
Nform Remote Client
selected in Step 3 Destination Folder

Select & folder where the application will be installed.

The Installation Wizard will install the files for Nform in the following folder. To install
into a different folder, select the Browse button, and select another folder.,

Destination Folder

contrn

Nform Remote Client —
installation only:

Note the database type
does NOT appear for Add shortcut to the Mform viewer on the desktop.
this type of installation

[ <Back || Mextx { [ Cancel ]

7. In the Ready to Install the Application window, review the details and click Next to begin
installing the software. A dialog box displays a progress bar.
8. A message indicates that installation was successful. Click Finish to exit the Setup wizard.

Upon initial login, the Nform System Startup wizard will be activated to complete the setup process
(see 2.2 - Registering for Software Assurance and 2.3 - Nform System Startup).

Liebert® Nform™ 8
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2.2

2.21

Registering for Software Assurance

Registering for Software Assurance offers added benefits such as around-the-clock technical support
both on the Liebert Nform support Web site and by phone, as well as access to software updates,
technical resources and new and updated device definitions for products to be monitored.

The startup process described in 2.3 - Nform System Startup provides a quick way to register. You
may skip registration during the startup process if you prefer to use the software for a temporary
evaluation period and register later.

For systems that are not connected to the Internet or are otherwise quarantined, follow these steps
and proceed to 2.3.4 - Registering Offline (Quarantined) Systems.

Evaluation Installation
Liebert Nform may be installed in a 90-day evaluation installation mode by:

* not entering a product license key,
or
+ entering a product license key but without registering for Software Assurance

If no product license key is entered, the evaluation setup permits monitoring up to five devices
until a base license key is entered or 90 days, whichever comes first. If no product license key is
entered within 90 days, Liebert Nform’s monitoring capability will reduce to one device. Liebert
Nform screens will display the word [EVALUATION] in the title bar. If no license key is entered, the
evaluation setup permits monitoring up to five devices; you will not have access to software updates
and other resources.

If you entered a product license key but did not register for Software Assurance, you may
configure as many devices as your license permits and monitor them for 90 days; you will not have
access to software updates and other resources.

If the Nform system is not registered, you will be prompted about registration in the following ways:

Title Bar
* The title bar displays a reminder in brackets:

+ [EVALUATION] if you have not yet entered your Nform license keys or have not registered
for Software Assurance

+ [UNREGISTERED] if you have not yet registered your Nform system or
+ [EXPIRED] if you need to renew your subscription.

& Administrator - Liebert® Nforn{[EVALUATION] )\

Application  Wiew  Configure  Tools  Help

Registration status in
- title bar

‘=" Administrator - Liebert® Nform([UNREGISTERED] [EVALUATION]
[UNREGISTERED] or

Application  Wiew  Configure  Tools  Help [EXPIRED]

@ Administrator - Liebert® Nforn{ [EXPIRED] )}

Application  Wiew  Configure  Tools  Help |

Liebert® Nform™ 9
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Reminder 36
Reminder window if Nform
system is not registered or about
to expire This Mform systern has not been registered for Software Assurance yet, Would you like
(appears after Viewer is opened to register now?
r with permission
by use th permission to MOTE: In 90 days, if your Nform system has not been registered, then it wil ~

manage licenses)

23

Reminder Window

+ If the Nform system has never been registered, a Reminder window appears when a user with
permission to manage licenses logs in to a server.

become limited to monitoring only one device,

Liebert® Mform Software Assurance provides a full range of benefits in a single
program; including access to the latest software; tools and resources to deliver the
most out of your critical infrastructure software investrnent,

Benefits include:

« Technical resources

« Software support website access
« Around-the-clock phone support
« | atest software updates

« Tools for device deployrment

Reqgistering for these value-added benefits helps manage costs, take advantage of
the latest enhancements, and minimize system downtime.

[] Do not show this reminder again

l Yes ] [ Mo ] [ Help ]

To register your Liebert Nform software after the startup process described in 2.3 - Nform System
Startup, perform one of the following (when logged in as a user with permission to manage licenses):

* Click Yes in the Reminder window shown above, then refer to 5.2.1 - Enter Customer
Information for Nform and Software Assurance for details on the window that opens.

* Click on the Application menu, then Register Product at any time to begin the registration
process (see 5.2 - Register Product for details).

Nform System Startup

The Nform System Startup process described in this section allows you to set up administrator access
to Liebert Nform, enter any license keys purchased with the software and register those license keys
for Software Assurance. Software Assurance offers added benefits such as software updates and
technical support. See 2.2 - Registering for Software Assurance for more information.

FOR INITIAL STARTUP ONLY: User Name = “Administrator” (No Password)

A built-in Administrator account with no password is created during installation; this account has
full access to all features and can add users with varying levels of access. To protect configuration
settings, all users require a password.

The Nform System Startup wizard opens immediately after the first login to the Nform Viewer while
the Administrator password is not yet assigned.

Liebert® Nform™ 10
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Nform System Startup

Welcome to the Nform system startup wizard.

This wizard will guide you through the folowing steps.

+ Set a password for the bult-in Administrator account.

+ Create a separate Mform user account for your own use,
+ Create an account on the Mform support website,

+ Enter the license keys that were purchased for your Mform
system,

+ Register your Mform system for Software Assurance.

The startup wizard guides you through these steps:

For details, see:

1. Set a password for the Administrator account (the built-in
account created during installation).

2.3.1 - Set Administrator Account
Password

2. Create a separate Nform user account with administrator
privileges.

3. Create an account on the Liebert Nform Support Web site
(with the user account information from Step 2).

2.3.2 - Enter Customer Information for
Liebert Nform and Software
Assurance

4. Enter license keys purchased with your system.

5. Register your system for Software Assurance using the
license keys entered in Step 4.

2.3.3 - Enter License Keys and
Register

Emerson recommends completing all these steps immediately after installation to simplify the setup
process. The only step required at this time, however, is setting an Administrator password. The
remaining steps may be completed later. To do these steps later, see 5.2 - Register Product.

Start the Wizard

To launch the Nform System Startup wizard:

+ Start the Nform Viewer.

* On initial startup, the user name is Administrator and no password is required. The user may
need to enter the hostname or IP address of the Liebert Nform server on initial startup.

* User name: Administrator (box filled in for initial startup)
* Password: (None required for initial startup)

+ Server:

localhost (box filled in if the Viewer is started on the Nform server) or
the hostname or IP address of Nform server where Nform Full Package resides

* The Nform System Startup wizard opens. Proceed to the next section, 2.3.1 - Set Administrator

Account Password.

Liebert® Nform™
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2.3.1 Set Administrator Account Password

After the Nform System Startup wizard opens:

+ At the welcome screen, click Next.

* The Set Administrator Account Password window opens, as shown below.

The Administrator has full access to all features of the software and is generally reserved for use

in emergencies.

NOTE

A password must be set for the built-in Administrator. For security, it cannot be skipped.

Emerson® recommends creating at least one separate user account for daily use and for Software
Assurance registration, as described in the next section, 2.3.2 - Enter Customer Information
for Liebert Nform and Software Assurance.

Nforl_'r_l System Startup

Set Administrator account password

the password for this account.

MNarme:

Administrator

Password:

TEEETTS

You have logged into the built-in Administrator account for the first time. To begin, you must set

Confirm password:

TEEETES

The built-in Adrinistrator account is generally used for ermergency purposes. In the next step, we
will create a specific account for you to use for Software Assurance registration and daily
adrninistrative use of your Nform system.

[ < Back ] [ MNext = ]

|

* Enter a password in the Password box, then re-enter it in the Confirm Password box.

The password is case-sensitive and must consist of two to 14 characters—with any combination of
letters, numerals and symbols. Be sure to record the password in a secure place.

* Click Next.

Liebert® Nform™
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2.3.2 Enter Customer Information for Liebert Nform and Software Assurance
The Enter Customer Information window allows you to create a second administrative user account,
in part to act as a backup to the built-in Administrator account in case one of the passwords is lost or
forgotten. If you register for Software Assurance (SA), the second administrative user account will be
used to generate a technical support account on the Nform Support Web site.

Create a Separate Administrative User Account

The top portion of the window allows you to create a user account for day-to-day administration of
Liebert Nform. This step is highly recommended even if you are just evaluating the software and plan
to register later. This account will be assigned to the Administrators group (see 13.1 - Add
Individual Users) with full access to all features (same as built-in Administrator).

To create a new administrative user account, complete these fields:

* User Name: Enter a user name for the new account. This will be used to log on to Liebert Nform.

* Full Name: Enter the person’s name to identify the user.

* E-mail Address: Enter the person’s e-mail address. This will be used to log onto the Nform
Support Web site.

+ Password: Enter a password, then re-enter it in the Confirm Password box. The password is
case-sensitive and must consist of six to 14 characters—with any combination of letters, numerals
and symbols. Be sure to record the password in a secure place.

* Phone: Enter the user’s telephone number, including area code. This field is optional.

+ To set up additional options for this user account, such as alternate contact information, click the
Edit button to open the User Properties window (see 13.1 - Add Individual Users).

Mform System Startup X

Enter customer infarmation for Nform and Software Assurance
Liebert® Mform Software Assurance provides a full range of benefits in a single program; including @
access to the latest software; tools and resources to deliver the most out of your critical

infrastructure software investrnent.

Lser name: Full name::
E-mail address:
Passwiord: Confirm passwiord:

Created User

[11 already have a Software Assurance account

{ze this information for Software Assirance registrationt

.
\!.() INform user OO0 (00000 300000 has been successfully created.
Compary:

Address 1:

Address 2:
Country: |United States v Postal code:

Confirmation -

el
Cancel user created

Create a Related Account for Software Assurance
By default, Use this information for Software Assurance registration is checked to make it
easy to register your product for Software Assurance. This option creates an account on the Nform
Support Web site using the information at the top along with the company information at bottom.
This Web site account will be used to register your product license keys so you may receive the full
benefits of the Software Assurance program. You may skip this step if you prefer to register later.
* To register, check Use this information for Software Assurance registration and enter the
following information. NOTE: This information will not be distributed to any outside company.
+ Company: Enter your company name.
* Address 1 and Address 2: Enter street address or P.O. box and city.
+ Country: Choose the country from the drop-down list.
* Postal code: Enter a postal code as needed for your location.
+ To use this or an existing account for another Nform installation, check I already have a Software
Assurance account. The e-mail and password entered above will be used for the SA account.
+ To register later, remove the check mark from the Use this information for Software
Assurance registration box.
+ Click Next. A confirmation window indicates whether a user was created (above right). Click OK.
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2.3.3 Enter License Keys and Register

The final step in the startup wizard is to enter any license keys purchased with Liebert Nform.

Emerson recommends entering these keys now to simplify the setup process and proceed with

registration.

This may be done at a later time; however, the system will operate in evaluation mode until a base

license key is entered. See 4.4 - Enter the License Key.

Nform System Startup X
Enter license keys and register
Enter the license keys that were purchaszed with the product, This step may be skipped to continue 4"' I
runking in evaluation mode, el o idLicense x|
Key:
Installed licenses |
E
Key Add...
W OO OO
¢ O KOO OO OGO
MultiLink license T E— &

&dd...

Selected license details
Managed device limit: 20

WOnverta MultiLink license to an Nform shutdown license.

File:

Browse...

[ 0K ] [ Cancel ]

[ Export registration. ..

[ Register ] Cancel ]

__» Register

If no product license key is entered, Liebert Nform will monitor up to five devices until a base license
key is entered or 90 days, whichever comes first. If no product license key is entered within 90 days,
Liebert Nform’s monitoring capability will reduce to one device. Liebert Nform screens will display
the word [EVALUATION] in the title bar. If no license key is entered, the evaluation setup permits
monitoring up to five devices; you will not have access to software updates and other resources.

If you entered a product license key but did not register for Software Assurance, you may configure as
many devices as your license permits and monitor them for 90 days; you will not have access to

software updates and other resources.
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To install a Liebert Nform license key:

1. In the Licenses window, click the Add button at the top right. (For details on using the Add
button under MultiLink License, see 4.4.2 - Add a Liebert MultiLink 1.5 Shutdown License.)

2. Read the license agreement, and click I accept to continue.

3. Inthe Add License window, enter the license key from the sticker on the CD case or the certificate
provided by Emerson, then click OK. There is no need to enter hyphens (-) in the license key.

4. If you purchased additional licenses, repeat Steps 1 to 3 to install each license.

After installation, the license key numbers appear in the Licenses window or may be viewed
through the Help menu. See 4.4.3 - View License Key Information.

5. Click the Register button to initiate registering the Nform system.

( z NOTE
To register the product offline (manually), refer to 2.3.4 - Registering Offline
(Quarantined) Systems for details on using the Export Registration button to create an
encrypted file for manual registration.

6. A confirmation dialog box appears if registration was successful. The following error message
appears if the licenses could not be registered.

Registration Update

@ lUnable to register licenses.

Please try again later,

[ ok [ Heb

Registration Notifications

If a product license key is entered, but Liebert Nform is not registered, the software will monitor the
number of devices on the license for 90 days. The software will display reminder prompts about
registering the software similar to the window below. If not registered within 90 days, Liebert Nform
will reduce monitoring to one device.

The title bar displays a reminder in brackets:

+ [UNREGISTERED)] if you have not yet registered your Nform system or
+ [EXPIRED] if you need to renew your subscription.
+ [EVALUATION]

Registration status | (g tor liebe [UNREGISTERED]
in title bar

[UNREGISTERED] Afphcation  View  Configure  Tools  Help
or [EXPIRED]

-

Evaluation Period Expiration

This window is
displayed if no
product license has
been installed

L.
y The MForm evaluation period expires in 90 daw(s),
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2.3.4 Registering Offline (Quarantined) Systems

For systems that are not connected to the Internet or are otherwise quarantined, follow these steps to
complete the registration process. This involves generating a registration file to take to another
computer, one that is online, registering at the Liebert Nform site on that computer, then generating
a file to enter in the Nform installation on the offline computer.

( z NOTE
Registration may be delayed for 90 days. During that time, Liebert Nform will display
reminders to register the software installation.

1. Export the registration file.

+ After entering the appropriate license keys (2.3.3 - Enter License Keys and Register),
click the Export Registration button as shown below.

Nform System Startup X

Enter license keys and register
Enter the license keys that were purchased with the product, This step may be skipped to continue

running in evaluation mode,

Installed licenses

Key Add..,
OO -2 - X000 D000
OO = MO =000
OO -2 )OO0 D0000000C

Multilinik; license
Add...

Selected license details
Mo items selected.

Export
Registration

* The following Registration Update window displays a message confirming the creation of a
product registration request file and its location, along with the URL to complete the process:

Registration Update

-
\ll) The product registration request file has been exported bo O\ NFornuser exportiRegistration. bin, Please go to http:f/applications.liebert. comjnformsa/f ko complete the reqgistration process.

[ ok |[ Help ]

* The product registration request file is called Registration.bin and may be found on the
same machine where the Viewer is running in the export subfolder of the user folder. In this
example, the full path is C:\Nform\user\export.

* The URL to visit is http:/applications.liebert.com/nformsa/.
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2. Copy product registration request file to an Internet-enabled computer.

+ Navigate to the product registration request file called Registration.bin, which may be
found in the export subfolder in the user folder on the machine where the Viewer is running.

@ C:\Nform\user\export

© File Edit View Favorites Tools Help

Folders

@Back > | lﬁ /-._\J Search ‘H—" Folders

- X

IZ]@

Date Modified

= [ Mform
I bin
=) db
I docs
I log
I3 user
@ export
3 instal
(5 samples

Ma

Size | Type

1KB BIN File

Type: BIN File Date Modified: 12/6/2011 1:54 PM Size: 704 bytes

704 bytes

g My Computer

3. Visit the specified Nform SA site (http:/applications.liebert.com/nformsa/) on a
different, Internet-enabled computer.
* Click on Register Product in the My Nform System menu, as shown below.

[ e
Account Summary
Edit Profile
E-mail List
Register License Key

My Downloads

My Uploads
( Register Product )
Mgl il

4. Upload the exported product registration file.
* Click on the Browse button and locate the product registration file Registration.bin, which

was exported in Step 1.

+ Click the REGISTER button. If successful, a link appears to a registration response file.

Product File Registration

Upload registration request file:

[ REGISTER )

Select the product registration request file generated by Nform and click on "Register” button.
If registration succeeds then a hyperlink is shown to download the registration response file.
The registration response file can be imported into Nform to complete the registration.

5. Download the registration response file and copy it to the Nform system.
* Click on the link to download the response file for import into the Nform system.
+ Copy that file to the offline computer where Nform is installed.

Liebert® Nform™
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6. Open Liebert Nform on the offline computer system to complete the registration.
* Click on the Application menu, then Register Product.

Application | View  Configure

Nform Toaols. ..

‘ Register Product... )

Restart Session

Login As...
Exit

* Click the Browse button to locate the registration response file, which was downloaded from the
Nform SA site in Step 5.

Nform System Startup =l

Import registration response file
Once you have successfully registered this Wform systern, you may complete the registration process

by importing the reqistration response file that you obtained from the support website.,

Registration response file:

C:\Nform\user\export\Registration.bin

T (T

* Click Finish.

* The Registration Update window displays a message indicating whether the registration was
successful.

e "

Registration Update

\lr) Licenses successfully reqistered For Software Assurance,

ok | [ Help
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2.3.5 Adding Subsequent Licenses

If another license for either Liebert Nform or Liebert MultiLink® is added to a system without an
internet connection, the steps in 2.3.4 - Registering Offline (Quarantined) Systems must be
performed for the new license. Liebert Nform will display the reminder below.

Reminder &

This Nform system has been registered for Software Assurance, but one
or more license keys have been added since that tme. Would you hke
to register them now?

l !“ : e

Systems that are connected to the Internet will get the new license registered automatically as
detailed in 2.3.3 - Enter License Keys and Register.

2.4 Upgrading From Older Versions of Liebert Nform

The configuration from earlier versions of Liebert Nform (version 2.0 or later) can be transferred to
new installations. The upgrade and transfer process requires exporting data from the Liebert Nform
2.X application.

The export can be done either of two ways:
* Use the export feature from the File menu in the Liebert Nform 2.5.002 or later version (see

2.4.1 - Use the Export Feature in Liebert Nform 2.X), or

* Run the export_utility.exe program in the Upgrade folder on the Liebert Nform 4.X CD (see
2.4.2 - Use the Export Utility from the Liebert Nform 4 CD).

( 2 NOTE
After upgrading from an earlier 4.x version of Liebert Nform, users with permission to manage
licenses (see 13.2 - Assigning Users to Groups) will see the Reminder window described in
2.2 - Registering for Software Assurance on the first login.
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2.41 Use the Export Feature in Liebert Nform 2.X
To use the export feature in Liebert Nform version 2.X:

+ Start the Viewer, making sure you have access to the import/export function.
+ Click on the Configure tab.
* Click on the File menu, then choose Import/Export.

ks Import / Export
NForm Licenses v i Hoper
| & c: [Local Disk] |
MultiLink Licenses v %EP\ i
rogram ries
S Mform

SNMP Devices [ 5 Export
MultiLink Shutdown Clients v
Emiail Actions v
File Write Actions v
Trap Forwarding Actions [w
External Command Actions v
SHMP Get Request Actions [w
SHMP Set Request Actions [w
Navigation View [w

U Clear Al Irnpart ‘ Export Lancel

* Click to place a check mark M next to each type of data you wish to export, or click Select All to
check all boxes. (Click Clear All to remove all check marks.)

The exported data that will be used for the upgrade includes:
+ Liebert Nform license keys
+ Liebert MultiLink shutdown licenses
* Managed devices
* Shutdown clients
* E-mail actions

* The tree at right displays the location where the export files will be saved. If desired, select a
different location.

+ Click the Export button to create text files of all selected data.

+ Check to make sure the files are successfully exported, then copy all export files to the Export
folder in the Program Files folder on the Nform 4 server.
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2.4.2 Use the Export Utility from the Liebert Nform 4 CD

To run the export_utility.exe program that may be found in the Upgrade folder on the Liebert
Nform 4 CD:

* Run the program called export_utility.exe, which may be found in the Upgrade folder on the
Liebert Nform 4 CD. (Double-click on the file or click the Start button, then click Run, enter the
full path or Browse to locate the file, then click OK.)

+ Click on the File menu, then choose Import/Export.

@export_ut’lity.exe

=

]
ﬂ'

QBack T &4 'ﬁ /.- ) search I'lL_ Folders ¥ | x w El'

: Address (I Ci\Program Files\Mform'Export R a Go
Folders X Mame Date Modified Type
= [ Nform ~ @ auserview_Export_1 @ v
* ) data ¥ @ EmailActions_Export, .
) Export [£) Externalcommand_E - Detecting the output data directany... (]
T [ Nortan SystemiWorks ] FilewriteActions_Exy ngapdl;lt tdga;ﬁgsﬁfag:r;s;;;\gr.-.:gram fileznformE spart,
12 Online Services =] MLShutdown_Export Loading Mform database. .
I Outlook Express .‘51 MultiLinkClients_Expc  Starting ta load licenses...
G evopec e By bl
# ) Roxio .‘51 NformExportUtilityLo Starting expart...
# I Scansoft .'31 MFormLicenses_Expc  Exporting Nfom licenzes...
I Symantec _-51 puserview_Export_1 Einish?d er:::fﬁ'ritlir?ih}liforhm licenses...
I SymMNetDry .‘51 SNMPDevices_Expor Fiﬁ?}:;&g& - -
I2) Uninstall Information [£] suMPGetRequest_E: Starting de e . bt o
IC3) viewsonic [£] snMPsetrequest_Ex  Finished de pe
F 15 visio #| Status.xml Eiﬁ:}:ggge H_./ Do you want to open the output expert directory?
® I wDC r:=j TrapForwarding_Exp Exparting :
I Windows Journal Viewer Finished &
: ] E =poiting g L
+ ) Windows Media Connect Sl
# | Windows Media Player Expoarting flE wite actone...
F I3 Windows NT Finishgd exporting file writg actions...
D WindowsLipdate Eiz?:f:gggeiggr{ior:g ﬁ;dpf;g:ﬁ;s& .ac:tions... w
I WinZip =
+ ) xerox
# () support Close
# ) valueadd :
% [ wiNDows s 15 I (2]
15 objects (Disk free space: 63.5 GE) 70.5KB j My Computer

* The Nform Export Utility displays steps executed during the export process, then a confirmation
window asks whether you wish to open the folder to view the exported files. Click Yes to do so.

The exported data that will be used for the upgrade includes:
+ Liebert Nform license keys
+ Liebert MultiLink shutdown licenses
* Managed devices
* Shutdown clients
* E-mail actions

+ Check to make sure the files are successfully exported, then copy all export files to the Export
folder in the Program Files folder on the Nform 4 server.
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243 Im

port Exported Data from a Different Server

If Liebert Nform 4 will be installed on a different server, install it, create a temporary folder for the
export files, then use the Nform Tools application (also see 18.0 - Using Nform Tools):

Install Liebert Nform 4 as described in 2.1 - Installation.
Create a temporary folder on the Nform 4 server and copy the export files from the Export folder
from the program folder where Liebert Nform 2.X was installed.

On the Liebert Nform 4 server, open the Nform Tools window. To do this, click on the Start
button, then click on Programs, Liebert Nform and finally Nform Tools.

™ (’:j Mfarm Tools )

E Mform Viewer

7'; User Manual

In the Liebert Nform Tools window (below), click on the Tools menu, then on Import 2.5 Data.
In the Directory box, enter the full path or click the Browse button to locate the folder
containing the exported files, then click Open.

.
"/ Liebert® Nform Tools =Jlo&d
Application  Database | Tools |
Install OTD. ..
R ( Import 2.5 Data. .. )_
Version info: ]
v
Import Nform 2.5 Data =
Directory:
C:\Export Browse...
Import status info:
Specify directory of the exported files, then press the Import button to import their data. v
Select Nform 2.5 Export File to Identify Directory
Look in: | I3 Export ™ & 15 A
By Mame Date Modified Size
I_vzﬁ - | lauserview_Export 11 5_2008.txt | 11/5/2008 9:37 AM 3IKB T
My Recent E_] EmailActions_Export_11_5_2008.txt 11/5/2008 9:37 AM 2KB T
Documents [Z] ExternalCommand_Export_11_5_2008.txt 11/5/2008 5:37 AM 1KB T
= [Z] FilewiriteActions_Export_11_5_2008. txt 11/5/2008 9:37 AM 1KB T
J [£] MLShutdown_Export_11_5_2008. tt 11/5/2008 9:37 AM 1KB T
Desktop [£] MultiLinkClients_Export_11_5_2008. tit 11/5/2008 9:37 AM 1KB T
E] MultiLinkLicense_Export_11_5_2008. txt 11/5/2008 9:37 AM 2KB T
- E] MFormLicenses_Export_11_5_2008.txt 11/5/2008 9:37 AM 1KE T
/} E_] puserview_Export_11_5_2008.txt 11/5/2008 9:37 AM 2KB T
My Documents [£] SNMPDevices_Export_11_5_2008. txt 11/5/2008 9:37 AM 135KB T
[£] SNMPGetRequest_Export_11_5_2008, bkt 11/5/2008 9:37 AM 1KB T
= [£] sNMPSetRequest_Export_11_5_2008. tt 11/5/2008 9:37 AM 1KB T
/ ‘___‘5 E] TrapForwarding_Export_11_5_2008. txt 11/5/2008 9:37 AM 1KE T
My Computer . .
Nform service status: Running / I 2
/ ‘:‘] File name: auserview_Bxport_11_5_2008 bd V_'
Import -2 =
P My Neworc | Flescfbpe: | Bupor fes (_Erport_"54) m

* Click Import. The import utility will temporarily stop the Nform service and import the
appropriate files—the service will restart automatically when the Tools application is closed.
A message confirms the process is complete.

* When finished, close the Tools application by clicking on the Application menu, then Exit (see
18.3.2 - Application Menu - Close Nform Tools).
The Nform service will be restarted automatically on exit.
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2.4.4 Import Exported Data From the Same Server

If Liebert Nform 4 will be installed on the same server, the installation will automatically detect the
presence of the Liebert Nform 2.X application, import the data from the export folder (license keys,
managed devices, shutdown clients and e-mail actions), then remove the Liebert Nform 2.X
application.

( 2 NOTE
The export MUST be run manually for the upgrade to import data properly from the Liebert
Nform 2.X application.

A copy of the Liebert Nform 2.X data files and exported files will be saved.

* Install Liebert Nform 4 as described in 2.1 - Installation.

+ If you select the Nform Remote Client Only option on a computer running a Liebert Nform 2.X
client, server or both, you will have the option to uninstall the Nform 2.X client or server software
automatically.

ﬂ‘% Liebert Nform Setup : ;Iglil

Select Installation Type
Upgrade Mform 2.5 to MNform 4.1

{* Hform Remote Client

Select this option if the Nform server application is already installed on another
computer on your hetwork. Only the client software will be installed.

( [V Remove Nform 2.5 Server / Client

{~ Hform Full Package

Select this option if this computer will be the Mform application server on your
network. Both the server and client software will be installed.

Nform 2.5 Server / Client will be removed.

< Back | Next > I Cancel
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3.0

OVERVIEW

3.1

This section provides a quick look at the features available with various SNMP devices and the
functions accessible through Liebert Nform’s desktop, tabs, menus and toolbar buttons.

The Viewer Window - Overview

The Viewer window is shown below.

2 mn  Liebert® Mform

Menu Bar Apphcton  Vew  Confgure  Took  Heb
r —

Status = | g
Buttons oy . @ ﬁ: Top Frame

_ 219 54 5
View DASINOARD b HAVIGATT b AlARMS b
Tabs

s Bal

Viewer
Display —
Area

Bottom
Frame

* The Menu Bar at top left offers access to all Liebert Nform features (see 3.1.2 - Menus):

* Application

+ View

+ Configure

* Tools

* Help
Status Buttons in the top frame show the number of devices by condition (see 3.1.1 - Buttons).
This top frame may be minimized to expand the Viewer Display Area. The device conditions are:

* No Communication

+ Normal

+ Alarm

View Tabs determine which type of information—device status, navigation tree or alarm data—
1s shown in the Viewer Display Area (see 3.1.1 - Buttons):

* Dashboard (the default view when the Viewer opens, shown above)

* Navigate

+ Alarms
The Viewer Display Area shows status, configuration or alarms information, depending on
which view tab is selected (see 16.0 - Operation - Using the Viewer). The default Dashboard
view above shows gadgets with three types of data for all devices:

* Device Status

* Alarm Status

+ Alarm Severity

Configuration Buttons in the bottom frame are shortcuts to Liebert Nform setup features (see
3.1.1 - Buttons). These functions are also available from the Configure menu. This bottom frame
may be hidden to expand the Viewer Display Area.
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3.1.1 Buttons

Table 3 shows the buttons available in the Viewer and where to learn more about each.

Alarms Present
Number of
devices in alarm
below button

Table 3 Desktop buttons - summary
Button | Description For more information, see:
STATUS BUTTONS - Each button has three modes. 16.0 - Operation - Using
the Viewer
~ Gray symbol - all devices are ) ) )
No @J communicating with server Click on this button to filter the
Communication Dashboard view to show only
Number of S N . . devices not communicating 16.1.2 - Select Devices for
cevcesror | (G (1o CoRISS SETON | i the server
communicating . communicating with a (Click again to toggle to
below button Q} configured computer show all devices.)
Green symbol - 1 or more
zornl;al f % devices operating normally Click on this button to filter the
d“”? ero Dashboard view to show only 16.1.2 - Select Devi P
ev:cet§ devices operating normally. N ad e :Ct evices for
operating = Flashing - requires attention Click again to toaale to adgets
normally . ; ( g 99
below button ? no devices operating normally | show all devices.)

Gray symbol - no devices
currently in alarm

(@

|

Flashing - requires attention
1 or more devices in alarm

Click on this button to filter the
Dashboard view to show only
devices currently in alarm.
(Click again to toggle to

show all devices.)

16.1.2 - Select Devices for
Gadgets

SELECTED VIEW

TABS - Click to change the view in the Viewer Display Area.

View status of configured devices in Detail area.

Dashboard e R 16.1 - Dashboard Tab
(DASHBOARD ) NAVIGATE B ALARMS P
View navigation tree with configured devices and floor plans, Web
browser interface, parametric data, alarms, trend data and Web links in
Navi Detail area. 16.3 - Navigate Tab -
avigate Devi
] ) evice
The arrow tab [J indicates that double-clicking opens the Navigate view in
a separate window, which can be dragged to another monitor.
View alarm data for all configured devices in Detail area.
Alarms 16.4 - Alarms Tab

The arrow tab [J indicates that double-clicking opens the Alarms view in a
separate window, which can be dragged to another monitor.

CONFIGURATION

BUTTONS - Click for shortcuts to Configuration options.

Users & Groups

Configure ﬁ! Shortcut to Configure > Licenses to add Liebert Nform 4.4 - Enter the License
Licenses 5; licenses. Key

g:rr:,f;grure @ Shortcut to Configure > Server Options to view or change 8.0 - Configuring Server
Options global settings. Options

Configure . . . . .
Devices ! Shortcut to Configure > Devices to add devices and floor plans. | 9.0 - Configuring Devices
Configure Shortcut to Configure > Actions to set up actions (e.g., send e- | 12.0 - Configuring
Actions %: mail, write file). Actions

Configure E‘E Shortcut to Configure > Users and Groups to add user 13.0 - Configuring Users

accounts and customize user options.

and Groups

Liebert® Nform™
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3.1.2 Menus

The menu bar at the top of the Viewer window provides access to all Liebert Nform’s features:
Application, View, Configure, Tools and Help. Each menu has a drop-down list of options, as
shown in Table 4.

| ' Administrator - Liebert® Nform g@
Menu Application  View  Configure  Tools  Help
bar
Liebert Nform EMERSON
Table 4 Menu options - summary
Menu Option Function (Configuration button, if any) | For more details, see:
Application Nform Tools Open the Nform Tools application 5.1 - Nform Tools
appication | view  Confiure | Register Product | Register for Software Assurance 5.2 - Register Product
::;::;ﬂ:zduct Restart Session | Restart the Client session without logging out 5.3 - Restart Session
e Login As Log in with a dlfferen_t user name and password 5.4 - Login As
T without closing the Viewer
Exit
Exit Qlose the .Vlewelr window (requires login the next 5.5 - Exit
time the Viewer is opened)
i Show Expanded Show large status buttons at top of window or 6.1 - Show Expanded Top
View Top Frame display smaller status buttons Frame
dew | Lonfowe 1ok 20 gpow Expanded | Show or hide the configuration buttons at the bottom | 6.2 - Show Expanded Bottom
Show Expanded Top Frame .
Show Expanded Bottom Frame | BOTOM Frame of the window Frame
Eull screen 1 Eull screen Expgnd to full-screen display (no title ba_r, menu bar 6.3 - Full Screen (F11)
or window frame) or restore to normal window
Devices Add _deVIc_es and their properties to the 9.0 - Configuring Devices
configuration 1
. . Create actions—e.g., e-mail notifications—to S .
Configure Actions be executed when an alarm is received 12.0 - Configuring Actions
onfigure ools el
. gDevicei ﬂp Shutdown Configure MultiLink 1.5 client computers that may 11.0 - Configuring Shutdown
o Clients be selected for shutdown actions Clients
Shutdown Clients. . Vi Add devices, floor plans and logical groups to the 10.0 - Configuring Views for the
. iews ) ; -
enss configuration Navigate Tab
i::;::imm"' Users and Create new users and define access (4 | 13.0 - Configuring Users and
m—— Groups privileges for groups of users k ) Groups
= . Add licenses purchased from Emerson for .
Change Password... -
— Licenses Liebert Nform or Liebert MultiLink . 4.4 - Enter the License Key
Server Change global settings—e.g., for language, 8.0 - Configuring Server
Options alarms, devices, e-mail servers, SNMP | Options
Change Create or change a password to use at login "9 | 4:3 - Change the User Password
Password geap 9 L& 8 [13.1 - Add Individual Users
User Customize user preferences for language, time zone, S .
Options alarm and other colors, visual and audible alerts 7.0 - Configuring User Options
Tools Export a text file of records with: Submenu items:
» Alarm History - recent alarms 14.1 - Export Alarm History
Export « Action History - recently executed actions 14.2 - Export Action History
= » Data Log History - trend graphs of data points 14.3 - Export Data Log History
Contents Open Liebert Nform help to the Contents tab —
Help Index Open Liebert Nform help to the Index tab —
™ Supported Show a list of device types supported by the .
Contents Device Types Nform software
nde Technical Open Liebert Nform help to display contact o
Suppertzd Devicz Types.. | Support information for Liebert Nform technical support
Z:‘h:i:‘ S:J:"UQ”' Check for Updates | Get software updates (w/ Manage Licenses permission) —
eck for Updates - - - -
About Lisbert Nform. . About Liebert View detal[s on Nform Viewer version, server, 4.4.3 - View License Key
database, installed license keys, registration, .
Nform - Information
how to contact technical support
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4.0 GETTING STARTED WITH LIEBERT NFORM

This section provides details on starting the Nform Viewer, logging in and entering license keys to
allowconfiguring devices for monitoring.

The software comes with a built-in Administrator account with full access to configuration and
monitoring. Other users may be added with any combination of viewing and configuration privileges.

NOTE
The Liebert Nform software makes automatic adjustments to operate correctly with the
Windows firewall if enabled.

Saving Configuration Changes

Changes to Liebert Nform’s configuration are made immediately and do not need to be saved before
they take effect.

4.1 Start Liebert Nform

To start the application:
* Double-click on the program icon, below left (if added to the computer desktop during installation).

Program icon — @- Program — 7] b 1% Nform Tools
(shortcut) MFarm Yiewer group (ET' Mform Viewer )

= user Manual
OR
+ Click the Start button, then Programs, Liebert Nform and finally Nform Viewer (above right).
4.2 Log on as Administrator and Connect to Server

The Login to Liebert Nform window opens, asking for a user name, password and the server where
Liebert Nform was installed.

Login to Licbert® Nform =
% Welcome to Liebert Nform. Please enter your
user name and password and select the desired
Nfarm server.

User name: Rdministrator
Password:

Server: 1c:c:alhc:st| LV

T —T—

* On initial startup, the user name is Administrator and no password is required. There is no
need to specify a server if the Viewer is started on the Nform server.

+ User name: Enter your user name—if none assigned, enter Administrator (box filled in for
initial startup).

* Password: Enter the password that was assigned to you—if none assigned, leave blank
(none required for initial startup or when using the evaluation edition)

+ Server: Enter localhost (box filled in if the Viewer is started on the Nform server)—if the
Viewer is started on a client computer, enter the hostname or IP address of
Nform server where Nform Full Package resides

* Click on the Login button.

( z NOTE
If you have trouble logging in, click the About button for technical support information.
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4.3 Change the User Password

The Change Password menu item allows users to change their own passwords at any time, as long as

they have permission to do so.

This option also applies to users who have an account created for them with the User must change
password at next login option (see 13.1 - Add Individual Users) and for initial startup of an

evaluation edition.

To change the password from the Configure menu:

+ Start the Viewer with permission to change the password (see 13.1 - Add Individual Users).
* Click on the Configure menu, then choose Change Password.

Change Password

3]

fa

Confirm password: eesseesss

Old password: essssss

New password: sssssssss

[ K

/[

Cancel ] l Help l

+ Enter the existing password in the Old Password box.
(During the first login, leave this box blank.)
* Enter a password in the New Password box.

The password is case-sensitive and must consist of two to 14 characters—with any combination of
letters, numerals and symbols. Be sure to record the password in a secure place.

* Re-enter that password in the Confirm Password box.

For information on other ways to set passwords:

+ For setting passwords in the Nform Startup Wizard on initial startup, see Section 2.3, especially
2.3.1 - Set Administrator Account Password.

+ Passwords may also be assigned when creating or editing user accounts, as described in 13.1 -

Add Individual Users.

Liebert® Nform™
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4.4 Enter the License Key

A Liebert Nform license key must be installed for full use of Liebert Nform’s features, as described in

the following steps. If you purchased additional licenses, repeat the following steps to install each
license.

NOTE

Q The license key delivered with Liebert Nform permits a certain number of devices and
unlimited users. To purchase a supplemental license key for additional devices (30, 100 or
500), contact your local Emerson representative or see Appendix C - Ordering Parts and
Licenses From Emerson Network Power.

If another license for either Liebert Nform or Liebert MultiLink® is added to a system without an
internet connection, the steps in 2.3.4 - Registering Offline (Quarantined) Systems must be
performed for the new license. Liebert Nform will display the reminder below.

Reminder X

This Nform system has been registered for Software Assurance, but one
or more license keys have been added since that time. Would you like
to register them now?

Systems that are connected to the Internet will get the new license registered automatically as
detailed in 2.3.3 - Enter License Keys and Register.

441 Add aLiebert Nform License Key
To install a Liebert Nform license key:

1. Start the Viewer with permission to manage licenses (see 13.2 - Assigning Users to Groups).

2. Click on the Configure Licenses icon at the bottom of the window (or click on the Configure
menu, then choose Licenses).

Nform System Startup ||

' = =
E 'hter license keys and register
2] F) Enter the license keys that were purchased with the product. This step may be skipped to continue

running in evaluation mode,
Configure
Licenses

Installed licenses

Add License

d ud
V00000000000 KIDODOC 00K iz
V' 00000MKO00OXNOC000X0000K £y

rLfiLink license
Close

Selected license detals
Managed device limit: 30

I Register I [ Cancel ]
3. In the Licenses window, click the Add button at the top right.

4. Read the license agreement, and click I accept to continue.

5. Inthe Add License window, enter the license key from the sticker on the CD case or the certificate
provided by Emerson, then click OK. There is no need to enter hyphens (-) in the license key.

After installation, the license key numbers appear in the Licenses window or may be viewed through
the Help menu. See 4.4.3 - View License Key Information.
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4.4.2 Add a Liebert MultiLink 1.5 Shutdown License
To install a Liebert MultiLink 1.5 Shutdown license:

1. Start the Viewer with permission to manage licenses (see 13.2 - Assigning Users to Groups).

2. Click on the Configure Licenses icon at the bottom of the window (or click on the Configure
menu, then choose Licenses).

Licenses )

' = W
=~ '} Installed licenses

Key Add...

Configure
Licenses

MuftiLink license
,V MultiLink License File X

This will convert a MultiLink license to an Nform shutdown license.

Selected license defails
No items selected. File:

Browse...

[ 0K l ’ Cancel ]

[ Close ] [ Help ]

3. In the Licenses window, click the Add button in the MultiLink License section.

4. Read the license agreement, then click I accept to continue.

5. In the MultiLink License File window, enter the full path of the license file (MLLKU.license) or
click Browse to locate the Liebert MultiLink shutdown license obtained from Emerson Network
Power.

For Liebert Nform Enterprise installations, this file is in the MultiLink\MLLKU folder on the
NFORM-EPRISE CD.

For Liebert Nform 2.X customers, this can be exported and copied from the Export folder in the
program folder where Liebert Nform 2.X was installed.

6. Click OK. The license file contents will be converted and displayed as a Liebert Nform shutdown
license key in the Licenses window.

After installation, the license key numbers appear in the Licenses window or may be viewed through
the Help menu. See 4.4.3 - View License Key Information.
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4.4.3 View License Key Information

Users with Licenses access (see 13.2 - Assigning Users to Groups) may view information about
installed license keys in either of two ways:

* Licenses Window
+ Start the Viewer with permission to manage licenses (see 13.2 - Assigning Users to
Groups).
*+ Click on the Configure Licenses icon at the bottom of the window (or click on the
Configure menu, then choose Licenses).

* Click on a license key number to view a description in the Select License Details area.
Choosing multiple license keys—with shift-click or control-click—will change the display to
show details of all selected license keys.

ﬁ i —> Licenses X,
52 Installed licenszes

Configure Key Add...
Licenses Vv [OCootaeo0couCooCoucaeeoocaet |

vV DOO0OKX OO0 OO0 XK

MultiLink license
Add...

Selected license details
Managed device limit: 20

[ Close l l Help ]

* Help - About Liebert Nform Window
+ Click on the Help menu at the top of the window, then click on About Liebert Nform.
+ Click the License tab to view details of all license keys that are installed.

About Liebert® Nform =

&

Copyright () 2003-13 Liebert Corporation. Al rights reserved.

iewer | Server | Database Fegistration

Network Power

Managed device limit: 130
Managed shutdown client lirmit: Unlirmited
Enterprise

Support
Product information: http:fnform lisbert.comjf
Software assurance: http:ffapplications.iebert.comfnformsal
Contact us: | liebert. monitaringisiemerson. com
+1 800.222.5877 +1 614.841.6755 [ System Info.., ]

To remove a license key, see 19.2 - Deleting a License Key.

Liebert® Nform™ 31



Using the Application Menu

5.0 USING THE APPLICATION MENU

The Application menu allows you to restart the Nform service without closing the Viewer, install
definitions for new equipment purchased from Emerson, restart a session without logging out, log in
as a different user and exit the application.

5.1 Nform Tools

This menu item provides quick access to the Nform Tools application.

The application may be opened from the Start menu (see 18.1 - Open the Nform Tools Application
From the Start Button) or directly from this menu item in the Viewer.

To open the Nform Tools application from the Viewer:

+ (Windows XP and Server 2003 only) Log into Windows on the Nform server as a user with
administrator privileges on that machine.

+ Start the Viewer on the Nform server and log in as a user with start/stop server permission (see
13.2 - Assigning Users to Groups).

+ Click on Application, then Nform Tools.

* (Windows Vista, Server 2008 and later) A User Account Control (UAC) message appears,
requesting your permission to start the application. Click Allow to continue.

Application | View  Configure
( Mform Tools. .. )

Register Product...

Restart Session
Login As...
Exit

See 18.0 - Using Nform Tools for complete details on the Nform Tools application.
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5.2 Register Product

This menu item allows you to register if the Nform system has never been registered or the
registration has expired or will expire within 60 days (see 2.2 - Registering for Software
Assurance).

( z NOTE
This menu item is disabled after the product is successfully registered.

To register or renew registration:

+ Start the Viewer and log in as a user with permission to manage licenses (see 13.2 - Assigning
Users to Groups).
+ Click on Application, then Register Product.

Application | View  Configure

Nform System Startup

Mform Tools

Register Product.)-

Enter customer information for Nform and Software Assurance

’l.*iebert@) Mfarm Software Assurance prowides a full range of benefits in a single program;
access to the latest software; tools and resources to deliver the most out of your critical
infrastructure software investrment.

Login As...
Exit

Restart Session

Lser narne: Full marne:

E-rnail address:

Phiore:

[11 already have a Software Assurance account

[¥]ise this infarmation for Software Assurance registration:

Cormpary:
Address 1

Address 2

Password: Confirn passwiord:

Country: | United States v Postal code:

%
inchuding

Cancel

* Proceed to the next two sections:
* 5.2.1 - Enter Customer Information for Nform and Software Assurance

* 5.2.2 - Enter License Keys and Register

Liebert® Nform™
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5.21

Enter Customer Information for Nform and Software Assurance
This window may have information filled in depending on the account used to log in:
+ If you log in as a user with administrative privileges—other than the built-in Administrator
account—some account user information is filled in. No new account will be created.
+ If you log in as Administrator (built-in account), a second administrator account will be created.

User Information
In the top portion of the window, complete the following user information as needed:

+ User Name: Enter a user name for the new account. This will be used to log on to Liebert Nform.

* Full Name: Enter the person’s name to identify the user.

+ E-mail Address: Enter the person’s e-mail address. This will be used to log onto the Nform
Support Web site.

+ Password: Enter a password, then re-enter it in the Confirm Password box. The password is
case-sensitive and must consist of six to 14 characters—with any combination of letters, numerals
and symbols. Be sure to record the password in a secure place.

* Phone: Enter the user’s telephone number, including area code. This field is optional.

* To set up additional options for this user account, such as alternate contact information, click the
Edit button to open the User Properties window (see 13.1 - Add Individual Users).

Nform System Startup X

access to the latest software; tools and resources to deliver the most out of your critical

Enter custorner information for Nformn and Software Assurance
Ligbert® Mform Software Assurance provides a full range of benefits in a single program; including
infrastructure software investrment,

Lser name: | Xxxxx Full narme: | Xxxxx  XXXXX

E-mnail address:

Password: Confirrn password:
[11 dready have a Software Assurance account
Created User

[w]ilse this information for Software Assurance registration:

Cornpary:

Address 1:

Address 2:

Country: | United States v Postal code: \

Confirmation -

user created

Software Assurance Check Boxes and Company Information

By default, the Use this information for Software Assurance registration option is checked to
make it easy to register your product for Software Assurance. This option creates an account on the
Nform Support Web site using the information at the top along with the company information at
bottom. This Web site account will be used to register your product license keys so you may receive
the full benefits of the Software Assurance program. You may skip this step if you prefer to register
later.
+ To register, check Use this information for Software Assurance registration and enter the
following information. NOTE: This information will not be distributed to any outside company.
+ Company: Enter your company name.
* Address 1 and Address 2: Enter street address or P.O. box and city.
+ Country: Choose the country from the drop-down list.
+ Postal code: Enter a postal code as needed for your location.
* To use this or an existing account for another Nform installation, check I already have a Software
Assurance account. The e-mail and password entered above will be used for the SA account.
* To register later, remove the check mark from the Use this information for Software
Assurance registration box.
* Click Next. A confirmation window indicates whether a user was created (above right). Click OK.
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5.2.2 Enter License Keys and Register

The final step in the startup wizard is to enter any license keys purchased with Liebert Nform.

Emerson recommends entering these keys now to simplify the setup process and proceed with
registration.

This may be done at a later time; however, the system will operate in evaluation mode until a base
license key is entered. See 4.4 - Enter the License Key.

Nform System Startup

]

Enter license keys and register

Enter the license keys that were purchased with the product. This step may be skipped to continue

running in evaluation mode.

Installed licenses

Selected license details

Product license

Managed device limit: Unlimited
Advanced communications
Advanced notification

Add...

MultiLink license

Add...

Add License X

Key:

Close:

v

l < Back ” Register

J |

MultiLink License File %
This will convert a MultiLink license to an Nform shutdown license.
File:
oK I I Cancel I
Cancel l

To install a Liebert Nform license key:
In the Licenses window, click the Add button at the top right. (For details on using the Add
button under MultiLink License, see 4.4.2 - Add a Liebert MultiLink 1.5 Shutdown License.)
Read the license agreement, and click I accept to continue.

In the Add License window, enter the license key from the sticker on the CD case or the certificate
provided by Emerson, then click OK. There is no need to enter hyphens (-) in the license key.

If you purchased additional licenses, repeat Steps 1 to 3 to install each license.

1.

After installation, the license key numbers appear in the Licenses window or may be viewed
through the Help menu. See 4.4.3 - View License Key Information.

Click the Register button to complete the process. A confirmation dialog box appears if
registration was successful. The following error message appears if the licenses could not be

registered.

-

Registration Update

ﬁ

@ IUnable to register licenses.

Please try again later.

[ ok EI[

Help
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5.3 Restart Session

When needed, you may restart the Client session without closing the Nform Viewer or having to log in
again. To do this:

+ Click on Application, then Restart Session.

Application | View  Configure

Mfarm Toals. ..

Register Product. ..

C Restart Session )

Login As...

Exit

54 Login As

When needed, you may log in with a different user name and password without closing the Nform
Viewer. To do this:

+ Click on Application, then Login As.

Application | view  Configure

Mform Tools. ..
Register Product. ..

Restart Session

C Login As... )

Exit

5.5 Exit

To close the Viewer window:

+ Click on Application, then Exit. This action requires login the next time the Viewer is opened.

Application | Wiew  Configure

Mform Toaols. ..

Register Product. ..

Restart Session

Login As...
( Exit )

The Liebert Nform service keeps running in the background even after the Viewer window is closed.
For details on the service, see 17.1 - Starting or Stopping the Liebert Nform Service.
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6.0 USING THE VIEW MENU

The View menu lets you quickly increase the size of the Viewer Display Area by minimizing the
status buttons at the top, hiding the configuration buttons at the bottom or switching to full-screen
display mode.

6.1 Show Expanded Top Frame

The default Viewer window has three large status buttons in the top frame. This top area may be
minimized to enlarge the Viewer Display Area. The status buttons are functional whether the top
frame is expanded or collapsed. (For details on the status buttons, see 3.0 - Overview.)

To expand or collapse the top frame:
+ Start the Viewer.

View | Configure Tools Help

Show Expanded Top Frame )

Show Expanded Bottom Frame

W
W

Eull screen F11

+ Click on View, then click on Show Expanded Top Frame to place or remove a check mark:
+ Place a check mark M to show large buttons, as in the example below left.

+ Remove the check mark from the box [1 to minimize the status buttons, below right. The
status buttons are still functional when minimized.

TOP FRAME EXPANDED TOP FRAME COLLAPSED
Large status buttons Minimized status buttons
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6.2 Show Expanded Bottom Frame

The default Viewer window has configuration buttons in the frame at the bottom of the window.
These buttons may be hidden to enlarge the Viewer Display Area. All features available from the
configuration buttons are still accessible from the Configure menu. (For details on the configuration

buttons, see 3.0 - Overview.)
To expand or collapse the bottom frame:
+ Start the Viewer.

Wiew | Configure Tools Help

» | Show Expanded Top Frame
w

Show Expanded Bottom Frame

Full screen Fi1

* Click on View, then click on Show Expanded Bottom Frame to place or remove a check mark:
« Place a check mark M to show the configuration buttons, as in the example below left.
+ Remove the check mark from the box [1 to hide the status buttons, below right.

BOTTOM FRAME EXPANDED BOTTOM FRAME COLLAPSED
Configuration buttons No configuration buttons
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6.3  Full Screen (F11)

The Viewer window may be maximized to full-screen display mode with no menu bar, then restored to
its previous size, using either the F11 key or the View menu to toggle between views.

Full-screen mode expands the Viewer window to fill the monitor. This is similar to the standard
Windows Maximize-window mode, but also hides the window frame, title bar and menu bar. To reveal
the menu bar while in full-screen mode, move the cursor to the top of the screen.

To do this:
+ Start the Viewer.

Wiew | Configure Tools Help

Show Expanded Top Frame
Show Expanded Bottom Frame

( Full screen F11 )

+ To enter full-screen display mode:

* Function keys: Press the F11 key.

* Menu options: Click on View, then on Full Screen.
* To restore the Viewer window to its previous size:

* Function keys: Press the F11 key.

* Menu options: Make the menu bar visible by moving the mouse to the top of the window.
Click on View, then on Full Screen to remove the check mark M.

FULL SCREEN DISPLAY MODE Move cursor to top of window
No window frame, title bar or menu bar to reveal menu bar

/

DASHBOARD P NAVIGATE ) ALARMS

EREER
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7.0 CONFIGURING USER OPTIONS

Users may customize their preferences to select:

+ Language

* Time zone

* Colors for alarms, backgrounds and graphs
* Preferences for visual alerts of alarms

* Preferences for audible alerts of alarms

The User Options window has four tabs that allow customizing a user’s view and alerts.

7.1  User Options - External Tab
Click the External tab in the User Options window for these options:

+ Choose a language for the display of text in all Viewer menus, windows and dialog boxes in the
Liebert Nform application.

* When finished, click the OK button to accept all changes in the User Options window.
* Restart the Viewer for the language change to take effect.

User Options X
EGenemI Visual alerts | Audible alerts

These values are stored locally as part of the Windows user's settings. Changes on this page will
not take effect until the Vieweris restarted.

Language

English — English )

Close ] ’ Help
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7.2 User Options - General Tab

Click the General tab in the User Options window for these options:

+ Display time zone: Choose Local time (the default) of the user’s workstation or Server time—
the time of the server where Liebert Nform is installed.

In the Alarm Colors section, click the Unacknowledged, Acknowledged and Background

buttons to customize the color schemes for the user’s alarms. These changes apply to display in
the Alarms tab (see 16.4 - Alarms Tab).

In the Color window, choose a color from the swatches, then click OK.

(To define a new color, click the Define Custom Colors button to expand the Color window, then
select a color using the slider tools or enter RGB values in the Red, Green and Blue boxes. Click

OK when finished.)

changes as needed.

The new colors are displayed in the Alarm Colors section. Use the buttons to make additional

When finished, click the OK button to accept all changes in the User Options window.

|

Color ? 4
14| visual alerts | Audible alerts .
ﬁasm colors:
l_l_ i 0 N Choose
el b from color
The time zone setting affects only the display of data and not how it is read or stored. EEEEEEENE swatches
Display time zone ErEEEEENE
(O Server time (®) Local time EEEEEEEN
8 0 0 0 I I
Custom colors:
1l o ot o
Alarm colors 1T T 11T 11
’ Unacknowledged... ] ’ Acknowledged... ] ’ Background... ] [ Define Custom Colors >3 }
... or define
a custom color
Close ] ’ Help
v
Color
Basic colors: .
F Slider
T O tools
ipinl 1o 1 1 -
B Bl
L e Rl
EEEEENENEN
L § 0 il e
Custom colors: — Preview
WEE -
,__ I ]_ LR ,— L ,_— Sat: (210 Green: | 196
Lum: [210 Blue: | 201
—TTT
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7.3 User Options - Visual Alerts Tab

Click the Visual alerts tab in the User Options window to specify how the user will be notified when
a new alarm is received:

* Bring application to the foreground - the Viewer window comes to the foreground of the
user’s computer screen.

+ Flash taskbar button - the Liebert Nform button flashes in the Windows taskbar of the user’s
computer screen.

* Display system tray popup message- a message appears above the Windows system tray.

For each option:

« Place a check mark M to select it (or remove the check mark to deactivate it).

+ Choose a minimum level of alarm severity from the drop-down list. For example, if Warning is
chosen, the selected option occurs for any alarm with Warning or higher level of severity.

* When finished, click the OK button to accept all changes in the User Options window.

User Options X
Audible alerts

External | General

When a new alarm is received, you may be notified in any of several ways. The Viewer must be
running but need not be active for the notifications to occur.

Bring application to the foreground

when alarm severity is greater than or equal to: | Minar v

[] Flash taskbar button

when alarm severity is greater than or equal to:

[] Display system tray popup message

when alarm severity is greater than or equal to:

Close ] ’ Help

Liebert® Nform™ 42



Configuring User Options

7.4 User Options - Audible Alerts Tab

Click the Audible alerts tab in the User Options window to specify whether sounds are assigned to
alarm severity levels. Alarm sounds are disabled by default.

+ To activate any alarm sounds, place a check mark M in the Enable Audible Alerts box (or remove
the check mark to disable all sounds).
* For each alarm severity level (for example, Critical, Warning, Information):
+ Choose a sound from the drop-down list—for example, Beep. The default is None.

+ To listen to a sound, select it from the drop-down list, then click the right arrow button to the
right of the list.

* When finished, click the OK button to accept all changes in the User Options window.

User Options X
External | General | Visual alerts | Audible alerts

When a new alarm is received, you may be notified in any of several ways. The Viewer must be
running but need not be active for the notifications to occur.

Each alarm severity level may have a sound assigned. This sound will be played each time a
new alarm arrives.

Enable audible alerts

Critical: |None = E/——- Click arrow
iy to hear sound
(]
(>
(>
(>

Major:

Minor:

‘Warning:

Information: |Maone v

oK l ’ Cancel ] ’ Help
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8.0 CONFIGURING SERVER OPTIONS

This feature allows you to specify global settings for configuration options. These options are selected
by default in various configuration windows, but any option may be locally customized for a particular
device or action.

1. Start the Viewer (see 13.2 - Assigning Users to Groups for permission required for various
functions).

2. Click on the Configure Server Options icon at the bottom of the window (or click on the
Configure menu, then choose Server Options).

Server Options |:|
Event log | Alarms | SMTP | Device | SNMP | Trap forward

Configure Description:
Server
. Locale

Options

The serverlocale settings determine the language and otherinformation used when processing actions.
Language
English - English V

Audit log file

The audit log contains records of user logins, user logouts, and system configuration changes.

File:/C:\Nform\log\Rudit.log
Maximum size (MB): | 203

Liebert RSD global value

This is the global site id setting for Liebert Monitoring Remote Service Delivery. It may be overridden for any
specific device. Changes here apply to all devices using the global value.

[]Enable Liebert RSD support Site Id:

’ Close ] ’ Help ]

3. The Server Options window has tabs for various types of options. Refer to the following sections
for details on each tab.
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8.1  Server Options - General Tab
+ Start the Viewer (see 13.2 - Assigning Users to Groups for access privileges).

* Click on the Configure Server Options icon at the bottom of the window (or click on the
Configure menu, then choose Server Options).

* Click on the General tab.

Server Options |:|
General | Event log | Alarms | SMTP | Device | SNMP | Trap forward

Description:

Locale

The serverlocale settings determine the language and otherinformation used when processing actions.
Language

English — English v

Audit log file
The audit log contains records of user logins, user logouts, and system configuration changes.

File:/C:\Nform\log\hudit.log
Maximum size (MB): | 20 %

Liebert RSD global value

This is the global site id setting for Liebert Monitoring Remote Service Delivery. It may be overridden for any
specific device. Changes here apply to all devices using the global value.

[¥] Enable Liebert RSD support Site Id:

[ oK l ’ Cancel ] ’ Help ]

+ In the Description box, enter the name of the server host computer where the software is
installed.

* The Locale section requires permission to manage server parameters (see 13.2 - Assigning
Users to Groups).
To make changes:
* In the Language box, click on the drop-down list and choose a language to be used by the
server when localized text is needed—primarily for actions and some alarm information.
* The service must be restarted before this change will take effect (see NOTE below).

* The Audit log file area requires permission to manage logging parameters (see 13.2 - Assigning
Users to Groups).

This section displays the name and size of the audit log, a record of logins and logouts and
changes to the system configuration. Emerson recommends keeping the default settings.
* The default File name and full path is: C:\Nform\log\Audit.log.
* The default Maximum size of the audit log file is 10 MB.
+ Click OK to save any changes.

NOTE
If the language was changed, the service must be restarted for the change to take effect (see
18.3.1 - Application Menu - Service).
* The Liebert RSD global value area requires permission to manage server parameters (see 13.2 -
Assigning Users to Groups)
+ This feature allows you to set a global site ID for remote monitoring, which may be overridden for
any device (see 9.2.4 - Liebert RSD Tab). To activate remote monitoring:
+ Check the Enable Liebert RSD Support box to activate the function.

+ Enter the appropriate ID in the Site ID box. (Note: The string is supplied by Liebert Services
for users with Liebert Nform and a service contract.)
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8.2 Server Options - Event Log Tab
+ Start the Viewer with permission to manage logging parameters (see 13.2 - Assigning Users to
Groups).
* Click on the Configure Server Options icon at the bottom of the window (or click on the
Configure menu, then choose Server Options).
* Click on the Event Log tab.

Server Options E]
Afarms | SMTP | Device | SNMP | Trap forward

General |:|

Event log file

The eventlog contains records of received device notifications and events that affect device communications.

File:
C:\Program Files\Nform\log\Event.log

iy [
203

Maximum size (MB):

Diagnostic event logaing will log notifications received from any device (not just managed devices) and will include
the logging of authentication notifications.

[]Enable diagnaostic event logging

’ Close ] ’ Help ]

* The Event log file area displays the name and size of the event log, a record of notifications and
events affecting device communications. Emerson recommends keeping the default settings.

* The default File name and full path is: C:\Nform\log\Event.log.
* The default Maximum size of the audit log file is 20 MB.

« Place a check mark M in the Enable diagnostic event logging box to log notifications from any
device—not just managed devices—as well as authentication notifications.

+ Click OK to save any changes.
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8.3  Server Options - Alarms Tab
+ Start the Viewer with permission to manage server parameters (see 13.2 - Assigning Users to
Groups).
* Click on the Configure Server Options icon at the bottom of the window (or click on the
Configure menu, then choose Server Options).
* Click on the Alarms tab.

Server Options |:|
SMTP | Device | SNMP | Trap forward

General | Event lo

This establishes the maximum number of alarms that may be displayed in the viewer. Only alarms that have not
been closed will be displayed.

Maximum viewable alarms: | 500 5

If auto-acknowledage is enabled, the system will automatically acknowledge new alarms with the selected severity
level or lower.

[ Enable auto-acknowledge Severity:

Alarm storage

These establish the storage and cleanup criteria for alarms in the database. Alarms will be automatically
deleted when they have reached the maximum storage age or the database becomes too full.

Maximum storage (days):| 90 /%)

Maximum database size (MB): | 4,000 i

Minimum free space (%): | 1013

[ Close ] ’ Help ]

* The Maximum viewable alarms box specifies the highest number of alarms—those not yet
closed—that may be displayed in the viewer. The default is 500.

+ Place a check mark M in the Enable auto-acknowledge box to automatically acknowledge new
alarms with the specified level of severity. If this feature is enabled, choose the level of severity—
Information, Warning, Critical or user-defined levels—in the Severity box.

+ The Alarm Storage features specify criteria for storing and cleaning up alarms in the database.

+ Alarms will be deleted from the database automatically after the number of days specified in
the Maximum storage (days) box. The default is 90 days.

+ Alarms will be deleted from the database automatically according to the amount of free space
in the database if Enable free space monitoring is checked.

* The feature is always enabled (the Enable free space monitoring box is checked but
disabled) when the embedded database is used. For an SQL Server database, place a check
mark M to enable the feature (or remove the check mark to disable it).

* Specify the Maximum database size (default is 2,000 MB for the embedded database,
10,000 MB for an SQL Server database).

+ Specify the Minimum free space (default is 10%) to use as criteria for deleting records.

+ Click OK to save any changes.
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8.4 Server Options - SMTP Tab
+ Start the Viewer with permission to manage e-mail parameters (see 13.2 - Assigning Users to
Groups).
* Click on the Configure Server Options icon at the bottom of the window (or click on the
Configure menu, then choose Server Options).
+ Click on the SMTP tab to specify SMTP mail servers for e-mail notifications.

Server Options |:|
General | Event log | Alarms | SMTP | Device | SNMP || Trap forward
SMTP servers
Mame Description
Serverl Serverl description Add...
Edit... l
SMTP Server X
Name:
Description:
Hostname or IP address
IP port
Port number: .
(®) Use standard port (25)
() Use custom port:
Enter the email address to be used as the 'sender’ of all emails. This account will receive any error
Automatic messages generated by the email system.
Sender's address: | sender@company. conl Sender's address:
I W
E’l

SMTP Servers

* To configure a specific SMTP server, click the Add button. The SMTP Server window opens.
* In the Name box, enter the name of the server host computer where the software was installed.
+ If desired, enter text to identify the server in the Description box.

+ In the Hostname or IP address box, specify the outgoing mail server that this computer uses for
outgoing e-mail—for example, mail.company.com or 192.168.0.18.

* The Port number box displays the IP port to be used as the SMTP port.
* The default is Use standard port (25), the most commonly used port.
+ If a different port is used, click Use custom port, then choose a number from the list.

+ In the Sender’s address box, enter the e-mail address to use for all outgoing e-mail notifications—
for example, Support@company.com.

Any error messages from the e-mail system will be sent to this address.
* Click OK to return to the Server Options window.

Automatic

+ If desired, enter an e-mail address in the Sender’s Address text box.

This is required if you wish to choose the automatic server option for an e-mail action (see 12.2.1 -
Configure E-Mail Actions), determining the recipient’s SMTP server based on the domain
name. An Nform server with Internet access will send notifications directly to the recipient’s mail
server, requiring no additional configuration and allowing for faster delivery.

NOTE: This address must be entered before the automatic server option may be used.

Save Changes

+ Click OK in the Server Options window to save any changes.
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8.5

Server Options - Device Tab
+ Start the Viewer (see 13.2 - Assigning Users to Groups for access privileges).
* Click on the Configure Server Options icon at the bottom of the window (or click on the

Configure menu, then choose Server Options).

* Click on the Device tab.

Server Options
General | Event log | alarms | SMTP | Device | SNMP | Trap forward

‘When global status poling is enabled, the product will poll managed devices for cormunication and darm
status with specified poling strategy. This feature may also be disabled for indvidual devices.

@ Priority

© Daily - every day at (HH:mm)
Olntervll - every h
© Disabled

When enabled, Nform will use the Lisbert protocol to communicate with compatible Emerson Network Power
devices via Ethemet and/for IEEE-495 links.

[¥]Enable Liebert protocol
Data logging storage

These establsh the storage and cleanup criteria for logged data in the database. Data wil be automatically
deleted when it has reached the raximum storage age or the database becomes tao ful.
Maximum storage (days): | 1803

Maximum database size (MB): | 2,0001%

Minimum free space (%): | 101E

[ oK J[ comcel Help \

+ Global status polling options require permission to manage global device parameters (see 13.2 -

Assigning Users to Groups).

Choose an option to enable or disable global status polling. The option chosen to poll managed
devices for communication and alarm status will apply to all devices. If polling is enabled globally,
it may be disabled for individual devices (see 9.2.1 - Communications Tab).

* Priority: All devices will be polled according to a specified priority, either High or

Low (default). The high or low priority may be changed for individual devices.

* Daily: All devices will be polled at a specified time every day. Specify the time of day using a

24-hour clock in the format Ah:mm—for example, 09:30 for 9:30 a.m. or 13:15 for 1:15 p.m.

+ Interval: All devices will be polled at a specified interval. Specify the time interval in hours—

for example, approximately every 2 hours or every 8 hours.

* Disabled: No devices will be polled. This option may not be changed for individual devices.
The Enable Emerson Protocol option requires permission to manage server parameters (see
13.2 - Assigning Users to Groups).

Place a check mark M in this box to use Emerson Network Power’s Emerson Protocol for
communication with compatible Emerson devices via Ethernet or IEEE-485 links.

The Data Logging Storage features require permission to manage logging parameters (see
13.2 - Assigning Users to Groups).

Data logging requires a license with Advanced Communications (see Table 12).

Two types of criteria may be specified for storing and cleaning up logged data:

* Data will be deleted from the database automatically after the number of days specified in the

Maximum storage (days) box. The default is 180 days.

+ Data will be deleted from the database automatically according to the amount of free space in

the database if Enable free space monitoring is checked.

+ The feature is always enabled (the Enable free space monitoring box is checked but
disabled) when the embedded database is used. For an SQL Server database, place a check
mark M to enable the feature (or remove the check mark to disable it).

* Specify the Maximum database size (default is 2,000 MB for the embedded database,
10,000 MB for an SQL Server database).

+ Specify the Minimum free space (default is 10%) to use as criteria for deleting records.

* Click OK to save any changes.
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8.6 Server Options - SNMP Tab
The SNMP tab specifies global settings for trap ports, community strings and the login user name and
password for Web cards. All but the trap receive port may be overridden for individual devices.
+ Start the Viewer with permission to manage global device parameters (see 13.2 - Assigning
Users to Groups).

*+ Click on the Configure Server Options icon at the bottom of the window (or click on the
Configure menu, then choose Server Options).

+ Click on the SNMP tab.
* The Trap receive port box displays the trap port to be used by the server to receive traps.
* The default is Use standard port (162), the most commonly used port.
* To specify another port, click Use custom port and choose a number from the drop-down list.

* In the Web card login section, enter the User name and Password to be used globally for all
devices. The default is Liebert for both user name and password.

* In the Global values section, enter request and trap community strings to be used by all devices.
In most cases, these will be the same. The defaults are:

* Request community: public (The request community string is case-sensitive and must match
the community string entered in the SNMP card.)

* Trap community: public (The trap community string is case-sensitive and must match the
community string entered in the SNMP card.)

* The Timeout box designates the number of seconds for a device to respond to an SNMP query. The
default is 1000 milliseconds; Emerson suggests this value is appropriate in most cases. (If you
receive an excessive number of timeout error messages, consider increasing the time.)

* The Retries box specifies the number of times to attempt polling a device for an SNMP query after
no response. The default is 2.

* The Request port box displays the port to be used by the server to request traps.

* The default is Use standard port (161), the most commonly used port.

* To specify another port, click Use custom port and choose a number from the drop-down list.
+ Click OK to save any changes.

Server Options a X

General | Event log | Alarms | SMTR | Device | SNMP 'Trap forward | Updates |

Trap receive port web card login

& Use standard port (162) User namne:
Liebert
(O Use custom port:
Password:

Liebert

Global values

These settings may be used globally by all devices, If necessary, they may be overridden for any specific device,
Changes here apply to all devices using the global values.

Request community: Request port
public (& Use standard port (161)
Trap cormmunity:
2 i () Use custom part:
public
Timeout (msec);| 10005 Retries: 21
SHMPyY3
User (security) name: |TserSecurityNameForNform
Authentication protocol: Authentication key:
MDS _V:' UserSecurityNaneForNforn
Privacy protocol: Privacy key:
DES :V; UserSecurityNameFoerorm]

Ok ] [ Cancel ] ’ Help
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8.6.1 Server Options - SNMP Tab - SNMPv3

Liebert Nform supports SNMPv3 for devices that utilize the SHA1 or MD5 authentication protocols
and the DES privacy protocol. Settings in the SNMPv3 portion of the SNMP tab will apply to all
managed devices configured to use SNMPv3 (refer to 9.2.2 - Protocol Tab - SNMP).

( z NOTE
Liebert Nform pemits only one set of credentials for accessing SNMPv3 devices. The system
administrator should store the user name and keys in a place accessible by all personnel
authorized to access the SNMPuv3 devices.

In the SNMPv3 parameters box, enter the settings for accessing SNMPv3 devices. The user name, as
well as the passphrase(s), must match one of the accounts in each of the devices on which SNMPv3
will be employed. The user name and passphrase(s) must first be configured in each device that is to
use SNMPv3. For information on configuring the account, refer to the user manual of the card in the
device.

* In the User (security) name box, enter a name to use when accessing SNMPv3 devices.

The user name can be as short as one character. Leave this blank if SNMPv3 will not be enabled.
* Choose an Authentication protocol to be used. The default is None; options are SHA-1 and MD5.

If Authentication protocol is set to None, the Privacy protocol will not be available. Using the
Authentication protocol does not require that the Privacy protocol be used.

* Enter an Authentication key. The key must have at least eight characters and no more than 64.
Record this key and store it in a secure area where it can be retrieved.

+ Choose a Privacy protocol to be used. The default is None; the only option is DES.
The Privacy protocol will not be available if Authentication protocol is set to None.

* Enter a Privacy key. The key must have at least eight characters and no more than 64.
Record this key and store it in a secure area where it can be retrieved.

+ Click OK to save your changes.

SHMPw3
User (security) name: |
Authentication protocol: Authentication key:
Mone vI
Privacy protocol: Privacy key:

None

0K l I Cancel | l Help
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8.7  Server Options - Trap Forwarding Tab

Enabling the Trap Forwarding global setting sends all selected types of traps collected by Liebert
Nform to a specified computer. This may be overridden for any particular device with the Enable Trap
Forwarding For This Device check box (see 9.2 - Edit the Device Properties).

The Trap Forwarding feature differs from the Forward Trap action, which may be configured to
forward individual traps to multiple destinations (see 12.2.5 - Configure Forward Trap Actions
for details).

Server Options X

Incoming traps may be forwarded to another system. Choose the types of traps to forward and the system to

which they are to be forwarded.

Trap forwarding
[JEnable Types:

OooE

Hostname or IP address:

Port number:

Event log
Trap forward event logging will log each trap thatis forwarded to another system.

[]Enable trap forward event logging

[ oK l ’ Cancel ] ’ Help ]

+ Start the Viewer with permission to manage SNMP trap forwarding (see 13.2 - Assigning Users
to Groups).

* Click on the Configure Server Options icon at the bottom of the window (or click on the
Configure menu, then choose Server Options).

* Click on the Trap Forward tab, which specifies global settings for two features:
* Trap Forwarding - forward incoming traps to another system:
* This feature is disabled by default.

To activate, place a check mark M in the Enable box. Even if enabled globally, this feature
may be disabled for individual devices.

« Place a check mark M in each Types box as needed to select the kinds of traps to forward:
+ Enterprise
* Generic (e.g., cold start)
* Authentication

* In the Hostname or IP address box, specify the computer where traps should be forwarded.

+ In the IP Port box, specify whether to use the standard port 162 (recommended) or a custom
port for this global setting.

+ Event Log - log each trap that is forwarded to another system:
* This feature is disabled by default.

To activate, place a check mark M in the Enable trap forward event logging box. Even if
enabled globally, this feature may be disabled for individual devices.

* When finished, click OK to save any changes (or Cancel without saving).

Liebert® Nform™ 52



Configuring Server Options

8.8

Server Options - Updates Tab

Updates to the Liebert Nform software and updated device support (DTD) files are available to users
who have registered their Nform system for Software Assurance (see 5.2 - Register Product).

Use the Updates tab to specify whether and when to have Nform automatically check for updates.

Regardless of the settings specified in this window, you may check for updates at any time using the
Help menu to (see 15.5 - Check for Updates).

Server Options

|

General | Event log | Alarms | SMTP | Device | SNMP | Trap forward

Nform product and device type definition (DTD) updates are placed on the Nform support website and made
available to customers who register their Nform system for Software Assurance. Nform can regularly check

forupdates and download them for you.

Product updates
(O Download updates and notify me when finished.
(® Notify me but don't download them.
() Don't check for updates.

DTD updates
(O Download updates and notify me when finished.
(® Notify me but don't download them.
() Don't check for updates.

Check for updates
O Daily & Weekly |Sunday
Time |04:00 [

Download directory for updates
M:\Nform\downloads

O Monthly

’ Close ] ’ Help

7’

Start the Viewer with permission to manage licenses (see 13.2 - Assigning Users to Groups).

Click on the Configure Server Options icon at the bottom of the window (or click on the
Configure menu, then choose Server Options).

Click on the Updates tab.

Choose an option of checking for updates in the Product Updates and DTD Updates sections:

Download updates and notify me when finished.

2. Notify me but don’t download them (the default).

3. Don’t check for updates (see 15.5 - Check for Updates to check manually).

Specify a schedule in the Check for Updates area for Option 1 (download) or 2 (notify):
* Decide how often Nform should check for updates by clicking on:

* Click on Daily to check for updates every day.

+ Click on Weekly to check for updates once a week, then choose the day of the week (Sunday
through Saturday).

+ Click on Monthly to check for updates once a month, then choose the day of the month
(1 through 28—1 for the first day of the month, 2 for the second, and so on).

* Enter the time of day to check for updates in the Time box (hh:mm using a 24-hour clock).
* When finished, click OK to save any changes (or Cancel without saving).

The Updates Available button shown below appears in the Viewer when updates are available.
Clicking on this button opens the Updates Available window (see 15.5 - Check for Updates).
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9.0

CONFIGURING DEVICES

!ﬁ

This section describes how to configure devices that will be monitored, add floor plans as visual aids,
set up the navigation tree and view or change settings for alarm, trap and SNMP services.

Liebert Nform can monitor and manage any device with a Device Type Definition (DTD); many DTDs
are installed with the application.

If you have purchased a Device Type Definition (DTD) for new equipment from Emerson, you must
first install the DTD before the device may be added to the configuration (see 18.5.1 - Tools Menu -
Install DTD).

Mamea Address Type Category
Device01 126.4.200.120 Liebert GXT UPS/WebCard = B
Device02 [126.4.201.58 Liebert PSI B ups
Device03 |126.4.200.121 Liebert GXT UPS/WebCard UPS Edit...
Device04 126.4.200.122 Liebert PSI E UPS
Device05 |126.4.200.123 Liebert GXT UPS/WebCard E UPs
Device0& |126.4.200.124 RFC1628 UPS E UPS
Device07 |126.4.200.133 Liebert GXT UPS/WebCard E UPs
Device08 |gxtwebdemo.liebert.com RFC1628 UPS UPS
Device09 |deluxeamwebdemo.liebert.com | Liebert Precision Cooling - LAM ’# Precision cooling
Deviceld |mm2webdemo.liebert.com Liebert Mini-Mata 2 ?,&- Precision cooling
Devicell |dummy.noresolve.com RFC1628 UPS E

Maintenance

Export.

Current devices: 11

Remaining licenses: 589

9.1

Close

Help ]

Add Devices to the Configuration

Three methods are available for adding devices to the Nform configuration. The software can detect
device properties with any of these methods.
Devices may be added:

* by entering the hostname or IP address of an individual device (see 9.1.1 - Add a Single Device)

* by entering a range of IP addresses for automatic detection of supported devices on a network (see
9.1.2 - Detect Devices on a Network)

* by importing devices from a file of device properties (see 9.1.3 - Import Devices From a File)
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9.1.1 Add a Single Device
Devices may be added one at a time through this feature.

1. Start the Viewer with permission to configure devices (see 13.2 - Assigning Users to Groups).

2. Click on the Configure Devices icon at the bottom of the window (or click on the Configure
menu, then choose Devices) to open the Managed Devices window.

3. Click the Add button to open the Nform Add Devices wizard, shown below right.

Managed Devices 6

Name | Address Type Category

-

Welcome to the Nform Add Device wizard

Configure
Devices

Do you want to...

@ add a single device?

© discover new devices to add?

© import devices from a file?

Current devices: 0 Remaining licenses: unlimited

Next > ] [ Cancel

4. Click on Add a single device.

5. Inthe Add a Single Device window, below left, enter the hostname or IP address of the device you
wish to add.

6. To automatically detect the description, device type, protocol and other details about the device,
place a check mark M in the Obtain settings from device box.

7. Click Next.

'add Device X 'add Device X

Adid a single device Custamize properties
Specify the device's hostname or address belaw., If the device is currently connected to the @ Here s the basic configuration for this device. You may click on 'Edit... to change the device's @
netwark, Nform can determine its characteristics automaticaly. properties or dick on Finish' to complete this operation.

TMame: Hostname ar IP address:

UPE_192.168.0.25 192.168.0.25

Hostname or P address: Descriptian:
/"' Liebert GXT UPS/WebCard

htain settings from device Device type:
Protocol:

T (e J_ren ][ oo ]

8. The Customize Properties window, above right, displays key details for the device.

If you wish to view or make changes to the properties at this time, click the Edit button, then
refer to 9.2 - Edit the Device Properties. Changes may be made at any time.

9. Click Finish.

10. A message confirms the device was added properly. Click OK, and the Managed Devices window
displays the newly added device.

11. Click Close to return to the viewer.
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9.1.2 Detect Devices on a Network

The auto discovery feature speeds up configuration with automatic detection of multiple devices
within a range of IP addresses on a network.

To use Auto Discovery to detect devices on the network:
1. Start the Viewer with permission to discover new devices (see 13.2 - Assigning Users to
Groups).

2. Click on the Configure Devices icon at the bottom of the window (or click on the Configure
menu, then choose Devices) to open the Managed Devices window.

3. Click the Add button to open the Nform Add Devices wizard, shown below right.

-

ﬁanaqed Devices )

Name | Address Type Category

) |
Configure n
Devices Welcome to the Nform Add Device wizard

Do you want to...

@ add a single device?

O discover new devices to add?

© import devices from a file?

Current devices: 0 Remaining licenses: unlimited

Mext > ] [ Cancel

-

i@
a

4. Click on Discover new devices to add.
5. In the Discover Unmanaged Devices window, below left, enter ranges of IP addresses to search:

+ Enable - Place a check mark M for each range you wish to search now. Each range remains
available for future searches until removed by clicking the Delete row button.

+ Start IP address - Click in the box and enter the lower end of the range—e.g., 198.162.0.20.
+ End IP address - Click in the box and enter the upper end—198.162.0.30.
Two columns display results from previous searches:
* Not mgd is the number of devices found but not yet added to the Managed Devices list.
* Unknown is the number of devices found but not currently supported by the software.
6. Click Next to start the Auto Discovery process. The Search Progress window opens, below right.

o
Add Device

& Add Device

X,

Discover unmanaged devices

for future use.

NForm can search for supported devices that are currently not being managed. Specify one or more @D
search ranges below. Uncheck any ranges that you do not wish to search this time but want to keep

Search progress
Nfrm is nawe searching the specified addresses for devices that are not currently being managed,

Not

Enable Start IP address End TP address mod | Unknown ddosses to saarch: 1l

192.168.0.10 192.168.0.50 J -

] 192.168.0.120 192.168.0.130 ARRRRRNNRRREY 100%

Ul Devices found: L 2

Elapsed time: | 00:00:13
Canecel search
The "Not mgd” values are the number of devices that were found, but not added to the Managed Device
List, the last time discovery was run for that range. Similarly, the "Unknown” values are the number of
devices found but not currently supported by Nform. IREvAe) il SUpAmIEE) el L LS pp it o2
[ < Back I Hext> ] | Cancel ] [ < Back I Mewt> | | Cancel
. o .

7. When the search is complete, the progress bar shows 100%. Click Next.
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8. The Add Discovered Devices window shows all supported devices detected during the search. You
may add as many devices as allowed by your license. Review the list and:
« Place a check mark M next to each device you want to add to the list of managed devices.

Add Device )

Add discovered devices
Check the devices which you would lke to have managed. You may add devices up to the license

limit shown belowr.

[ Hame Address Type
UPS_192.168.0.11 192.168.0.11 Liebert GXT UPS/WebCard B ues

Select all ] [ Clear all ] [

Remaining licenses: unlimitec [

[ <mx ][ Finish ] [ Cancel ]

Click Select all to add check marks to all devices.
* Remove check marks from devices you do not want to have managed.

Click Clear all to remove all check marks.
* Click the Edit button to view all properties or make changes, then refer to 9.2 - Edit the

Device Properties. Changes may be made at any time.

9. Click Finish.
10. A message confirms the device was added properly. Click OK, and the Managed Devices window

displays all devices that have been added to the configuration.
11. Click Close to return to the viewer.
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9.1.3 Import Devices From a File
This section describes how to use the import option in the Add Devices wizard to import devices from
a file containing device properties.
The file may be generated from the Export Devices feature (see 9.4 - Export Managed Device
Configurations to a File) or created from a template based on the generated file. An exported file
will have a header line inserted as a comment with an exclamation point (!) at the beginning of the
line. It is a good practice to use header lines in the import files as well. Lines containing device
definitions must have values for the first three fields for each device. Other fields are optional.
To import devices from a file:
1. Start the Viewer with permission to discover new devices (see 13.2 - Assigning Users to
Groups).
2. Click on the Configure Devices icon at the bottom of the window (or click on the Configure
menu, then choose Devices) to open the Managed Devices window.
3. Click the Add button to open the Nform Add Devices wizard, shown below right.
Managed Devices X
m e Name | Adcress Type Category
Configure ]
Devices Welcome to the Nform Add Device wizard
® add a single device?
O discover new devices ta add?
Current devices: O Remaining licenses: unlimited
Back [ dext> ][ cancel
4. Click on Import devices from a file to open the Add Device window shown below.
5. Specify the file to be imported: enter the full path in the File box or click the Browse button to
locate the file, then click Open.
6. Select the appropriate Delimiter option for the type of delimiter used in the file. The default is
Comma (,); other options are Semicolon (;),.Tab and Tilde (~).
7. Click Next to begin the import process. If at least one device is imported, proceed to Step 8.
If there are errors in an import operation, the same Add Devices window remains open (as shown
above). For more information, open the text file named DeviceImportErrors.txt in the user
subdirectory of the Nform installation.
 Add Device x|
Import a list of devices
Specify a CSV file that contains the information about the devices to be added. Click Next to start
importing those devices.
File:
Delimiter
(@ Comma ()  Semicolon (;) O Tab O Tilde (~)
The format of the import file must match that of the device list export file. Any line beginning with an
exclamation point (1) will be ignored. The Device Name, Hostname/Addrass, and Device Type fields are
required. The rest are optional but must be in the proper orderif present.
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8. The Add Discovered Devices window shows all supported devices detected during the import
operation. You may add as many devices as allowed by your license. Review the list and:

+ Place a check mark M next to each device you want to add to the list of managed devices.

Add Device )

Add discovered devices
Check the devices which you would lke to have managed. You may add devices up to the license

limit shown belowr.

[ Hame Address Type
UPS_192.168.0.11 192.168.0.11 Liebert GXT UPS/WebCard B ues

Select all ] [ Clear all ] [

Remaining licenses: unlimitec [

[ <mx ][ Finish ] [ Cancel ]

Click Select all to add check marks to all devices.
* Remove check marks from devices you do not want to have managed.

Click Clear all to remove all check marks.
* Click the Edit button to view all properties or make changes, then refer to 9.2 - Edit the

Device Properties. Changes may be made at any time.

9. Click Finish.
10. A message confirms the device was added properly. Click OK, and the Managed Devices window

displays all devices that have been added to the configuration.
11. Click Close to return to the viewer.
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9.2 Edit the Device Properties
Many settings are automatically entered—some from global settings (see 8.0 - Configuring Server
Options) and some from automatic detection of device settings (see 9.1 - Add Devices to the
Configuration). Most of these settings may be changed.
To edit the properties of a device:
+ Start the Viewer with permission to configure devices (see 13.2 - Assigning Users to Groups).

+ Click on the Configure Devices icon at the bottom of the window (or click on the Configure
menu, then choose Devices) to open the Managed Devices window. This window is also accessible
from the Edit button from any device window.

*+ Click the Edit button to open the Device Properties window, shown below right.

— Managed Devices X
Name | Address Type Category
— Add
!E!ups

'
UPS_192.168.0.11 {192.168.0.11 ll_lebert GXT UPS/WebCard

Conflgure UPS_192.168.0.125 | 192.166.0.125  Liebert GXT UPS/WebCard Bl ues
Devices Edr...

|
d

Delete

Device Properties X,

Name: Description:
fiPs_192.162.0.11 Liebert GXI UPS/WebCard
Device type: [ Info Links... ]
|Liebert GXT UPS/WebCard Iv]
Protocal: [ Alarms and data... l
T
|SNMP ["] [ Data logaging... ]

| [ communications | sump |

— Hostname or IP address
192.168.0.11

Device has a web server
URI (defaultis hostname or IP address)

Status polling

) High i
® Low
O Disabled Timeout {msec): Global value: 1000
Retries: Global value: 2
[] Enable trap forwarding for this device
[ Close ] [ Help

Device Name and Characteristics

+ Edit the name and description at the top of the window as needed:
* Name - An identifying name for the device that is displayed in the viewer and may appear in
notifications and logs—for example, UPS_192.168.0.25.
* Description - Additional text to describe the device—e.g., Liebert GXT UPS/Web Card.
+ To change the type of device, click in the Device Type list and choose from the supported devices.

* The Protocol box entry—for example, SNMP—varies according to the type of device selected. To
change this for a custom device, click in the Protocol list and choose from the supported protocols.
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9.2.1 Communications Tab

The Device Properties window has two tabs. The Communications tab is shown below.

Device Properties

Marme: Description:
Cooling lZ6.4.245.100 Liebert CRV

Device type: Info Links...
Liebert CRV v

E—— Alarms and data...
Liebert, protocol e Data logging. ..

Hostrame or [P address:
126.4,245. 100

[#] Device has a web server
URT (default is hostname or IP address):

Status poling
O High a
® Low

Timeout (msec): Global value: 5000

) Disabled
Retries: Global vaue: 2

[] Enable trap forwarding for this device

Clase J I Help

Hostname or IP Address

* For an SNMP device, enter the device’s domain name or IP address; if needed, check with the
System Administrator for that information.

+ For a device using the Emerson Protocol—for example, the Liebert MPX—via BACnet router
through MSTP (RS-485), enter the address of the BACnet router for this device (see 9.2.3 -
Protocol Tab - Emerson Protocol).

Device has a web server - This box should be checked to allow viewing device information
through a Web browser. The device must have an SNMP card that supports a Web interface.
URI - Leave this box blank (default) to use the device’s hostname or IP address to access the Web
interface. To override this, enter an alternate address in this box.

Test - Click this button to connect to the device via the Web interface.

Status polling - Options vary depending on the choice made in 8.5 - Server Options - Device
Tab, as shown below. The options for individual devices may be customized as follows:

Global option | Status polling | Options for customizing individual devices

et 'h"""-"  High - device will be polled approximately every 2 to 5 seconds *
Priority A » Low (default) - device will be polled approximately every 20 seconds *

O Disatled + Disabled - no polling will occur for this device

. “émcm * Disabled - no polling will occur for this device

Dally @ Daly at 15:35 ) ) - .

p_— « If enabled, all devices will be polled at the same specified time each day
Interval SL?‘T DD"T " * Disabled - no polling will occur for this device

@ Interval - every 1

_— « If enabled, all devices will be polled at the same specified interval
Disabled ook  None—this option disables the polling option for all devices

o e (to change polling for an individual device, the global option must be changed)

* Polling interval for high or low priority varies by total number of devices

+ Enable trap forwarding for this device - Place a check mark M to activate this feature.
* Timeout and Retries: The global values will be used by default. To change this, place a check

mark M in the Override Global Value check box, then enter values for this device in the Timeout
and Retries boxes (see 8.6 - Server Options - SNMP Tab).
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9.2.2 Protocol Tab - SNMP

The Device Properties window has three tabs; the second tab varies according to the protocol used by
the selected device. The SNMP tab is shown below.

Device Properties Ly
MName: Description:
Device03 [LR] GXT WebCard

Device type: Info Links...

Liebert GXT UPS/WebCard - A
Alarms and data...

Protocol:

SNMP -

Data logging...

| communicationd '\EJ')Liebert RSDI

IP port
@ Use global port (161)

Request community:
[ ] Override global value
() Use custom port:

Global value: public

SMMP version Trap community:
@ SNMPv1 () SNMPv2ZC () SNMPv3 ["] Override global value

Global value: public

0K Close ‘ I Help
Option Notes

The default is Use global port (161), the most commonly used port.

IP oort The IP port corresponds to the Request port in the Server Options global settings (see 8.6 - Server

po Options - SNMP Tab).

* To specify a different port, click Use custom port and choose a number from the drop-down list.
For devices that support newer versions of SNMP, this option provides a way to select the SNMP
version for a specific device—for example, from SNMPV2c to SNMPv1—to help troubleshoot
communication problems with the device.
SNMPv1—unencrypted protocol

SNM_P SNMPv2c—unencrypted protocol

version SNMPv3—protocol that can use authentication and be encrypted
Only devices that are capable of SNMPv3 communication will have the SNMPv3 choice shown. If
SNMPv3 parameters have been configured, then that choice may be selected here to use v3
communication with the device (refer to 8.6.1 - Server Options - SNMP Tab - SNMPv3).

Request The global value displayed below the text box (see 8.6 - Server Options - SNMP Tab) will be used

community | by default.

Trap * To change this value, place a check mark M in the Override Global Value check box and enter a

community new value in the text box.
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9.2.3 Protocol Tab - Emerson Protocol

The Device Properties window has two tabs; the second tab varies according to the Protocol for the
selected device. The Emerson Protocol tab is shown below.

Device Properties |:|
MName: Description:
Device type:
Liebert MPX ] m
Protocol: m
Liebert protocol v =

For the Liebert protocol via MSTP (RS-485), enterthe address of the BACnet router on the
Communications tab and enter the MSTP network and node numbers below.

MSTP network:

MSTP node:

[ Cancel ] ’ Help ]

+ If using the Emerson Protocol via BACnet router through MSTP (RS-485):

+ Click to place a check mark M in the Device is serial via BACnet router box. By default,
this setting is disabled.

* Enter a number in the MSTP Network box to indicate the network number.
* Enter a number in the MSTP Node box to specify the node where the device is connected.

* Click on the Communications tab, then enter the address of the BACnet router for this
device in the Hostname or IP Address box (see 9.2.1 - Communications Tab).
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9.2.4 Liebert RSD Tab

The Device Properties window has a third tab, Liebert RSD, that appears only when the Global
Setting for Liebert RSD is activated (see 8.1 - Server Options - General Tab), as shown below.

Device Properties

|

MName: Description:
Device0l [MN] WebCard Simulator - GXT
Device type: Info Links...
| Liebert GXT UPS/WebCard |+
- T Alarms and data...
Protocol:
SHMP ™ )

Data logging..

Cornmunications | SNMP

This information is used by Liebert Monitoring Remote Service Delivery to uniguely identify this device.

Global value: West Server Building

Device Tag:

Close ] ’ Help

* To override the global setting for this device:
+ Click to place a check mark M in the Override Global Value box.
+ Enter a different string in the text box below the Override Global Value box.

* Enter a string in the Device Tag box. This value is assigned by Liebert Services for devices that
are covered by a Liebert Services contract.
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9.2.5 Info Links

You may define a link to a Web page or a file for a device, an area or a logical group. These links are

accessible in the Navigate tab (see 16.3.5 - Navigate - Info Links View).

* To open the Information Links window for:

* Devices:
+ Areas:

* Logical
Groups:

Click Info Links in the Device Properties window

(shown below).

Click Info Links in the Area Properties window

(see 10.2 - Add or Edit an Area).

Click Info Links in the Group Properties window
(see 10.4.1 - Group Properties - Logical Groups).

Permanent links—gathered during Auto Discovery of devices—may not be edited or deleted.
* To add a user-defined link, click the Add button to access the Link details area.

* Enter a descriptive name for the link in the Name box.

+ Enter the full link in the URI box (e.g., www.liebert.com or c: \text.txt).

* Click on the Test button to verify the designated Web page or file opens.

* Click the Save button. The link appears under the heading User-defined.
* To change a user-defined link:

* Click on the link to select it.

* Click the Edit button, then make changes as needed.

+ Click the Save button.
+ To remove a user-defined link, click on the link, then click the Delete button.

Click OK to save any changes and close the window (or Cancel to close without saving).

Device Properties O
Name: Description:
bFS_iSZ‘lﬁﬁ.’.“ll Liebert GXI UPS/WebCard
Liebert GXT UPS/WebCard 2
e I +; Alams and data...
SHMP ~] Information Links X
Communications | §NMP MName LRI
Hostname or IP address Permanent
192.168.0.11
Devicehias o weh senver GXT-MT 1000WA Home Page bty f fwenew izbert.comfproduct _pages/ProductDocu...
URI (default is hostname or IP address) GXT 2U (Rackmount), S00VA-30... httpf fwewew lizbert.comfproduct _pages/ProductDocu..
GXT 6-10 KA Home Page bty f fwewew Jizbert. comfproduct _pages/ProductDocu /.
Status poling
© High O
@ Low )
© bisabled Timeout (msec): Global value:
Retries: Global value:
[] Enable trap forwarding for this device Lirk details
MNarme:
aosell |||
LRI
Close ] ’ Help
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9.2.6 Alarms and Data

Alarms and Data - Alarms Tab

To view or change the name or severity level of alarms for this device:

Start the Viewer with permission to edit device definitions (see 13.2 - Assigning Users to
Groups).

Click on the Alarms and Data button in the Device Properties window to open the Device
Alarms and Data window, then click the Alarms tab to view all system-defined alarms for this
device (below right).

To change a name, click on an alarm at the top of the window, then enter text in the Name box in
the User-Defined area (lower right corner).

To change the severity, click on an alarm, then choose from the Severity list—e.g., Warning.
Click Commit to save these changes and keep the window open.

When finished, click OK to save all changes and close the window. (Or click Cancel to close
without saving changes.)

The next time the window is opened, a check mark appears to the left of a System-Defined Name
that has been redefined; the User-Defined Name column displays the new name.

Device Properties

5|

Name:

Device type:

Protocol:
SNMP

pes_192.168.0.11 Liebert GXT UPS/WebCard

Communications | SNMP

Hostname or IP address: Alarms )pata

192.168.0.11

[¥] Device has a web server System-defined Name User-defined Name "
URI (default is hostname or IP address| Bfiii'on battery 1 |
Agent lost devicA\communication
status poling Battery depleted
© High 0O Alarm temp bad
® Low Alarm output bad
© Disabled L Load on bypass

[ Enable trap forwarding for this devicy

Description:

Info Links...

Liebert GXT UPS/WebCard [v]
Alams and data...
. |

Data logging....

Device Alarms and Data X

Ups alarm output off as requ
Alarm ups off as requested
Battery charger failed
Qutput off

System off

Fan failure

Fuse open

General fault

Alarm diagnostic test failed
Alarm awaiting power

Afarm shutdown imminent
Alarm test in progress
Qutput to load over voltage
Input over voltage

Qutput to load under voltage

(]
System-defined User-defined )
Name: Name:
Still on battery S5till on battery
Description: Description:
The UPS is operating on battery power. This trap is persistent The UPS is operating on battery power. This trap is persistent and is
and is resent at one minute intervals until the UPS either turns resent at one minute intervals until the UPS either turns off or is no
off or is no longer running on battery. longer running on battery.
Severity: Severity:
Critical | Critical V
_J

Close ] ’ Help
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Alarms and Data - Data Tab
To view or change the name of data items for this device:

+ Start the Viewer with permission to edit device definitions (see 13.2 - Assigning Users to
Groups).

* Click on the Alarms and Data button in the Device Properties window to open the Device
Alarms and Data window, then click the Data tab to view all system-defined data points for this
device (below right).

* To change a name, click on a data point at the top of the window, then enter text in the Name box
in the User-Defined area (lower right corner).

+ Click Commit to save these changes and keep the window open.

* When finished, click OK to save all changes and close the window. (Or click Cancel to close
without saving changes.)

* The next time the window is opened, a check mark appears to the left of a System-Defined Name
that has been redefined; the User-Defined Name column displays the new name.

Device Properties O

Name: Description:
bFS_iSZ‘lﬁﬁ.’.“ll Liebert GXT UPS/WebCard

Device type: Info Links...

| Liebert GXT UPS/webCard v
Alams and data...
Protocol: j

E ]

Data logging...

_ o Device Alarms and Data X
Communications | sHMp

Hostname or IP address:

192.168.0.11

Device has a web server
URI (default is hostname or IP address|

¥

User-defined Mame

Status poling

G High 0 Input bad count
@ Low ) Input frequency
© Disabled 2o Input voltage
Load on source
Qutput frequency
Qutput voltage
Qutput current
Bypass voltage
Test results

Test result details
Test start time
Test elapsed time
Shutdown type
Shutdown after delay
Ups auto restart
Reboot with duration
Ups auto restart
MNominal input frequency

MNominal output frequency

Audible status

Conditions present

Confinure Iow hattery warninn time

[ Enable trap forwarding for this devic

v
System-defined ( User-defined N

Name: Name:

Unit name Unit name

Description: Description:
Unit name for the managed device assigned by the customer. Unit name for the managed device assigned by the customer.

Close ] ’ Help
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9.2.7 Data Logging

This feature requires a license with Advanced Communications (see Table 12).

Data logging may be used to collect real-time data continuously at fixed intervals to track the
condition of a device.

This time-based feature differs from the event-based Read Data action, which may be used to collect
real-time data after being triggered by an event (see 12.2.6 - Configure Read Data Actions).

Both features collect the same type of data, which may be viewed in a trend graph (see 16.3.4 -
Navigate - Trends View) or exported to a text file (see 14.3 - Export Data Log History).

Items selected for data logging will have a check mark in the Log column in the Device Data Logging
window, shown below, and the Trend Data Selection window (see 16.3.4 - Navigate - Trends View).

To view or change the items selected for data logging for this device:

+ Start the Viewer with permission to configure data logging (see 13.2 - Assigning Users to
Groups).
+ Click on the Data Logging button in the Device Properties window to open the Device Data
Logging window.

+ Each data item appears with its name, units of measurement and a brief description. Use the Log
check boxes to choose which data items to log:

+ Click to place a check mark M to the left of any data item. (Click again to remove a check

mark.)

* Click the Select all button to check all items.
* Click Clear all to remove all check marks.

Device Properties %
Name: Description:
'JF57192.168,0.11 Liebert GXT UPS/WebCard
| Liebert GXT UPS/Webcard [¥]
;
Protocal:
ED ] —
Communications | SHMP |
= ~ |
Hostname or TP address: Device Data | 8
192.168.0.11
T [ selectal ][  dearal |
URI (defaultis hostname or IP address)|
Log Mame Units Description
Sgt:;innm Input voltage VAC The present input voltage measurement.
@ Low O Output voltage VAC The present output voltage measurement.
© pisabled [v] ‘The magnitude of the present output current.
] Bypass voltage VAC The present bypass voltage measurement.
[]Enable trap forwarding for this devic
O Battery time remaining | min An estimate of the time to battery charge depletion under the present load conditions...
O Battery capacity % The present percentage of battery capacity.
O Output VA VA The present apparent AC power.
E Output power w The present AC power.
O Output capacity % The percentage of the rated apparent AC power.
O Ambient temperature |deg F Ambient temperature measurement.
O Ambient temperature |deg C Ambient temperature measurement.
Sampling interval (minutes): 30 {ﬁ
l ’ Cancel ] ’ Help ]
* In the Sampling Interval (minutes) box, specify how often to collect readings of the selected
data items from the device.
* When finished, click OK.
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9.3 Configure Maintenance Mode

Devices may be placed in maintenance mode, which prevents device-related alarms from triggering
configured actions, including user notifications. Alarms are logged (see 16.4.3 - Informational Icons
in the Navigation Tree), but will not generate actions or notify users. Devices may be placed in
maintenance mode—manually or at a scheduled time—or returned to normal.

When a device is in maintenance mode, the images in the navigation view will change from status

icons to maintenance icons, as shown below.

+ The floor plan in the right side of the window shows Device01 and Device02 with maintenance
icons, indicating both devices are in maintenance mode.

* In the tree at left, the same two devices appear with a smaller version of the maintenance icon,

above a status icon such as No Communication.

+ For details about status icons, see 16.4.3 - Informational Icons in the Navigation Tree.

C Alarms

il

Devicel0

okl U
=gl Area2
ol Device07

ok Device05
Device(9

ska Devicell

ok Deviceld

11 Aread

METWORK
EQUIFMENT

DASHBOARD p NAVIGATE P ALARMS p

= gl Al Devices &

E Info Links

AOOHADAOMN

i |

COMPUTER
OPERATIONS
ROom

CoOMPUTER
DATA ROCH

FAFER
STORAGE /
DISTRIEUTION

o DI

TOPE n -
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9.3.1 Shortcuts to Place Devices Into or Out of Maintenance Mode

+ In the Navigate view, right-click on an area to open to set the Maintenance Mode for all devices in
that area. The following context-sensitive menu appears:

Maintenance |

Configure Maintenance. ..

* In the following example, choosing Maintenance from the menu for an area places all devices in
that area in Maintenance Mode (note Maintenance icon). Toggle the mode by clicking again to
take all devices out of Maintenance Mode (the icon will change).

DASHBOARD P NAVIGATE P ALARMS p

= @I:I All Devices
Deviceld
]

=gl
. Maintenance

Configure Maintenance. ..

METLORE
EQUIFMENT
COMPUTER
OPERATIONS
RO
CoOMPUTER
DATA ROoM

C
o
E
E
I
o]
o
3

PAFPER
STORACE /
DISTRIEBUTION

i

Mendirallf

>

* In the Navigate view, right-click on a single device that is not part of an area to reveal the same
menu options.

Maintenance |

Configure Maintenance. ..

+ For an area or a single device, click on Configure Maintenance to set the options as described
in the next section, 9.3.2 - Configure Maintenance Mode.
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9.3.2 Configure Maintenance Mode

To configure maintenance mode:

Managed Devices (%
> Name Address Type Category
+ Devicel? |126.4.201.58 Liebert PSI ups
Configure ovica? | uiebe Lt
D . Deviced3 |1264.200.121 | Liebert GXT UPS/webCard El ues
evices Device®d |126.4.200.122 | Liebert pst El|ues

Start the Viewer with permission to configure devices (see 13.2 - Assigning Users to Groups).
Click on the Configure Devices icon at the bottom of the window (or click on the Configure
menu, then choose Devices) to open the Managed Devices window. This window is also accessible
from the Edit button from any device window.

Highlight any devices you wish to configure for a particular Maintenance Mode, using standard
shift-click and control-click methods to select multiple devices.

Click the Maintenance button, and the Device Maintenance window opens, shown below right.

Device05 |126.4.200.123 |Liebert GXT UPS/WebCard E ups
Device06 |126.4.200.124 |RFC1628 UPS V E ups
Device07 |126.4.200.133 _L\ei;ert GXTVUPS/\F.’E‘]CEM E ups
Device08 | gxtwebdemo.iiebert.com |RFC1628 UPS V E ups

Device09 | deluxeamwebdemo.liebert.com |Lisbert Precision Cooling - LAW Precision cooling

Devicel0 mmeehdemn liebert.com |Liebert Mini-Mate 2 Precision cooling

Devicell |dummy.noresolve.com |RFC1628 UPS B urs

m
Current devices: 11 ¥

Choose the type of maintenance mode. If normal is checked and saved, any scheduled maintenance will be
canceled, and devices currentlyin maintenance mode will be taken out of maintenance mode immediately.

) Normal
() Manual maintenance

(®) Scheduled maintenance
Schedule

If configured, the selected devices will automatically be put into maintenance mode during this time period.

Start Date:| 2011-06-16 16:30 || End Date: | 2011-06-16 17:00 |~

Duration: 302 min

Reason:|reason - alarm list

[ oK l ’ Cancel ] ’ Help

Choose the type of maintenance mode to apply to selected devices:

Normal - cancel scheduled maintenance, take devices out of maintenance mode

Manual maintenance - immediately place devices in maintenance mode

Scheduled maintenance - specify a time period to place devices in maintenance mode
For the Scheduled maintenance option, specify the time period (required) and a reason
(optional):

Start Date - choose the date (yyyy-mm-dd) and time (hh-mm using a 24-hour clock)

Specify the ending time by choosing either of the following options. If you enter an End Date,
the Duration is automatically adjusted; if you enter the Duration, the End Date is adjusted.

End Date——choose the date (yyyy-mm-dd) and time (hAh-mm using a 24-hour clock) or
Duration—specify the length of the time period in minutes.

Reason—enter descriptive text to help identify the purpose of the scheduled maintenance.
This text will be copied to the Incident field in the alarm log for any alarm that occurs while
the device is in maintenance mode. This applies only to scheduled maintenance.

When finished, click OK.
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9.4

Export Managed Device Configurations to a File

This feature allows you to export the basic configuration information for selected managed devices to
a field-delimited text file that may be imported back into the same or another Nform configuration or
into a spreadsheet. The delimiter may be a comma, semicolon, tab or tilde.

The generated file may be used as a template to create devices, as long as the same format is used.
The first line contains field names in a comment line beginning with an exclamation point (!). The
first three fields must contain data for each device. Other fields are optional.

To export managed device configurations to a file:

+ Start the Viewer with permission to configure devices (see 13.2 - Assigning Users to Groups).

+ Click on the Configure Devices icon at the bottom of the window (or click on the Configure
menu, then choose Devices) to open the Managed Devices window. This window is also accessible
from the Edit button from any device window.

+ Highlight any devices to be exported, using standard shift-click and control-click methods to
select multiple devices.

* Click the Export button, and the Export Devices window opens, shown below right.

) —

Configure
Devices

wm

]

Narme Address
Device01 126.4.200.120

Device02 |126.4.201.58

Category
=
upPs

Type
Liebert GXT UPS/WehCard
Liebert PSI

dd

Copy...

II

Device03 |126.4.200.121

Liebert GXT UPS/WebCard ups Edit...

Devicel4 |126.4.200.122

Liebert PSI ups

Delete

Device05 |126.4.200.123

Liebert GXT UPS/WebCard ups

Devicel6 |126.4.200.124

RFC1628 UPS ups

Devicel7 |126.4.200.133

Liebert GXT UPS/WebCard ups

Device08 |gxtwebdemo.liebert.com

UPS

[ajf o) ojf o) off ajf o]

RFC1628 UPS

Device09 |deluxeamwebdemo.liebert.com

Liebert Precision Cooling - LAM Precision cooling

Devicel0 |mm2webdemo.liebert.com

Liebert Mini-Mate 2 Precision cooling

B %%

Devicell

dummy.noresolve.com

Current devices: 11

RFC1628 UPS urs

Maintenance...

Remaining licenses: 569

This will export the properties of the devices that are currently selected on the Managed Devices dialog to a text
file. Each value will be separated by the chosen delimiter.

File:
|
Delimiter
@ Comma (,) C Semicalon (;) O Tab O Tilde (~)

m
3

Cance

J{

’ Close Help ]

+ Specify the file to be created: enter the full path and file name in the File box or click the Browse
button to locate the folder, then enter a file name and click Open.

+ Select the preferred Delimiter option to be used in the file. The default is Comma (,); other
options are Semicolon (;),. Tab and Tilde (~).

+ Click Export to begin the export process. When the process is complete, a window displays a
message that the export operation was successful (shown below) or had errors.

Device export completed successfully.

Managed Devices
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10.0 CONFIGURING VIEWS FOR THE NAVIGATE TAB

The view in the Navigate tab may be customized to create views for different users, organize devices
into groups or add graphic floor plans as visual reminders of where devices are located. See 16.3 -
Navigate Tab - Device for details.

A default view called All Devices is created automatically, then altered as devices are added to or
deleted from the Managed Devices list. Areas may be added and devices rearranged in the All Devices
view as in any other view, but the All Devices view may not be deleted.

To configure views:

+ Start the Viewer with permission to configure navigation views (see 13.2 - Assigning Users to
Groups).
* Click on the Configure menu, then choose Views.

+ The Navigation Views window displays the default All Devices view and any other configured
views.

* Options in this window include:
+ Add to create a view - see 10.1 - Add or Edit Views.
+ Copy to create a new view based on a selected view - see 10.1 - Add or Edit Views.
+ Edit to make changes to an existing view - see 10.1 - Add or Edit Views.
* Delete to remove a view from the list - see 10.1 - Add or Edit Views.
+ Logical groups: for details, refer to 10.4 - Create Logical Groups.

Navigation Views D
Marme Description Add...
All Devices Always contains all managed devicas
AreasOnly Areas only [NavView?2) Copy...
iComplex Complex (NavView3)

DevicesOnly Devices only (NavViewd) : Edit

Delete

Logical groups...

Close

[ Help ]
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10.1 Add or Edit Views

To create or edit a customized view:

1. Start the Viewer with permission to configure navigation views (see 13.2 - Assigning Users to
Groups).
2. Click on the Configure menu, then choose Views to open the Navigation Views window.

3. Choose one of these options (All Devices is automatically generated from devices added to the
Managed Devices list—it may be edited with a new name or copied, but not deleted):

* Click Add to create a new view.

+ Click on an existing view, then click Edit to make changes to the selected view.

+ Click on an existing view, then click Copy to create a new view based on the selected view.

+ Click Delete to remove a view. This button is disabled when the All Devices view is selected.

Navigation Views |:|

Mame Description

All Devices Always contains all managed devices
AreasOnby Areas only (NavView?2)
iComplex Complex (NavView3)

DevicesOnhy Devices only (NavViews)

Navigation View Properties |:|
MName: Description:
Complex Complex (NavView3)
MNavigation view tree 5 Available devices
= rea
= 120 Complex Name Address Type ]

= 121 AreaB Add
) - Cooling_126.4.200.155 |126.4.200.155 |Lie...
= 111 AreaC Cooling_126.4.203.234  |126.4.203.234 |Lie...
= if;;i?g-126'4'203'254 Edt... Cooling_126.4.203.242 | 126.4.203.242 | Lie...
47 Power_126.4.203.23¢ Cooling_126.4.203.250 |126.4.203.250 | Lie...
o Rl Cooling_126.4.203.97 |126.4.203.97 |Lie...
RackPDU_126.4.200.110 | 126.4.200.110 |Lie...

E UP5S_126.4.203.z

% 1/0_126.4.203.230
Cooling_126.4.203.237
B ups_126.4.203.247

RackPDU_126.4.200.113 |126.4.200.113 | Lie...
[> RackPDU_126.4.200.114 |126.4.200.114 | Lie...
RackPDU_126.4.200.115|126.4.200.115 | Lie...
RackPDU_126.4.200.116 |126.4.200.116 | Lie...

RackPDU_126.4.200.159 | 126.4.200.159 |Lie...
a [ <

v.

[ oK l ’ Cancel ] [ Help ]

4. In the Navigation View Properties window, shown above right:
* Enter a short name in the Name box that will appear in the Navigation Views window.
+ In the Description box, enter additional text to identify the view, if desired.
* The Navigation View Tree shows how devices will appear in the Navigation view.
* The Available Devices list at right shows all devices that have not been assigned to the tree.
+ Use standard shift-click and control-click methods to select multiple items.
* To move devices between the Navigation View Tree and the Available Devices list:
* Select one or more items, then drag-and-drop to the desired location.
* Another method is to select items, then use the left and right arrows on the screen.
* To move items up or down in the tree at left:
+ Select one or more items, then drag-and-drop to the desired location.
* Another method is to select items, then use the up or down arrows on the screen.
* To add an area to the tree, proceed to 10.3 - Place Devices in Floor Plans.
5. Be sure to click OK to save any changes (or click Cancel to close the window without saving).
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10.2 Add or Edit an Area

To add or edit an area in the navigation view:

1. Start the Viewer with permission to configure navigation views (see 13.2 - Assigning Users to
Groups).
2. Click on the Configure menu, then choose Views to open the Navigation Views window.

w

Open the Navigation View Properties window (see 10.1 - Add or Edit Views).

4. Choose one of these options to open the Area Properties window:
+ Click Add to create a new area.
+ Click on an existing area, then click Edit to make changes to the selected area.
+ Click on an existing area, then click Copy to create a new view based on the selected area.

Navigation Views |:|
MName Description Add...
All Devices Always contains all managed devices
AreasOnby Areas only (NavView?2)
iComplex Complex (MawView3)
DevicesOnly Devic| Navigation View Properties

Name:

Complex

Mavigation view tree

Description:

Complex (NavView3)

= (2! Complex
=l 121 AreaB
laf lina 126 4 202 Q2
Area Properties D
Name: A
AreaD
Description:
Locator map
Filename:
C:\LreaD_LabZ.jpg B
E Import image...
’ Info Links...
[ 0K ] ’ Cancel ] ’ Help

Available devices

MName
Cooling_126.4.200.155
Cooling_126.4.203.234
Cooling_126.4.203.242
Cooling_126.4.203.250
Cooling_126.4.203.97
RackPDU_126.4.200.110 | 126.4.200.110 | Lie...

Address Type [lad
126.4.200.155 | Lie...
126.4.203.234 | Lie...
126.4.203.242 | Lie...
126.4.203.250 | Lie...
126.4.203.97 |Lie...

RackPDU_126.4.200.113 |126.4.200.113 | Lie...
RackPDU_126.4.200.114 |126.4.200.114 | Lie...
RackPDU_126.4.200.115|126.4.200.115 | Lie...
RackPDU_126.4.200.116 |126.4.200.116 | Lie...

RackPDU_126.4.200.159 | 126.4.200.159 | Lie...
<

b d

oK ] ’ Cancel ] [ Help ]

5. In the Area Properties window:
* Enter a short name in the Name box that will appear in the Navigation view—e.g., AreaD.

In the Description box, enter additional text to help identify the area.

Add an Image to an Area (Optional)

* To add an image such as a floor plan to the area, enter the full path and file name of the
graphic file or click the Import image button in the Locator Map section to locate the file.

Refer also to 10.3 - Place Devices in Floor Plans.

* A copy of the imported graphic file will be placed in the locatormap folder, a subfolder of
the user folder in the Nform application folder.

* Contact Emerson Network Power for custom-built floor plans—or create a floor plan.
* Floor plans may be standard bitmap (JPG, GIF, BMP, PNG, TIFF, EXIF) or metafile (EMF, WMF)

format.

Add a Link to a Web Page or File (Optional)
* To add a link to a Web page or file, click the Info Links button (see 9.2.5 - Info Links).
Click OK to close the Area Properties window.
Be sure to click OK in the Navigation View Properties window to save the changes.
6. Move devices to areas as needed (see 10.1 - Add or Edit Views).

7. Toremove an area from the tree, click on the area, then click Delete.

8. Click OK in the Navigation View Properties window to save the changes.
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10.3 Place Devices in Floor Plans

After adding a floor plan image to an area window (see 10.2 - Add or Edit an Area), to place a device
in a floor plan map:

1. Start the Viewer with permission to configure navigation views (see 13.2 - Assigning Users to
Groups).

2. Click on the Configure menu, then choose Views to open the Navigation Views window.

3. Open the Navigation View Properties window (see 10.1 - Add or Edit Views).

4. In the Navigation View Tree, click on an area with a floor plan image, then click on the
Floorplan button.

5. In the Floorplan Properties window (below right):
+ All devices that have been added to this area appear at the top of the window as status icons.
* Click-and-drag icons to any location on the floor plan.
+ Use the Image Size slider bar to make all icons larger or smaller.
+ Place a check mark M in the Show Labels box to reveal all device names.

+ Labels may be moved all at once using the Default Label Position buttons: Above, Below,
Left or Right. To move an individual label, click-and-drag the label to any position on the
floor plan. When manually repositioned, labels keep the same position relative to their icons
even if the icon is moved or the Default Label Position is changed for all labels.

Navigation Views L
Mame Description Add...
All Devices Always contains all managed devices
AreasOnby Areas only (NavView?2) . i
iComplex Complex (NavView3) Ava_llable Device moved
DevicesOnly Devices only (MNavViews) Edit... devices to floor plan map
at top Medium icon size,
label below icon
Havigation View Properties iseill \
Name: Description: Floorplan PrOpEI‘t'IES |_]
Complex Complex (NavView3)
Mavigation view tree
= Area
= 121 Complex
Cooling_126.4.203.98
Cooling_126.4.203.254
& 12! Arel
47 Power_126.4.203.23¢
= L AEaG
UPS_126.4.203.5
& [/0_126.4.203.230
Cooling_126.4.203.237
B ups_126.4.202.247 @ RackPDU_126.4.200.113
@ < &
EQUIFMEMT
|Rackau_1zﬁ.4_2uu.11q |F'Dwer_126.4.203.28|
3 2 COMPY
OFER
ROom
a Q/ COMPUTER
DATA ROOM

RackPDU_126.4.200.114

Efﬁ T rv

< >
Image size Image fabels
- 2 Default label position
j Show labels (O Above O Left
(=) Below ) Right
[ 0K ] [ Cancel ] [ Help
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6. Right-click on an area in the floor plan that does not have a label for a pop-up menu with
additional options that affect all labels for icons in this floor plan.

Right-click on —
area away from
labels to change

Floorplan Properties

Default Label Properties
Reset All Label Properties
Reset All Label Positions

all labels

The

7. Right-click on an individual label for a pop-up menu with additional options

|

Label Properties
Reset Label Properties

Reset Label Position

options are:

Default Label Properties - click to open the Label Properties window
(see Step 8) to specify properties for all labels that have not been
customized, as described in Step 7.

—

Right-click
on a label

to customize
the selected
label

Default Label Properties
Reset All Label Properties
Reset All Label Positions

Reset All Label Properties - revert to the default properties for all labels that have been

customized.

Reset All Label Positions - revert to the default position for all customized labels.

that affect only the selected label. The options are:

+ Label Properties - click to open the Label Properties window (see Step 8)

* Reset Label Properties - revert to the default properties for this label.

to customize properties for this label only.

Reset Label Position - revert to the default position for this label.

Label Properties
Reset Label Properties

Reset Label Position

8. The Label Properties window shown below is accessible by right-clicking on the floor plan outside
labels (Step 6) or on an individual label (Step 7).

|\.f01|_Avni|a50123455?89|

[ Close

J

Help l

Label Properties =
Configuration
[ Font options... | [v] Show border
Color &3
[ [ Foreground color... ] [ Background color... ] ]/ Basic colors
[ Pt Ul 00|
[ il ol 1 [ |
Sample (I I 0]

EiEEEEEN
EEEEEE.EN
T e

Custom colors:
WERC -
e rrrr

Defi

Cancel

+ Click the Font Options button to change the font, style and size in a standard Font window.

+ Place a check mark M in the Show Border box to draw a border around label text.

* Click Foreground Color to open a Color window and change the label text color.

+ Click Background Color to open a Color window and change the label background color.

9. Click OK to save changes (or Cancel to close the window without saving).

10. Click OK in the Navigation View Properties window. A window displays a message that the
configuration has changed and the session will be restarted.
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10.4 Create Logical Groups

( 2 NOTE
In this release of the Liebert Nform software, logical groups apply only to Liebert MPX and
Liebert MPH devices.

Logical group features will be hidden or disabled if the list of managed devices has no Liebert
MPX or Liebert MPH devices.

Logical groups may be used to configure Liebert Rack PDUs—Liebert MPX and Liebert MPH
devices—using a hierarchical structure starting at the PDU level, down to the branch and receptacle
levels.

* The status of various components may be viewed—for example, power and current, as shown
below.

+ Control functions are also available, as shown in the example below: receptacles may be turned on
and off individually and in groups through the Liebert Nform software.

& Administrator - Liebert® Nform I =]

Application  Configure  Tools  Help

Liebert Nform @ SZ F EME?:SON
=/ J
0 1 5

DASHBOARD NAVIGATE P ALARMS p

I Logical Groups L E Info links
nfigured groups ’

Logical
group

A¢ All on &%) Al off

Group 1

Power Current Consumption
32.0 0.40 0.1

Receptacles

MName Locked | Power Current Consumption
Receptacle 1 & s} 14.4 0.15 0.0
Receptacle 1 ® O Mo 17.6 0.25 0.1

" Geographical areas
& Logical groups

To create a logical group:

1. Start the Viewer with permission to configure navigation views (see 13.2 - Assigning Users to
Groups).

2. Click on the Configure menu, then choose Views.

3. Click on the Logical groups button.
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4. The Logical Group Properties window displays a tree at left and available modules at right.
Choose one of these options to open the Group Properties window:

+ Click Add to create a new logical group.
* Click on an existing group, then click Edit to make changes to the selected group.
* Click on an existing group, then click Copy to create a new group based on the selected group.

Mavigation Views X
Name Description
All Devices Always contains all managed devices
AreasOnly Areas only (NavView?2)
iComplex Complex (NavView3)
DevicesOnly Devices only (NavView4) Edit...

Delete

)

| — Logical groups...

v
] E|
Nawvigation wiew name: Nawigation wew description:
|n11 pevices [piways conrains all managed devices
— [Logical group tree —#wailable madules

1=1 Logical Groups
B i

E] | B3 Cent:l83 =]
L #{ Sdamnch1

= RCP:1-1-1 ooy, @ Sl 8ranch 2
- B RCP-1-1 @ E8mnch 3
go=- e TH Be=ni
—_— a £
Dalata B aranch 2
B Cent:RBL
[ =2 Receptack 1
[T =2 Receptacie 2
| e R
Group Properties |:|
Name:
ﬂl s-f |
‘\—JI : F Description:
c o |
L = r_
+ F : ’ Info Links... ]
oK I o ’ Close ] ’ Help

To add or edit a logical group, see 10.4.1 - Group Properties - Logical Groups.

To remove a group from the tree, click on the group, then click Delete.

To move a group in the tree, click on the group, then use the up and down arrows in the center.
Click OK to save any changes.

®No o
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10.4.1 Group Properties - Logical Groups
To open the Group Properties window, see 10.4 - Create Logical Groups.

* Enter a short name in the Name box that will appear in the Navigation view—e.g., Group1.
+ In the Description box, enter additional text to help identify the logical group, if desired.

* To add a link to a Web page or file, click the Info Links button (see 9.2.5 - Info Links).

+ Click OK to close the window.

* Be sure to click OK in the Logical Group Properties window to save the changes.

o
Nawvigation wiew name: Nawigation wew description:
|n11 pevices [piways conrains all managed devices
rLogical group tree —&vailabbe modubes
B 121 Logkal Groups @] | B3 Cent:LB3 =]
B =1 el g B Branch 1
B APl ooy, B[ Baranch 2
- B RCP-1-1 { @ E8mnch 3
B (51 Group 2 Edr... N E [ B Brnch 1
151 Group 3 @ SM@mancth 2
Delete o[ | &= granch 2
B Cent:RB1
[ =3 Receptack 1
= Receptac 2
r— '.GmumepertiE Ij
{11 .
I_ i ame:
ﬂl m = |
‘-.?I .-: F :E Description:
B Bg
£ r_ —
E’j F :mckPE ’ Info Links... ]
o | — of [ close | [ Help

G |
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11.0 CONFIGURING SHUTDOWN CLIENTS

This feature requires a license with Liebert MultiLink 1.5 Shutdown Client Software (see Table 12).

This section describes how to configure shutdown client computers so they may be selected for
shutdown actions (see 12.2.4 - Configure Shutdown Actions).

Before adding shutdown clients:

* MultiLink 1.5 Client software must be installed on all workstations and servers that require
orderly shutdown.

+ Make sure the MultiLink Shutdown license is installed on the Nform server (see 4.4.2 - Add a
Liebert MultiLink 1.5 Shutdown License).

To configure shutdown clients:

+ Start the Viewer with permission to manage shutdown clients (see 13.2 - Assigning Users to
Groups).
* Click on the Configure menu, then choose Shutdown Clients.
* The Shutdown Clients window displays all configured clients. Options in this window include:
+ Add to create a shutdown client: for details, refer to 11.1 - Add a Shutdown Client.
+ Copy to create a new client based on the selected client.
+ Edit to make changes to an existing client.
+ Delete to remove a client from the list.
* Once any clients are configured, use the Test to send a test message to an existing client.
* Click to select a client from the list. Multiple selections are allowed using the standard
shift-click and control-click methods.
+ Click the Test button to send a test message to each selected client’s IP address or hostname.

+ A dialog box confirms whether the test message was sent. Also verify that each client
computer received the message.

Shutdown Clients LY
MName Address Type Add...
i0thers 1 126.4.203.104 MultiLink v1.5
Others 2 126.4.203.117 MultiLink v1.5
Others 4 126.4.203.126 MultiLink v1.5

Test message sent

\}1) Test message sent to 1 clientis).

/'

—1 Test message NOT sent
Count: 3 Remaining licenses: unlimitec
@ Invalid HostName or IP Address: 192.168.1.2333
Close ] ’ Help ]
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1.1 Add a Shutdown Client
To add a shutdown client:
1. Start the Viewer with permission to manage shutdown clients (see 13.2 - Assigning Users to
Groups).
2. Click on the Configure menu, then choose Shutdown Clients.
3. In the Shutdown Clients window, click the Add button. This opens the Shutdown Client
Properties window.
Shutdown Clients X
MName Address Type Add...
e Py e v
Others 4 126.4.203.126 Shutdown Client Properties I:I
Name: Description:
|
Client type: Hostname or IP address
IP port ity
w2 Remai (") Use standard port (162) Ifiaepb:ilﬂ;:iumw
(=) Use custom port:
3029 4
[ Close l [ Help l
4. Inthe Name box, enter an identifying name for the client computer. This name will appear in lists
of configured clients that can be selected for shutdown actions.
5. In the Description box, enter text to describe the client computer, if desired.
6. The Client Type box displays MultiLink v1.5. This cannot be changed.
7. Inthe Hostname or IP Address box, enter the client computer’s IP address or hostname, available
from the System Administrator.
8. The IP Port designates the port used for communicating events (traps) with two options:
+ Use standard port (162)
* Use custom port (3029)
The following table shows typical port combinations.
SNMP Trap Listen Port | SNMP Send Request Port
Liebert MultiLink 3029 3027
Standard SNMP 162 161
9. The default Trap Community is LiebertEM (case-sensitive). To change this, enter a new string.
10. Click OK. This saves the MultiLink Client device information.
11. Continue adding MultiLink 1.5 Client workstations, then proceed to 12.2.4 - Configure
Shutdown Actions.
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12.0 CONFIGURING ACTIONS

This section describes how to configure Liebert Nform to respond to events and alarms, such as:

* E-mail: sending e-mails to selected recipients when an alarm is received

* Run command: running an external program to protect data or equipment

* Write file: launching a command or batch file that can execute user-customized scripts
* Shutdown: configuring graceful shutdown of MultiLink client computers

* Forward trap: sending traps received to a specific computer (hostname or IP address)
+ Read data: collecting samples of data points from selected managed devices

+ Write data: changing values of selected data points based on specified alarms or events

Configuring actions enables Liebert Nform to protect valuable equipment, data and other assets from
such events as power failures, overheating and mechanical failures.

12.1 Configuring Actions - Overview
Setting up actions involves three steps, as shown in the example below:

1. Create an action set—a named group of individual actions (see 12.2 - Configure an Action Set).

2. Add individual actions to the action set from a list: E-mail, Run command, Write file, Shutdown,
Forward trap, Read data or Write data (see 12.2 - Configure an Action Set).

3. Link action sets to managed devices (see 12.3 - Map Action Sets to Devices and Alarms).

Step 1 Step 2 Step 3
CREATE ADD ACTIONS TO LINK ACTION
ACTION SETS ACTION SETS SETS TO DEVICES

i E-mail (2) E UPS
Action Set —» ;
- p»| Run command (3) device
1 Write file (1) |

T 1 10

/v SF device
Power

Action Set E-mail (3) ¥ 7 device
2 - p»| Run command (1) o ]
Shutdown (1) ) Precision cooling
device
~Sa Battery monitoring
|y device
; Forward trap (1)
Action Set
> Read data (2) — ) [@ Rac_k PDU
3 g Write data (1) device
'S Other
- device

Diagram shows examples of possible configurations;
any action sets can be linked to any configured devices.
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12.2 Configure an Action Set

To create an action set:

1.

2.

3.

o

Configure
Actions

Start the Viewer with permission to configure at least one type of action (see 13.2 - Assigning
Users to Groups).

Click on the Configure Actions icon at the bottom of the window (or click on the Configure
menu, then choose Actions).

In the Action Sets window, click the Add button.

Action Sets g

MName Description T

Action Set Propetties (X

Narme:

it &
Description:

Execution Please select the type of action that you wish to create.

Actions within a set may execute sequentially or in parallel. If sequential execution is chosen, vou may elect to
continue execution with the next action if one fails or to skip the remaining actians.

[[] Execute sequentialy

O E-mail
O Run command
O Write file

10.

11.

Actions (®ishutdown

MName Type Description Add...

O Forward trap
(O Read data
i ) Write data

0K 1 l Cancel I

[ Close l [ Help ] [

In the Name box, enter an identifying name for the action set. This name will appear in lists of
action sets that can be assigned to events.

In the Description box, enter text to describe the action, if desired.
Click the Add button to create an action to include in this action set.

In the Select Action Type window, above right, click the type of action you wish to create: E-mail,
Run command, Write file, Shutdown, Forward trap, Read data or Write data.

Create individual actions to include in this action set, referring to the following sections:
+ 12.2.1 - Configure E-Mail Actions for customized e-mail messages to selected recipients
+ 12.2.2 - Configure Run Command Actions to launch scripts when alarms are received
+ 12.2.3 - Configure Write File Actions to record alarm information in a file
+ 12.2.4 - Configure Shutdown Actions for graceful shutdown of MultiLink client computers
+ 12.2.5 - Configure Forward Trap Actions to send traps to a specific computer
+ 12.2.6 - Configure Read Data Actions to collect samples of data points from a device

+ 12.2.7 - Configure Write Data Actions to change values of selected data points based on
specified alarms or events

Each time an action is added, the Action Set Properties window reappears and displays the new
action. Items in the Actions list may be moved, changed or removed:

* To move an action up or down in the list, click on the name, then click the Up or Down arrow.

* To change an action’s properties, click on the name, then click the Edit button and make
changes.

* To remove an action from the list, click on the name, then click the Delete button.
The Execute sequentially box in the Execution section specifies whether actions in this set will
run in parallel (default, not checked) or sequentially in the order displayed in the Actions list.
To choose the sequential method:

+ Place a check mark M in the Execute sequentially box.

+ Specify what to do if an action fails during execution:

+ To proceed executing all remaining actions after an action fails, place a check mark M in
the Continue execution if an action fails box.

+ To interrupt the execution and skip remaining actions, remove the check mark.
When finished, click the OK button.
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12.2.1 Configure E-Mail Actions
To configure an E-Mail action to send an e-mail to selected recipients when an alarm is received:

1. Start the Viewer with permission to configure e-mail actions (see 13.2 - Assigning Users to

Groups).

2. Open the E-Mail Action Properties window (see 12.2 - Configure an Action Set).

3. In the Name box, enter an identifying name for the action—for example, UPS On Battery. This
name will appear in lists of actions that can be assigned to events.

4. In the Description box, enter text to describe the action, if desired—for example, UPS On Battery.

5. In the To section, enter e-mail addresses of users to receive notifications:

a. Choose from a list of users by clicking the Select button to open the Nform Users Addresses
window, below right. Select e-mail addresses from the list by placing check marks below the
addresses you want to use—Pri. (Primary), Alt. (Alternate), SMS. Click OK.

Addresses are automatically updated for this action when changes are made to any user’s
e-mail address (see 13.0 - Configuring Users and Groups).

b. Enter e-mail addresses in the Other recipients’ addresses box, separating each address
with a semicolon (;) or press the Return key to make a new line.

c. Click the Send Test button to send a generic e-mail to verify that recipients are configured
correctly to receive alarm notifications. The generic message is sent to all intended recipients
with the word test in the subject and body. A separate error message appears for each attempt
that is unsuccessful. Be sure to check that all e-mails are received.

E-mail Action Praperties ) S | t Nform Users Addresses &
elec
Marne: Description:
Select the Mform users and addresses that should receive
| Nform users messages from this action. If any of these addresses are later
changed, the new address wil be automatically used when a
To message is sent.
ot User name: Pri. | Ak | GMS
:
Administrator
Other recipients: Send TeSt
button
Subject:
Hform Alarm Notification o
Message body:
ATTENTION: ALARIN NOTIFICATION [A]m
Date/time: {Time received {localj} & Default
Bquipmen nawe: {Souroe) o | Text T
v
SMTP server A
Automatically send to recipient's server Test message falled
\ [v] Timeout (sec):| 523 £-mail Action Properties
[ Close ] [ Help ]

6. In the Subject box, enter a subject for the e-mail by entering text or choosing fields from the drop-
down list to the right of the Subject box.

7. In the Message Body box, create a customized message for recipients by entering text or choosing
fields from the drop-down list to the right of the Message Body box (see Table 5).

Table 5 Fields for e-mail messages

Field Description
Time received (UTC) | The time when the alarm was received (universal time)
Time received (local) | The time when the alarm was received (local time)
Occurred The elapsed time since the device was last initialized
Source Where the alarm occurred—e.g., device name or Nform
Device address The IP address or domain name of the device that sent the alarm
Alarm name The alarm name—for example, High Temperature or On-Battery
Alarm description The alarm description
Alarm severity The severity level of the alarm—for example, Critical
Alarm state The state of the alarm—Active or Cleared
Site Id A string supplied by Liebert Services to identify a group of devices
Device tag A string supplied by Liebert Services to identify a particular device
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SMTP Server

8. The SMTP Server is the outgoing mail server that will be used to send e-mail notifications. There
are three ways to specify SMTP servers:

a.

Specify automatic selection of SMTP servers based on a recipient’s e-mail address.
For this option, put a check mark M in the Automatically send to recipient’s server box.

This option takes very little configuration and can be faster because e-mails are sent directly
to each recipient’s SMTP server based on the domain name.

The automatic option works properly only if an e-mail address is entered in the Sender’s

Address in the SMTP Server window (see below and 8.4 - Server Options - SMTP Tab).

This window 1is available from the Configure button in the E-Mail Action Properties window

(below left) or the Configure menu as described in Section 8.4.

Use the Send Test button to verify the e-mail address is reachable (see Step 5a).

NOTE: If your network security software blocks e-mail sent using the automatic selection

option, contact your network security administrator about whether the policy may be relaxed

for your Nform server machine.

Specify a manually configured SMTP server.

+ To specify a manually configured server, choose that server from the drop-down list.

+ To specify a server that has not yet been configured, click the Configure button to open the
SMTP Server window (see below and 8.4 - Server Options - SMTP Tab). Configure the
server and click OK, then choose that server from the drop-down list.

Specify BOTH automatic selection and a manually configured server. If you specify
both and the automatic option fails, the manually configured server will be used as a backup.

9. The Timeout box displays the number of seconds to wait for a valid response if the action fails.
The default is 5 seconds.

E-mail Action Properties. x| SMTP Server window
Name: Description: i s
Name:
|
To Description:
Nform users:

Other recipients:

Subject:

Message body:

Hostname or IP address

Select...

IP port
@) Use standard port (25)

b 4 Q) Use custom port:

Port number:

Enter the email address to be used as the 'sender’ of all emails. This account will receive any eror
messages generated bythe email system.

7 Senders address: N\

N /
\ [ Close ] [ Help ]
\

]
Sender’s Address
E-mail Action Advanced Properties X
Message truncation (0 = no truncation)
SMTP server Limit message to (chars): | 0/%
Automatically send to recipient’s server
r Timeout [sec): 5 c Subject encoding:
Unicode (UTF-8) ~
( ) e I —
Unicode (UTF-8) ~
[ Close ] [ Help ] [ cese || Help J

10. Click the Advanced button to open the E-Mail Action Advanced Properties window, above right.

You may restrict the length of the message to a maximum number of characters in the Limit
message to box; the default is 0, meaning no truncation.

Message encoding methods may be specified in the Subject encoding and Body encoding
boxes. The default for both is Unicode (UTF-8).

Click OK to save any changes in the E-Mail Action Advanced Properties window.

11. Click OK to save any changes in the E-Mail Action Properties window.
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12.2.2 Configure Run Command Actions

To configure a Run Command action to launch a script when an alarm is received:

1.

Start the Viewer with permission to configure run command actions (see 13.2 - Assigning Users
to Groups).

Open the Run Command Action Properties window (see 12.2 - Configure an Action Set).

In the Name box, enter an identifying name for the action. This will appear in lists of actions that
can be assigned to events.

In the Description box, enter text to describe the action, if desired.

Run Command Action Properties &

Mame: Description:

File:

Browse. ..

Command-ine argurnents:

Timeout (sec) | 53

[ Close ] I Help I

In the File box, enter the full path of the program to be initiated—either type the full path or use
the Browse button to locate the file. (The Browse button appears only when using the Viewer on
the application server where the full Nform package is installed; see 2.1 - Installation.)

In the Command-Line Arguments box, specify arguments—parameters to include in running the
command—by entering text or choosing fields from the drop-down list to the right of the
Command-Line Arguments box (see Table 6). These fields will be appended to the Run command
line.

Table 6 Fields for command-line arguments

Field

Description

Time received (UTC)

The time when the alarm was received (universal time)

Time received (local)

The time when the alarm was received (local time)

Occurred

The elapsed time since the device was last initialized

Source

Where the alarm occurred—e.g., device name or Nform

Device address

The IP address or domain name of the device that sent the alarm

Alarm name

The alarm name—for example, High Temperature or On-Battery

Alarm description

The alarm description

Alarm severity

The severity level of the alarm—for example, Critical

Alarm state The state of the alarm—Active or Cleared
Site Id A string supplied by Liebert Services to identify a group of devices
Device tag A string supplied by Liebert Services to identify a particular device

7. The Timeout box displays the number of seconds to wait for a valid response if the action fails.
The default is 5 seconds.

8. Click OK to save any changes.
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12.2.3 Configure Write File Actions
To configure a Write File action to record alarm information in a file:

1. Start the Viewer with permission to configure write file actions (see 13.2 - Assigning Users to
Groups).
2. Open the Write File Action Properties window (see 12.2 - Configure an Action Set).

3. In the Name box, enter an identifying name for the action—for example, Critical Alarms. This
will appear in lists of actions that can be assigned to events.

4. In the Description box, enter text to describe the action, if desired.

Write File Action Properties &

Mame: Description:

File:

Browse. ..

®

Record farmat:

Maximum size (MB): 113

File open mode

(=) Append to existing file () Create new file

File encoding: |Unicode (UTF-8) b

Timeout (sec): | 515

[ Close ] [ Help ]

5. In the File box, enter the full path of the file that will record details of events or use the Browse
button to locate the file. (The Browse button appears only when using the Viewer on the
application server where the full Nform package is installed; see 2.1 - Installation.) If the file
does not exist, Liebert Nform will create it.

6. In the Record format box, choose fields to include in the file from the drop-down list to the right
of the Record format box (see Table 7).

Table 7 Fields for record format

Field

Description

Time received (UTC)

The time when the alarm was received (universal time)

Time received (local)

The time when the alarm was received (local time)

Occurred

The elapsed time since the device was last initialized

Source

Where the alarm occurred—e.g., device name or Nform

Device address

The IP address or domain name of the device that sent the alarm

Alarm name

The alarm name—for example, High Temperature or On-Battery

Alarm description

The alarm description

Alarm severity

The severity level of the alarm—for example, Critical

Alarm state The state of the alarm—Active or Cleared
Site Id A string supplied by Liebert Services to identify a group of devices
Device tag A string supplied by Liebert Services to identify a particular device

Enter the upper limit of the file size in MB in the Maximum size box. The default is 1 MB.

8. In the File Open Mode section:

+ Click Append to existing file to add data at the end of the file, preventing existing data
from being overwritten by new information.

+ Click Create new file to replace the file with each new alarm.
9. An encoding method may be specified in the File encoding box. The default is Unicode (UTF-8).

10. The Timeout box displays the number of seconds to wait for a valid response if the action fails.
The default is 5 seconds.

11. Click OK to save any changes.
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12.2.4 Configure Shutdown Actions
This feature requires a license with Liebert MultiLink 1.5 Shutdown Client Software (see Table 12).

To configure a Shutdown action for client computers with MultiLink 1.5 installed:

1.

Start the Viewer with permission to configure shutdown actions (see 13.2 - Assigning Users to
Groups).
Open the Shutdown Action Properties window (see 12.2 - Configure an Action Set).

In the Name box, enter an identifying name for the action—for example, Shutdown EDI
application server. This will appear in lists of actions that can be assigned to events.

In the Description box, enter text to describe the action, if desired.

Action Properties %)

Name: Description:

Shutdown type
() Immediate shutdown () Timed shutdown () Cancel pending shutdown

Shutdown client selection

| Name & Address Type | [ Select all I

[ ] client1 192.168.0.23 MultiLink v1.5

Selected: 0 of 1

Timeout (sec):| 5 5]

[ Close ] l Help

In the Shutdown Type box, click on the appropriate choice:
+ Immediate shutdown - the shutdown will occur as soon as a specified condition occurs.
* Timed shutdown - a timer will begin as soon as a specified condition occurs.
+ Cancel pending shutdown - when a specified condition occurs, stop a shutdown that is in
progress.
In the Shutdown Client Selection area:

* Enter any client computers with MultiLink 1.5 installed that may be specified for shutdown.
If needed, click the Configure button to set up or choose client computers.

+ Place a check mark M to the left of any items you wish to select. If desired, click Select All to
choose all items in the list or click Clear All to remove all check marks.

The Timeout box displays the number of seconds to wait for a valid response if the action fails.
The default is 5 seconds.

Click OK to save any changes.
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12.2.5 Configure Forward Trap Actions
The Forward Trap action may be used to forward individual traps to multiple destinations.

This differs from the global Trap Forwarding setting, which may be used to send all selected types of
traps collected by Liebert Nform to a specified computer (see 8.7 - Server Options - Trap
Forwarding Tab).

To configure a Forward Trap action to send traps to one or more computers:

1. Start the Viewer with permission to configure forward trap actions (see 13.2 - Assigning Users
to Groups).

2. Open the Forward Trap Action Properties window (see 12.2 - Configure an Action Set).

3. In the Name box, enter an identifying name for the action—for example, Forward Traps to
IT Manager. This will appear in lists of actions that can be assigned to events.

4. In the Description box, enter text to describe the action, if desired.

Forward Trap Action Properties

Name: Description:

Trap recipients

Hostname or IP address: Port number:

*

Timeout (sec): | Sfﬁ

oK Close ] [ Help

5. In the Trap Recipients area:
+ Specify the computer where traps should be forwarded in the Hostname or IP address column.
* The Port Number displays the default global setting—typically, 162. To change this, enter a
different number.
6. The Timeout box displays the number of seconds to wait for a valid response if the action fails.
The default is 5 seconds.
7. Click OK to save any changes.
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12.2.6 Configure Read Data Actions

This feature requires a license with Advanced Communications (see Table 12).

The Read Data action may be used to collect real-time data after being triggered by an event.

This event-based feature differs from the time-based Data Logging feature, which may be used to
collect real-time data continuously at fixed intervals to track the condition of a device (see 9.2.7 -
Data Logging).

Both features collect the same type of data, which may be viewed in a trend graph (see 16.3.4 -
Navigate - Trends View) or exported to a text file (see 14.3 - Export Data Log History).

To configure a Read Data action to collect samples of data points from a device:

1.

Check mark
to select data

points

10.

Start the Viewer with permission to configure read data actions (see 13.2 - Assigning Users to
Groups).
Open the Read Data Action Properties window (see 12.2 - Configure an Action Set).
In the Name box, enter an identifying name for the action—for example, Read Data Action 1. This
name will appear in lists of actions that can be assigned to events.
In the Description box, enter text to describe the action, if desired.
| Read Data Action Properties =l
Néme: B . B Desrcnptmn: .
|read Data Action 1 | |action descriprion
3::[?::; Managed devices Selected data points
—_— i v evices - ame
lL\ebertAtlas Air Unit (192.168.0.13) : u : D : : ; — selected
|Precision cooling o Liebert Atlas Air Unit | Control humidity T d t . t
Liebert Atlas Air Unit Cooling capacity state ata pOIn S
Mame | Units Liebert Atlas Air Unit | Heating capacity state
Control humidity % RH Liebert Atlas Air Unit Supply air humidity
/ [[] | Control temperature degF
[ | Control temperature deg C
A Cooling capacity state %
Lt Heating capacity state %
[ | Return air humidity % RH
[] | Retumn air temperature degF
\ [] | Retumn air temperature deg C
P[] Supply air humidity % RH
[ | Supply air temperature degF
(1| supply air temperature
Description
|Hamzdity measurement of supply air. i
Count: 4
Duration (min): 5[] sampling interval (sec): | 30 (2]
[ 0K ] l Cancel l [ Help

Choose a device from the Managed Devices list.

The available data points for the selected device appear in the window below the device name,
along with units where appropriate. Click on a data point to display an explanation in the
Description box below the list.

Click to place a check mark M to the left of each data point you wish to select. Each checked point
appears in the Selected Data Points in the right side of the window.

The default Duration of reading data points is 5 minutes. If desired, choose a different number of
minutes.

The default Sampling Interval is 30 seconds. If desired, choose a different number of seconds.
Click OK to save any changes.
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12.2.7 Configure Write Data Actions

To configure a Write Data action to change values of selected data points based on specified alarms or
events:

1.

Start the Viewer with permission to configure write data actions (see 13.2 - Assigning Users to
Groups).

2. Open the Write Data Action Properties window (see 12.2 - Configure an Action Set).

3. Inthe Name box, enter an identifying name for the action—for example, Write Data Action 1. This
name will appear in lists of actions that can be assigned to events.

4. In the Description box, enter text to describe the action, if desired.

Eritemml’mperﬁﬁ E‘
Name: Description:
|frite Data action 1 | [action description |
:ele_Ct Managed devices Selected data points
eVIce — hd evices ame lews Value
—_— .L\ebertAtIas Air Unit (192.168.0.13) u D N New Val — Enter new
|Precision cooling k] Liebert Atlas A... | Configure cooling service intenval | 2.5 -+ I
T Liebert Atlas A... | Control high temperature alar... |82 values
MName 4| Units || Liebert Atfs A... Control low temperature alarm... 58
[ Agent reboot
Configure cooling service interval hr
/ [ | configure fiter service interval hr
[ | configure humidifier service interval hr 5
[ configure remote shutdown
Check mark M [ | configure restart delay sec
Control high temperature alarm setpoint | deg F
to _SeIeCt data [ control high temperature alarm setpoint  [deg C | |
p°|nts Control low temperature alarm setpoint  deg F
[ control low temperature alarm setpoint  [deg C
[ | contral shutdown after delay sec
[ | control startup after delay sec
[ | pevice unit number
[ Humiditv high alarm setnoint %RH ™
Description
i i T A St [
Count: 3
Timeout (sec): \__5-%{:
[ OK ] [ Cancel ] [ Help

5. Choose a device from the Managed Devices list.

6. The available data points for the selected device appear in the window below the device name,
along with units where appropriate. Click on a data point to display an explanation in the
Description box below the list.

7. Click to place a check mark M to the left of each data point you wish to select. Each checked point
appears in the Selected Data Points in the right side of the window.

8. If desired, repeat Steps 5 through 7 to choose another device from the Managed Devices list and
select data points for that device.

The Selected Data Points list at right displays the device name for each data point.

9. For each point in the Selected Data Points at right, enter a figure in the New Value column to
specify the value you wish to write based on a specified condition.

10. The Timeout box displays the number of seconds to wait for a valid response if the action fails.
The default is 5 seconds.

11. Click OK to save any changes.
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12.3 Map Action Sets to Devices and Alarms

The final step in configuring actions is to define which alarms will trigger an action set to be executed
for which devices. Mapping an action set requires permission to configure all actions in that set.
Actions will not be executed for alarms from a device that is currently in maintenance mode.

To

map an action set:

Start the Viewer with permission to assign actions (see 13.2 - Assigning Users to Groups).
Click on the Configure Actions icon at the bottom of the window (or click on the Configure

menu, then choose Actions).

In the Action Sets window, click on an action set, then click the Map button.

Choose an action set e <
~> (requires configuration permission) —____
Name Description Add...
Configure (hckion Sat 1 et of ackione 1
Actions |"feen= & | [_cor. ]
Map actions to the "ActionSet3’ action set.
Managed devices Device Alarms
|A\I devices | All severities M
= . Managed devices MName & | Sav. | State [ Assign... ]
//V E m:g; 1| Alarms Present Ay | Active
Choose < "Hbuc :
one or \A - @ g Device04 ||| Battery depleted Q |active
. o |5 [Deviceds
more s oere o
devices | Device(7 3 | communications Lost o Active —
: [l Device0s
i Devicel? 1| Low batt B | Act .
= “ Devicell ow battery wamning LY fve
] Devicell u :] =
2 UPS_192.168.0.125
-~ |& pevice12
=3 Liebert MPX
ST Choose from
OCWEBTEST-LB_HID3 alarms common
= UPS51 .
=] SnmpAgentsim to all devices
EMPDUCantroller se'ected, then
click Assign
Close I [ Help
4. In the Map Actions window:

5. Mapping status is indicated by:

+ All devices are displayed in the left side of the window. If desired, choose a device category—
e.g., UPS—from the drop-down list to display only those devices.

+ Click on a device at left to display all applicable alarms in the right side of the window. Click
a second time to deselect a device. (To select multiple devices, use the standard shift-click or

control-click methods.)

+ In the right side of the window, click to select an alarm that will trigger the selected action set
for the selected devices. Click a second time to deselect an alarm. (To select multiple alarms,
use the standard shift-click or control-click methods.)

* Click the Assign button to assign all selected alarms to the selected devices. (To remove
alarms from the mapping, click to select the alarms, then click the Clear button.)

* A bullet next to a device in the Managed Devices tree at left indicates at least one alarm
has been mapped to that device for the selected action set.

* In the Device Alarms grid at right (with one or more devices highlighted for a selected action

set):
Box is: Alarm is mapped to:
Filled |1 | All selected devices for the action set.
Half-filled [ | At least one selected device for the action set.
Empty [ ]| None of selected devices for the action set.
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13.0 CONFIGURING USERS AND GROUPS

The software automatically creates an Administrator account with full access to configuration and
monitoring.

Other individual users may be configured with any combination of viewing and configuration
privileges (see 13.1 - Add Individual Users). A user may be created with the Add button or based
on an existing user with the Copy button.

Additionally, individual users may be combined into groups with similar privileges (see 13.2 -
Assigning Users to Groups).

This feature speeds up the process of assigning privileges to many users and allows for easily
selecting many users for actions, such as receiving e-mail alerts.

f = Users and Groups =
gy
| Users
| Narme Full name A Add...

iAdministrator Adrministrator R |
ca Custom Administrator
cp Custom Power User
cu Custom User

[na)

Groups
Hame Description i Add
Action Action anby
Administrators Nform administrators
Alarm Alarm anly
CAdmin Custom Administrators
CPUser Custom Power Users
Clser Custom Users
Device Device only
Mone Mo permissions
Power Users Configuration rights
System Systern anby e
Lleares Olmmr=bor vinbée |
Close ] [ Help
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13.1 Add Individual Users

1. Start the Viewer with permission to configure users (see 13.2 - Assigning Users to Groups).

2. Click on the Configure Users & Groups icon at the bottom of the window (or click on the
Configure menu, then choose Actions).

The Users list displays all configured users. Click the Add button to the right of the Users list.

3.
= Users and Groups %,
o ' ~P | uvsers
iy y Marne Ful name add...
i . Administrator Administrator ]
Configure User Properties v ax,
Users &
Groups Name: | Full name:
Description:
Password: | * Confirm password:
Pri. e-mail:
aroups Alt. e-mail:
Mame Description SMS e-mail:
Adrministrator Mform adrninistratar.
Power Users Configuration rights Phone: Maobile:
Users Operatar rights .
Group: | Users v Nav. view: | All Devices [
User must change password at next login [] User cannot change alerts
[] Auto-logout user after:
[]Account is disabled min.
=
Last login:
Last password change:
[ Close ] [ Help ]
4. In the User Properties window, enter a user name—the name used for login—in the Name box.
5. In the Full Name box, enter the person’s name or title to help identify the user, if desired.
6. In the Description box, enter text to describe the user, if desired.
7. Enter a password in the Password box, then re-enter it in the Confirm Password box.

The password is case-sensitive and must consist of two to 14 characters—with any combination of
letters, numerals and symbols. Be sure to record the password in a secure place.

8. Enter this information about the user for Liebert Nform alerts and notifications:
* Pri. e-mail - primary e-mail address
+ Alt. e-mail - alternate e-mail address
* SMS e-mail - text message e-mail address
* Phone - telephone number, including area code
* Mobile - cell phone number, including area code
9. If user groups have been created, choose from the Group list to assign the user to a group.

10. Specify the opening view in the Navigate tab for this user by selecting from the Nav. view drop-
down list. The default is All Devices. See 10.0 - Configuring Views for the Navigate Tab.

11. Specify whether to activate these features with a check mark M:
* User must change password at next login - allow users to select their own passwords
* User cannot change password - prevent users from changing passwords
* Account is disabled - deactivate a user account without deleting it

+ User cannot change alerts - prevent users from access to the Visual alerts and Audible
alerts tabs in the User Options window

+ Auto-logout user after: _ min - automatically log the user off after no activity; if checked,
specify the number of minutes in the Min. drop-down list

12. Click the User Options button for additional features (see 7.0 - Configuring User Options).
13. When finished, click the OK button to save any changes.
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13.2 Assigning Users to Groups

Groups are used to assign permissions to users. Individual users must be assigned to groups that
have specific permissions. This function may also be used to map users to actions such as e-mail

alerts. Changes in this section apply to all users in the group.

To create a group of users:

1. Start the Viewer with permission to configure groups (see Step 3 below).

2. Click on the Configure Users & Groups icon at the bottom of the window (or click on the

Configure menu, then choose Actions).

3. The Groups list in the lower portion of the window displays all user groups. Click the Add button

to the right of the Groups list.

= Users and Groups X
g ﬁ ’ Users
. J Name Full name add. .
. Administrator Administrator
Configure
Users &
Groups
Groups
Mame Description 2dd...
Administratars Mform adrministrators |
Power Users Configuration rioht:
Users Operaton =
" Group Properties

Name: Administrators

Description: |Nform administrators

Manage Users
Configure users

Manage Devices
Configure devices
Set device data

Configure navigation views

Manage Alarms
Acknowledge and close alarms

Manage Actions
[] Assign actions
Configure actions
E-mail
Run command
[w] Write file
Shutdown

Manage System
Server parameters
Licenses
Global device parameters
Email parameters

Configure groups

Discover new devices
Configure data logaging
Edit device definitions

Forward trap
Read data
Write data

Start/stop server
Logging parameters
SMNMP trap forwarding
Shutdown clients

[ Close ] ’ Help

4. In the Group Properties window, enter a name for the group in the Name box.
5. In the Description box, enter text to describe the group, if desired.
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6. Select privileges by placing a check mark M in the box, referring to the table below. Privileges are

logically grouped according to function, but each privilege may be assigned separately.

Table 8 Summary of group privileges
Category Privilege For details, see:
Manage Configure users 13.1 - Add Individual Users
Users Configure groups 13.2 - Assigning Users to Groups (this section)
Configure devices 9.1 - Add Devices to the Configuration
Set device data 16.3.2 - Navigate - Parametrics View (Edit option)
10.0 - Configuring Views for the Navigate Tab, including:
* 10.1 - Add or Edit Views
Configure navigation views * 10.2 - Add or Edit an Area
Manage * 10.3 - Place Devices in Floor Plans
Devices * 10.4 - Create Logical Groups
Discover new devices' 9.1.2 - Detect Devices on a Network
Configure data logging'.2 9.2.7 - Data Logging
9.2.6 - Alarms and Data (both tabs):
Edit device definitions’ * Alarms and Data - Alarms Tab
» Alarms and Data - Data Tab
Manage Acknowledae and close alarms 16.3.3 - Navigate - Alarms View
Alarms 9 16.4.2 - Managing Alarms
Maljage Assign actions 12.3 - Map Action Sets to Devices and Alarms
Actions
E-mail 12.2.1 - Configure E-Mail Actions
Run command 12.2.2 - Configure Run Command Actions
Write file 12.2.3 - Configure Write File Actions
Configure 2 - .
Actions Shutdown 12.2.4 - Configure Shutdown Actions
Forward trap3 12.2.5 - Configure Forward Trap Actions
Read data 12.2.6 - Configure Read Data Actions
Write data 12.2.7 - Configure Write Data Actions
8.1 - Server Options - General Tab (Locale)
Server parameters 8.3 - Server Options - Alarms Tab
8.5 - Server Options - Device Tab (Emerson Protocol)
Licenses 4.4.1 - Add a Liebert Nform License Key
4.4.2 - Add a Liebert MultiLink 1.5 Shutdown License
. 8.5 - Server Options - Device Tab (Global status polling)
Global device parameters 8.6 - Server Options - SNMP Tab
“S"a"tage Email parameters 8.4 - Server Options - SMTP Tab
stem
y Start/stop server 18.3.1 - Application Menu - Service
P 18.5.1 - Tools Menu - Install DTD
8.1 - Server Options - General Tab (Audit log file)
Logging parameters 8.2 - Server Options - Event Log Tab
8.5 - Server Options - Device Tab (Data logging storage?)
SNMP trap forwarding3 8.7 - Server Options - Trap Forwarding Tab
Shutdown clients4 11.0 - Configuring Shutdown Clients
NOTES:

1. Selecting this option automatically gives permission to configure devices (Configure devices box is checked & disabled).

2. Requires a license with Advanced Communications (see Table 12).
3. Requires a license with Advanced Notifications (see Table 12).
4. Requires a shutdown client license (see Table 12).

7. When finished, click OK to save any changes.
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14.0 USING THE TooLs MENU

14.1

The Tools menu offers options to export data to text files that may be opened with any text editor or
spreadsheet program.

Export Alarm History

The Alarm History log may be exported as a text file that can be viewed or edited with a text editor or
spreadsheet program. You may specify the type of alarm, the time period and the type of text file.

Start the Viewer.

2. Click on the Tools menu, choose Export and then choose Alarm History to open the Export

Alarm History window.

Export Alarm History (X
Alarm type
(©iDevice alarms

© Application alarms
O All alarms

Select all Clear all

Name Address Type Category
[ ups_192.168.0.11 192.168.0.11 Liebert GXT UPS/WebCard Ups
[1|UPS_192.168.0.125 | 192.168.0.125 | Liebert GXT UPS/webCard | Ups

Start date End date
@ Start from oldest alamm in database. ) End with latest alam in database.

© Start from alarm with specified date. ) End with specified date.

L | E 1

Separator: |, [.a

File:  C:\Program Fles\Nform\useriexport\Alzrms_200807061526.csv

[ Close ][ Help ]

Specify which category of alarms to export in the Alarm Type area:
* Device alarms - export alarms for selected devices only—for example, UPS on battery
+ Application alarms - export program-related alarms only—for example, Service started
+ All alarms - export both types of alarms (device and application) for all devices
(Only if Device alarms is selected:) Place a check mark M to the left of each device to include or:
+ Click Select all to choose all devices.
+ Click Clear all to remove all check marks.

The default Start Date and End Date for the exported file include all records, ranging from the
oldest alarm in the database to the latest, or most recent.

To change a date, click Start from alarm with specified date or End with specified date
and choose a date from the calendar below the button.

In the Separator box, choose the type of character to use between fields in the exported file:
comma (,) (the default), semicolon (;) or tilde (~).

The File box displays the default location—Nform\user\export—for the exported file. The file
name includes the date and time with the extension .csv.

To change this, enter the full path in the File box or click Change to browse for the location.
Click OK to export the file. A message window appears after the process is complete.
The exported text file has headings in the first row, as in the following example.

AlarmRecvDttm, MgdDeviceName, MgdDeviceAddress, Alarmld, AlarmName, AlarmSev, AlarmStatus, AckDttm, AckUsrName,
ClosedDttm, ClosedUsrName, Incident

2008-07-07 08:44:14, Nform, , 12, Service started,Info,Unacknowledged,, ,, , ,

2008-07-07 08:44:36, Nform, , 13, Device monitoring started,Info,Unacknowledged,, ,, , ,

2008-07-07 08:44:40, UPS_192.168.0.11, 192.168.0.11, 15, No Alarms Present,Info,Unacknowledged,, ,, , ,
2008-07-07 08:44:53, UPS_192.168.0.125, 192.168.0.125, 16, Communications Lost,Critical,Unacknowledged,, ,, , ,
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14.2

Export Action History

The Action History log may be exported as a text file that can be viewed or edited with a text editor or
spreadsheet program. You may specify the type of alarm that triggered any action, the time period
and the type of text file.

1.
2.

Start the Viewer.
Click on the Tools menu, choose Export and then choose Action History to open the Export
Action History window.

Export Action History X,
Alarm type
(®iDevice alarms

© Application alarms
O Al alarms

Select all Clear all

Name Address Type Category
[] UPS_192.166.0.11 192.168.0.11 Liebert GXT UPS/WebCard Ups
[1|upS_192.168.0.125 | 192.168.0.125 | Liebert GXT UPS/WebCard |Ups

Start date End date
(® Start from oldest action in database. (® End with latest action in database.

© Start from action with specified date. © End with specified date.

oooiciomw ] [oveoroszmss

Separator: |, [.a

File:  C:\Program Fles\form\user\export\Actions_200807 061527 .¢5v

[ Close ] [ Help ]

Specify which category of alarms that triggered any action to export in the Alarm Type area:
* Device alarms - export alarms for selected devices only—for example, UPS on battery
+ Application alarms - export program-related alarms only—for example, Service started
+ All alarms - export both types of alarms (device and application) for all devices
(Only if Device alarms is selected:) Place a check mark M to the left of each device to include or:
+ Click Select all to choose all devices.
+ Click Clear all to remove all check marks.
The default Start Date and End Date for the exported file include all records, ranging from the
oldest action in the database to the latest, or most recent.
To change a date, click Start from action with specified date or End with specified date
and choose a date from the calendar below the button.
In the Separator box, choose the type of character to use between fields in the exported file:
comma (,) (the default), semicolon (;) or tilde (~).
The File box displays the default location—Nform\user\export—for the exported file. The file
name includes the date and time with the extension .csv.
To change this, enter the full path in the File box or click Change to browse for the location.
Click OK to export the file. A message window appears after the process is complete.
The exported text file has headings in the first row, as in the following example.

AlarmRecvDttm, MgdDeviceName, MgdDeviceAddress, Alarmld, AlarmName, AlarmSev, AlarmStatus, AckDttm, AckUsrName,
ClosedDttm, ClosedUsrName, Incident

2008-07-11 12:34:13, Nform, , 1, Service started,Info,Closed,2008-07-14 00:30:18, System,2008-07-14 00:30:18, System, ,
2008-07-11 12:43:39, Precision Cooling_192.168.203.234, 192.168.203.234, 6, Communications Restored,Info,Closed,2008-07-14
00:37:31, System,2008-07-14 00:37:31, System, ,

2008-07-15 13:21:13, UPS_192.168.202.191, 192.168.202.191, 2024, Communications Lost,Critical,Closed,2008-07-15 15:50:38,
System,2008-07-15 15:50:38, System, ,

2008-07-15 13:22:02, UPS_192.168.200.127, 192.168.200.127, 2025, upsTrapOnBattery,Warning,Closed,2008-07-15 15:51:03,
System,2008-07-15 15:51:03, System, ,
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14.3 Export Data Log History

The Data Log History may be exported as a text file that can be viewed or edited with a text editor or
spreadsheet program. You may export all records (the default) or select a time period and particular
logged data points. You may also choose a comma-delimited (default) or other type of text file.

Welcome to data log export wizard.

1. Start the Viewer. This feature requires logged data
via Data Logging or the Read Data action (see
9.2.7 - Data Logging and 12.2.6 - Configure
Read Data Actions). Data logging requires a
license with Advanced Communications (see
Table 12).

2. Click on the Tools menu, choose Export and then
choose Data Log History to open the Export Data
Log window.

3. Click Next.

4. Place a check mark M to the left of each device to
include or: s ] [ o)

Export data log

+ Click Select all to choose all devices. e 8
+ Click Clear all to remove all check marks.
5. The default Start Date and End Date for the o
exported file include all records, ranging from the
oldest to the latest. o e — e
To change a date, click Start from records with
specified date or End with specified date
record and choose a date from the calendar below

[1|ups_192.168.0.11 |192.168.0.11 |Liebert GXT UPS/webCard |Ups
|:| UPS_192.168.0.125 192.168.0.125 Liebert GXT UPS/WebCard Ups

the button. %asrifﬁfm oldest racords gi::rfmh Iatest record.

6. Clle NeXt. © start fram records with specified date. © End with specifed date recard.

7. The list will contain data points that are currently
being logged. Place a check mark M to the left of
each data point to include or: Export datalos =

+ Click Select all to choose all data points.

* Click Clear all to remove all check marks. -

» Place a check mark M in Export all logged @ £ g g
data points to include those that were —
previously logged but are not currently being e
logged. [ upsBatteryVokage WDC | The magnitude of the present battery voltage.

8. Click Next. o e st s
9. In the Separator box, choose the type of character to | f5 =iy T E——— 1

use between fields in the exported file: comma ()
(the default), semicolon (;) or tilde (~). <mk [ nec> ][ Gl |

10. The File box displays the default location— = =
Nform\user\export—for the exported file. The
file name includes the date and time with the
extension .csv.
To change this, enter the full path in the File box or o (il
click Change to browse for the location. e

11. Click Next to export the file.

12. A message in the next window reports whether the
exporting was successful. Click Finish to return to
the Viewer.

The exported text file has headings in the first row,
as in the following example.

File specification.

Click next to start exporting...

[ <gack  J[ mewt> | [ cancel

RecvDttm, LoggingResult, LoggingStatus, MgdDeviceName, ModuleName, DataPointName, DataValue, DataUnits
2008-07-07 08:46:19, Success, 0, UPS_192.168.0.11, , upsSecondsOnBattery, 0, sec,
2008-07-07 08:46:19, Success, 0, UPS_192.168.0.11, , upsEstimatedMinutesRemaining, 126, min,
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15.0 USING THE HELP MENU

The Help menu lets you open Liebert Nform help to the Contents or Index tab, view a list of device
types supported by Liebert Nform, open Liebert Nform help to access technical support contact
information, check for updates to the Nform application or supported devices (DTD) and view details
about Liebert Nform.

15.1 Contents
Use this option to open Liebert Nform help to the Contents tab.

To do this:
+ Start the Viewer.

Help
C Contents )

Index

Supported Device Types...
Technical Support...
Check for Updates

About Liebert Mform. ..

+ Click on the Help menu at the top of the window, then click on Contents. The NformHelp
window opens with the Contents tab selected

r|'_§2 NformHelp g@
-'E P '

_ B

Contents }Igdex Search | Favorites T _
= @ 2.0 Installing the Softwars
& @ 3.0 Overview 1.0 About Liebert® Nform™
= @ 4.0 Getting Started With Lisbert M :
£l @ 5.0 Using the Application Menu A =
=] @ 6.0 Using the View Menu 3
=] @ 7.0 Configuring User Options H ® U
[+ @ 8.0 Corfiguring Server Options 1'0 ADOUt LIEDEH Nfﬂ rm
= @ 9.0 Corfiguring Devices Liebert Nform is a software tool that
= @ 10.0 Corfiguring Views forthe MNav monitors the condition of networked
@ @ 11.0 Configuring Shutdown Clierts equipment, tracks alarms and other
= @ 12.0 Corfiguring Actions conditions, then sends notifications and
= @ 13.0 Corfiguring Users and Groups performs other management actions based on
= @ 14.0 Using The Tools Meru those conditions.
<Efl ® 15.||:?"O|:-elatlnll'| - Usingthe VIE%EE; ][v] The software may be confizured to monitor
- (] and manage a wide variety of Liebert devices  |w]
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15.2 Index
Use this option to open Liebert Nform help to the Index tab.
To do this:
+ Start the Viewer.

Help

Contents

C Index )

Supported Device Types...

Technical Suppart...
Check for Updates
About Liebert Mform. ..

+ Click on the Help menu at the top of the window, then click on Index. The NformHelp window
opens with the Index tab selected.

I.sgiij NformHelp g@
x5 07

Hide  Back  Prnt Options

—
| Contert{ | Index  |)5earch | Favortes | | ~z ™
Type in the keyword to find: |

I 1.0 About Liebent® Nform™

1.0 About Liebert® Nform

shutdown clients Liehert Nform is a software tool that
add areas monitors the condition of networked =
add view equipment, tracks alarms and other
adding devices A58 2 :

bt dovins on et conditions, then sends notifications and

erter IP address or hostname, one device performs other management actions based on

w b
erter mnne of 1P addrecess those conditions.

The =zoftware may be confizured to monitor

and manage a wide variety of Liebert devices M
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15.3 Supported Device Types
Use this option to view a list of device types supported by the Nform software.
To do this:
+ Start the Viewer.

Help

Contents

Index

( Supported Device Types... )
Technical Suppart...

Check for Updates
About Liebert Mform. ..

+ Click on the Help menu at the top of the window, then click on Supported Device Types. The
Supported Device Types window displays a list of devices along with the Category icon and name
and the Protocol, as shown below.

'Supported Device Types |

Device Type Category Protocol [:

Avocent PM3000 Series Rack PDU Rack PDU SHMP |

Chloride/ ONEAC ON Series UPS RS SHMP 1

Emerson Energy Systems (EES) Actura A7 Power SHMP B

Emerson Energy Systems (EES) Candeo A7 | Power SHMP

Emerson GXT3/SIC B | other Liebert protocol

Emerson ITA 3K UPS/SIC B | other Liebert protocol

Emerson ITA UPS/SIC B | Other Liebert protocal

Emerson Metwork Power iTrust UPS UFS SHMP

Knurr Cool Loop %% | Precsion cooling SHMP

Knurr RMS Compact 11 # /o SHMP

Liebaert Alber @ Battery monitoring | SNMP

Liebert Alber BDSU @ Battery monitoring | Liebert protocol

Liebert APM UPS Liebert protocol

Liebert Atlas Air Unit %% | Precsion cooling SHMP

Liebert Challenger @ |Precision cooling Liebert protocol M
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15.4 Technical Support
Use this option to open Liebert Nform help to display contact information for technical support.
To do this:
+ Start the Viewer.

Help

Contents

Index

Supported Device Types...

( Technical Suppart... )
Check for Updates

About Liebert Mform. ..

+ Click on the Help menu at the top of the window, then click on Technical Support. The
NformHelp window opens to the section with contact information for tech support.

Ifaﬁj NformHelp g@
- a4 B
Hide  Back  Prnt Options
— s
Conterts | Index || Search || Favortes | (
< | =
= (& 1.0 About Lisbert® Nform™ ~
Fi] 1.1 How Do You Contact Eme:
@ 1.7 What is Liebert Nform? 1.0 About Liebert® Nform™
1.3 Who Can Benefit From List Emerson Network Power for T
@ 1.4 What is Required to Use Li
1.5 Sample Liebert Mform Corfi
@ 2.0 Instaling the Software 11 How Do You Contact Emerson
@ 2.0 Overvew Network Power for Technical
@ 4.0 Getting Started With Liebart Mf P
@ 5.0 Using the Application Menu PP )
@ 6.0 Using the View Menu For help on setting up Liebert Nform or any
@ 7.0 Configuring User Options other menitoring product, contact Emerson’s
@ 2.0 Corfiguring Server Options Software Technical Applications Support
@ 5.0 Configuring Devices Center at-
@ 10.0 Configuring Views for the Nav&]
EJ i | [ll Tahla 1 Tarhniral ennnort rnntar‘iM
L al I >
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15.5 Check for Updates

You may check manually for up

dates to the Liebert Nform software and device support (DTD) files at

any time. See 8.8 - Server Options - Updates Tab to have this done automatically.

To check for updates manually:

+ Start the Viewer with permission to manage licenses (see 13.2 - Assigning Users to Groups).

Help

Contents

Index

Supported Device Types...
Technical Suppaort...

C

Check for Updates

)

About Liebert Mform...

+ Click on the Help menu at the top of the window, then click on Check for Updates. (If no

updates are available, a notification window appears, as shown below.)

Registration Update

1 ) There are no Mform

updates available.

1l

E oK

Help ]

* The Updates Available window displays all updates that may be installed. The example below
shows the three types—DTD (an updated device support file), Patch (a software patch) and
Product (a software update)—along with a description, the filename and whether the file has been
downloaded. (The Download Directory appears only if the Viewer is running on the Nform server.)

Updates Available @

The following updates are available

for your Nfarm system.

Update Type Description Filename Downloaded
Dtd dtd updates file for Liebert ... 461224896838.dtd Ho
Batch Nform 4.6.2 patch Nform 4.6.2.msp ¥es
Product Nform 4.6.2 product update file Nform 4.6.2.exe ¥es

Download directory for updates

| Open...

|

| Close Help l

The Updates Available button shown below appears in the Viewer when updates are available.
Clicking on this button opens the Updates Available window above.

v

To download updates manually, go to the Software Assurance Web site (see Table 1).
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15.6 About Liebert Nform

View details on Nform Viewer version, server, database, installed license keys, registration and how
to contact technical support.

To do this:
+ Start the Viewer.

Help

Contents

Index

Supported Device Types...
Technical Suppaort...

Check for Updates

( About Liebert Mform... )

* Click on the Help menu at the top of the window, then click on About Liebert Nform.

+ Click on any tab—Viewer, Server, Database, License or Registration—to view the appropriate
information. The example below shows the License tab with details about all license keys that

are installed. All tabs display the same contact information in the Support section in the bottom
half of the window.

About Liebert® Nform X,

Copyright (c) 2003-11 Liebert Corporation. All rights reserved.

&

.Uiewer I Ser\.fer. Database | Registmtiarlll_

Network Power

Managed device limit: Unlimited
Managed shutdown dlient limit: Unlimited
Advanced communications

Advanced notification

Support
Productinformation: hitp://nform.liebert. com/
Software assurance: http://applications.liebert. com/nfommsa/

Contact us: liebet monitoring @emerson.com

+1 800.222.5877 +1 614.841.6755 [ System Info... |

+ Click OK to close the window.
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16.0 OPERATION - USING THE VIEWER

The Viewer has three tabs that offer different views of managed devices and monitored device data,
described in the following sections:

* 16.1 - Dashboard Tab - quick graphical look at the current status of managed devices

+ 16.2 - Navigate Tab - Area - hierarchical view of configured areas, with detailed data

+ 16.3 - Navigate Tab - Device - hierarchical view of managed devices, with detailed data
* 16.4 - Alarms Tab - view and management of alarm data

16.1 Dashboard Tab

[ ‘ MNAVIGATE B ALARMS

The Dashboard tab is active when the Viewer is launched, providing a quick summary of the status of
monitored and managed devices. For features available in the Dashboard view, refer to:

I

* 16.1.1 - Dashboard View - overview of the Dashboard window

+ 16.1.2 - Select Devices for Gadgets - use status buttons and filters to select devices

* 16.1.3 - Customize Gadgets - limit devices shown, change graph type and colors

+ 16.1.4 - Add Gadgets - create a new gadget

+ 16.1.5 - Global Gadget Options - additional options to change the appearance of any pie chart

16.1.1 Dashboard View
The Dashboard tab is the default view when the Viewer is opened.

DEFAULT VIEW
All devices shown —
in gadgets = n
@ F‘ FMF}:\‘SUN
219 54 5 Minimize,
Maximize/Restore
Gadgets —

+ Click on the Dashboard tab to display gadgets in the Viewer Display Area. The gadgets show
device status data in graph or list form.

* Default gadgets appear after installation (see 16.1.4 - Add Gadgets to add gadgets):
* Device Status - list of managed devices by status: No communication, Normal or Alarm
+ Alarm Status - 3D graph of managed devices currently in alarm
+ Alarm Severity - 3D graph of managed devices by level of alarm severity

Resize and Rearrange Gadgets
Gadgets may be resized and rearranged:

* Resize a gadget using the standard Windows buttons in the upper right corner—Minimize,
Maximize and Restore—or move it by clicking on the title bar and dragging it.

+ If the Close button is clicked, the gadget disappears permanently. To create a new gadget, see
16.1.4 - Add Gadgets.

* Right-click on any gadget, then choose Tile or Cascade to rearrange all gadgets.
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16.1.2 Select Devices for Gadgets

Status buttons and filters offer a quick way to select which devices to show in gadgets.

Use Status Buttons to Show Device Status View

A status button may be used to toggle between a list of devices with that status and the default view:

Click on a status button—the example below shows No communication. The button has a gray
outline, the name of the selected state appears above the Viewer Display Area and gadgets in the
display area show only devices in that state.

Each device status view—No communication, Normal and Alarm—has a Device Status list gadget
by default. Customized gadgets may be added to any view and will be pre-filtered with devices in
the selected state. Device status views operate independently.

When the status button has a gray outline, click again to restore the default view showing all
devices and all gadgets. Toggle between views with any of the three status buttons.

DEVICE STATUS VIEW | & administrator - Liebert® Nform BEx]
status buttOn selected Application  View  Configure Took Help
to show only devices EEEEEEEE—— _ Y

in that state

EMERSON

Status button DASHBOARD P 1

selected r oo [
(gray outline) ® =JOES Name of selected state

Device Status —
gadget shows only
devices in selected
status category

(No communication)

Device Description Address ‘ | No communication

Apply Filters

A filter may be applied in any gadget to show only devices that meet the specified criteria:

Enter criteria in the Filter box at the bottom of the window—the example below shows a different
filter for each window: MPX, Nform and 114. The text must appear in the device name,
description, IP address or status.

Press the Enter key. The gadget shows all devices that meet the criteria.
Hover the mouse over a pie segment to reveal the number and percentage of devices in the chart.
To remove the filter and show all devices, simply delete the text in the Filter box and press Enter.

FILTERED VIEW & Administrator - Liebert Nform LoE
FIIteI'S apPIIEd in Application  View Configure  Tooks  Help
gadget windows y

v
EMERSON

Address Status

Filter
for this
gadget

Show data for
segment on
mouseover
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16.1.3 Customize Gadgets

Each gadget may be customized to limit the number of devices shown, change the type of graph and
choose different colors for the graph categories. Also see 16.1.5 - Global Gadget Options for
additional sizing and label options for pie charts.

To customize a gadget:

Click on Setup in the bottom right corner of any gadget to open an Edit window.

Edit Device Status: All Gadget

DASHBOARD
"

= o ‘.M—‘
EMERSON Device type: Al ~| Color E]
Manufacturer: Al || | Basic colors
NAVIGATE ) ALARMS p Specific device ’_’_ ™.
e | © Show addresses al T [T

& Show names — | ..
ENEEENEN
AN EEEEEN
Gadget category: EEEEETE

Display type: List (oo
slice colors EF !7 rrrrr
| * e
Alarm Reset to global
No communication Define Custom Cols
Define Custom Colors >
nce

Slice colors

User Acknowledged

rq ™ -
| |Warning [
System Acknowledged . ‘ Minor =

Mzjor [

[ 0K I [ Cancel ]
Edit Alarm Status: All Gadget Edit Alarm Severity: All Gadget
Device category: | Device category: | |v
Device type:| Al (il Device type:| Al ]
Manufacturer: Al ”” Manufacturer: Al v.
Specific device Specific device
(3 Show addresses Al [se] (3 Show addresses Al [se]
(51 Show names = (51 Show names =
- Reset to
Gadget category: Gadget category: GI
= obal
Display type: 3D Pie Chart ™ Display type: 3D Pie Chart b
utton

Slice colors

Reset to global

[ 0K 1 [ Cancel ] [ 0K 1 [ Cancel ]

At the top of the Edit window, choose groups of devices to display in this type of graph (the default
is All devices):

* Device category—for example, UPS
* Device type—for example, Liebert GXT UPS/Web Card
* Manufacturer—for example, Liebert
In the Specific Device section, choose a single device to display in the graph (the default is All):
* To choose a device by IP address, click Show addresses, then select from the drop-down list.
* To choose a device by name, click Show names, then select from the list.
In the Display Type list, choose the type of graph for this gadget:
+ 3D Pie Chart - three-dimensional circle graph (default)
+ 2D Pie Chart - two-dimensional circle graph
+ List - color-coded text listing of alarms or devices in each category
In the Slice Colors list, click on a category—for example, Normal or Unacknowledged—then click
on the color box to change the color representing that category.
In the Color window, choose a color from the Basic colors list at the top (or click on the Define
Custom Colors button to select a different color—see 7.2 - User Options - General Tab). The
selected color is outlined. Click OK to close the Color window.

Click the Reset to Global button to apply global options to this gadget (see 16.1.5 - Global
Gadget Options). This button is disabled if no gadget properties have been customized.

Click Apply at any time to view the changes without closing the Edit window.
When finished, click OK to save changes (or Cancel to close without saving).
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16.1.4 Add Gadgets

Besides the three default gadgets, additional gadgets may be created. This feature permits separate
gadgets showing the status of UPSs and cooling units, for example.

To create a gadget:

* Click on the Alarms or Communication button directly below the Dashboard tab to open an

Add window.

* In the Add window, select the options for the new gadget (see 16.1.3 - Customize Gadgets).
* When finished, click OK.

[-r:ii- Administrator - Liebert® Nform

BEX]

Application  View  Configure  Tooks Help

= Add New Alarms Gadget

Device category: All

Device type:| Al

Manufacturer: Al

Specific device
@ Show addresses Al
C Show names

Gadget category: Alarm Status

Display type: 3D Pig Chart
slice colors
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User Acknowledged
System Acknowledged

DASHBOARD NAVIGATE ) ALARMS p

a2 Add New Communication Gadget
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Device type:| Al
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Gadget category: Device Status

Display type: 3D Pie Chart
slice colors
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ARrm
No communication
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Operation - Using the Viewer

16.1.5 Global Gadget Options

The pie chart size and labels may be customized in any gadget. To do this:

+ Click on Global Options in the right side of the window—with the Dashboard tab selected—to
open the Configure Global Gadget Display window.

* Click on the tab for the gadget to be changed:

* To change the Device Status pie chart, click the Communication tab.

+ To change the Alarm Status pie chart, click the Alarms tab, then the Alarm Status tab.

* To change the Alarm Severity pie chart, click the Alarms tab, then the Alarm Severity tab.
* For each category:

+ Click the Slice color box to change the color (see 16.1.3 - Customize Gadgets).

+ Valid Offset values range from 0 to 1 (default offset is 0.05 for each slice, 0.25 for pie height).
+ Place a check mark M for each additional option to be activated:

+ Fit chart - cause the graph to fill the gadget regardless of window size.

* Turn labels on (checked by default) - show the Slice Name for each category on the graph

+ Show zero slice - show a label for any slice representing a category with no devices or
alarms (if Turn labels on is also checked)

* Click Apply at any time to view the changes without closing the Edit window.
* When finished, click OK to save changes (or Cancel to close without saving).

&' Administrator -

Liebert® Nform

Appiication  View

Configure  Tools

Help

_
t Nform F
1 0

DASHBOARD NAVIGATE b ALARMS p

y
Configure Global Gadget Display
[Afirs | Yommunication
Alsrm Status | ARrm Severity
slice name Slice color  Offset
Normal = 0058 []Rt chart Slice name Slice color  Offset
Alarm m 0.05/2] [ Tum labels on Unacknowledged w 0.05[%] []Fitchart
No communication ] 0.05[2] ] Show zero slice User Acknowledged o 0.05/2] [ Tum labels on
Pie height: 02502 System Acknowledged D 0052 [ Show zero slice
Pie height: 0.25 2]
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Operation - Using the Viewer

16.2 Navigate Tab - Area

DASHBOARD |

The Navigate tab displays managed devices and floor plans in a navigation tree in the left side of the
window. Tabs in the right side of the window offer options to display various types of data for a
selected area or device.

The tabs vary, depending on whether an area or a device is selected in the left side of the window. The
options for a selected area are:

+ 16.2.1 - Navigate - Floor Plan View - display of placement of devices in the selected area
+ 16.2.2 - Navigate - Alarms View - listing of alarms for the selected area
+ 16.2.3 - Navigate - Info Links View - clickable links to relevant Web pages or computer files

The default navigation view—All Devices—shows every device that has been added to the Managed
Devices list (see 9.1 - Add Devices to the Configuration).

Customized views may be created for any reason and may be specified as the opening view for any
user (see 10.0 - Configuring Views for the Navigate Tab).

The arrow tab [J indicates that double-clicking opens the Navigate view in a separate window, which
can be dragged anywhere on the screen or to another monitor. The Navigate tab disappears from the
original window as long as the separate window remains open.

16.2.1 Navigate - Floor Plan View
+ Click on the Navigate tab, then click on an area in the tree at left.

* In the right side of the window, click on the Floor Plan tab to display the area’s floor plan
showing configured placement of devices in the selected area. Icons indicate the status of any
devices that have been configured in the floor plan (see Table 9).
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Operation - Using the Viewer

16.2.2 Navigate - Alarms View

The Alarms view in the Navigate tab displays alarm history data for a selected area. Authorized users
may acknowledge and close alarms and add comments and incident reports to any alarm from this
window.

This window offers the same alarm features as the Alarms tab (see 16.4 - Alarms Tab). The Alarms
view described in this section shows alarms for all devices that are part of the selected area.

To view this data:

* Click on the Navigate tab, then click on an area in the tree at left—the example below shows the
All Devices area selected..

* In the right side of the window, click on the Alarms tab to display alarm history data for the
selected area in the Viewer Display Area. The alarm list shows details about the time of
occurrence, type of alarm, source of the alarm, its severity and any comments or incidents. (If an
alarm was received during a scheduled maintenance and a Reason was specified, that text
appears in the Incident column.)

=R Device: |
Deviceld
—-gl2) Areal

Received Alarm Source Comment Incident

171 Area3

i
%]
x
x
&
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+ Click on an alarm in the list, then click on any of the following buttons above the alarm list for
additional options, which are available to users with permission to manage alarms (see 13.2 -
Assigning Users to Groups):

+ Acknowledge - to acknowledge the selected alarm.
* Close - to remove the selected alarm from the display.

* Detalils - to view or add comments, incident reports and other alarm information in the Alarm
Details window (see 16.4 - Alarms Tab for more information).
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16.2.3 Navigate - Info Links View

The Info Links tab displays information links for a selected area. These are user-defined links to Web
page or files that pertain to this area.

To view this data:

* Click on the Navigate tab, then click on an area in the tree at left.

* In the right side of the window, click on the Info Links tab to display configured links for the
selected area in the Viewer Display Area.

DASHBOARD @ NAVIGATE B) ALARMS P
Sl Devices | Foor Plan C Alarms

Devicel0
—-gl2) Areal
o] Devicel]  User-defined

Device Root Link 1

ok Device ]
ol Device Root Link 2

gkl Device

=gl ) Area2
ol Device
ol Device
Device
ol Device
ol Device

171 Area3

+ User-defined info links are configured by users. For details on adding, editing or deleting these
links, refer to:
+ 9.2,5 - Info Links for details on adding or changing an info link
* 10.2 - Add or Edit an Area to add an info link for an area
* 10.4.1 - Group Properties - Logical Groups to add an info link for a logical group
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16.3 Navigate Tab - Device

DASHBOARD [

The Navigate tab displays managed devices and floor plans in a navigation tree in the left side of the
window. Tabs in the right side of the window offer options to display various types of data for a
selected area or device.

The tabs vary, depending on whether an area or a device is selected in the left side of the window. The
options for a device are:

+ 16.3.1 - Navigate - Web View - access to the device using a Web browser interface

+ 16.3.2 - Navigate - Parametrics View - tabular display of parametric data for the device

+ 16.3.3 - Navigate - Alarms View - listing of alarms for the selected device

* 16.3.4 - Navigate - Trends View - graph of data points collected through data logging

+ 16.3.5 - Navigate - Info Links View - clickable links to relevant Web pages or computer files

The default navigation view—AIll Devices—shows every device that has been added to the Managed
Devices list (see 9.1 - Add Devices to the Configuration).

Customized views may be created for any reason and may be specified as the opening view for any
user (see 10.0 - Configuring Views for the Navigate Tab).

The arrow tab [J indicates that double-clicking opens the Navigate view in a separate window, which
can be dragged anywhere on the screen or to another monitor. The Navigate tab disappears from the
original window as long as the separate window remains open.

16.3.1 Navigate - Web View
* Click on the Navigate tab, then click on a device in the tree at left.

* In the right side of the window, click on the Web tab to display the device’s data in a Web browser
view. A message appears if the device does not have a Web card or if communication has been lost.
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* To view the same device data in the computer’s default Web browser, click View in browser. The
Web browser opens and connects to the device’s IP address.
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16.3.2 Navigate - Parametrics View

The Parametrics tab displays parametric data for the selected device.

To view this data:

* Click on the Navigate tab, then click on a device in the tree at left.

* In the right side of the window, click on the Parametrics tab to display parametric data for the
selected device in the Viewer Display Area.

Liebert Nform

L]

VEM-14
ups 1

<

(®) Geographical area;
O Logical groups

Data
selected

= Pevcel? |

Liebert MP|
i

Marc'sCubid
OCWEBTES

ol SnmpAgen
o EMPDUCOS

~

Value Units

Unit name

Battery status
Battery discharge time
Input bad count
Input frequency
Input voltage

SHMP_Test
normal
0 sec
0
60.0 Hz
115 VAC

Load on source
Qutput frequency

normal
60.0 Hz

ek

Qutput voltage 120 VAC

» | | Qutput current 1.6 AAC

hd

=] Marc'sCubig
2] oCwER#FS|
up#
g”SnmpAgen
EMPDUCon,
>

(®) Geographical areas
O Logical groups

Statistics/SNMP
selected

h

=l Devicel2

EMERSON

FE 1nfo Links

G Alarms J3)

| Trends

] IR

Name
SMMP in packets
SNMP out packets
SNMP in bad versions
SNMP in bad community names
SNMP in bad community uses
SNMP in ASN parse errors
SNMP in too bigs

SNMP in no such names

SNMP in bad values

SNMP in read onlys

Data

=) Statistics
1P|
SHMP
TCP
uop
P

10765
10788

oo ocoooo

ERRE

-
S

-—J

* Two types of parametric data are available. Click on one of these options to display device data or
statistics for the device.

Data - the default, shown above left

+ Statistics - options depend on the device selected—SNMP in the example above right
* To sort the list, click on a column heading—for example, Name.
* Click these tabs above the list for additional options:
+ Details - open a window that displays a definition of the selected item. Click on Close to

return to the Parametrics view.

* Refresh - update the display with the most current device information.

+ Edit - make changes to the device itself—available only to users with permission to set device

data (see 13.2 - Assigning Users to Groups).

When Edit mode is active, this tab toggles to Read only - leave Edit mode and return to
display-only mode (see 9.2.6 - Alarms and Data for more information).
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16.3.3 Navigate - Alarms View

The Alarms view in the Navigate tab displays alarm history data for a selected device. Authorized
users may acknowledge and close alarms and add comments and incident reports to any alarm from
this window.

This window offers the same alarm features as the Alarms tab (see 16.4 - Alarms Tab). The Alarms
view described in this section shows alarms for a single device, rather than for all devices.

To view this data:

+ Click on the Navigate tab, then click on a device in the tree at left.

* In the right side of the window, click on the Alarms tab to display alarm history data for the
selected device in the Viewer Display Area. The alarm list shows details about the time of
occurrence, type of alarm, source of the alarm, its severity and any comments or incidents. (If an
alarm was received during a scheduled maintenance and a Reason was specified, that text
appears in the Incident column.)

—

) web B Parametiics

[ UPS. 192 168.0.125

®@: @
Received Alarm

2008-06-11 09:50:35 No Alarms Present

+ Click on an alarm in the hst, then click on these tabs above the list for additional options, which
are available to users with permission to manage alarms (see 13.2 - Assigning Users to
Groups):

+ Acknowledge - to acknowledge the selected alarm.

* Close - to remove the selected alarm from the display.

* Detalils - to view or add comments, incident reports and other alarm information in the Alarm
Details window (see 16.4 - Alarms Tab for more information).
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16.3.4 Navigate - Trends View

Data logging requires a license with Advanced Commaunications (see Table 12). This feature requires
logged data via Data Logging or the Read Data action (see 9.2.7 - Data Logging and 12.2.6 -
Configure Read Data Actions).

The Trends function in the Navigate tab displays a graph of data points for a selected device. The
data points must be selected for logging and graphing before the graph may be viewed.

To select and view this data:

+ Click on the Navigate tab (below left), then click on a device in the tree (left side of the window).
+ In the right side of the window, click on the Trends tab.

Select maximum of eight device parameters. Selecting any device parameter for trending will cause the serverto log the data ve
sampling interval below.

Duration
O Previous

Show time range selection

Time range: 2011-07-10 09:30:00 - 2011-07-10 11:30:00

To

2011-07-10

[v] [2011-07-10 (]|

09:30:00

2 [1300 =l ¢ Refresh

e

Log

Graph Name Units Description
iy :
Control temperature | deg C | Temperature measurement used as control feedback.
Control humidity |% RH Humidfty measurement used as control feedback.
Cooling capacity state | %
Heating capacity state | % The percentage of the heating capacity presently in use.

The percentage of the caoling capacity presently in use.

Sampling interval {minutes): 18

* Click the Refresh button—either above the graph or at the bottom of the window—to update the
graph. The graph is not updated with new data until the Refresh button is clicked.

*+ Click the Setup button above the graph to open the Trend Data Selection window, shown above
right. See 9.2.7 - Data Logging for details on the Device Data Logging window, a similar
window—minus the Graph column—where points may be selected for logging.

+ Place a check mark M in the Graph column to select a data point (up to eight) to be graphed.
This also places a check mark in the Log column, indicating the parameter will be logged.

* In the Sampling Interval (minutes) box, choose the time interval for sampling all selected
data points. The default is 30 minutes; valid entries are from 1 to 10080 minutes (7 days).

+ Click OK when finished. Click Refresh to update the graph in the Navigate window.

* Click the Copy data button above the graph to create a comma-delimited copy of the data labels
and values on the clipboard, which can be pasted into a text or spreadsheet file.

+ To change the time axis, place a check mark M in the Show time range selection box below the
graph. Specify the Duration using either of these options, then click Refresh:

* Previous: Choose the amount of data history to display—e.g., the past 2 hours or 30 days.
* Period: Specify a range of start and end times in the From and To boxes.
+ Click-and-drag to draw a rectangular area to zoom in on any portion of the graph.
* Use the mouse wheel to pan the graph.
* Right-click anywhere on the graph area for a pop-up menu with these additional options:

Copy

Page Setup...
Print...

Show Point Values
Un-Zoom

Undo All ZoomFan
Set Scale to Default
Save Image As...

Copy data

Menu option

Description

Copy or print Copy Copy the graph to the clipboard

the graph Page Setup... Change settings for printing the graph

image Print... Send the graph to a printer

Display data Show Point Values Display the point values on mouseover
Restore Un-Zoom Restore original view after zooming

original Undo All Zoom/Pan | Restore original view after zooming or panning
view

Set Scale to Default

Undo any changes to the graph scale

Save graph image

Save Image As...

Save the graph as a graphic file

Copy values

Copy data

Copy data labels and values to the clipboard
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16.3.5 Navigate - Info Links View
The Info Links tab displays information links for a selected device. These include both clickable links

to Web pages gathered during Auto Discovery of devices and user-defined links to Web page or files
that pertain to this device.

To view this data:

* Click on the Navigate tab, then click on a device in the tree at left.
* In the right side of the window, click on the Info Links tab to display configured links for the

selected device in the Viewer Display Area.
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GXT-MT 1000VA Home Page

GXT 2U (Rackmount), S00VA-3000¥A Home Page

GXT 6-10 KVA Home Page

User-defined

* Permanent info links are gathered automatically during device configuration; they may not be

edited or deleted.
+ User-defined info links are configured by users. For details on adding, editing or deleting these

links, refer to:
+ 9.2,5 - Info Links for details on adding or changing an info link

+ 10.2 - Add or Edit an Area to add an info link for an area
+ 10.4.1 - Group Properties - Logical Groups to add an info link for a logical group
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16.4 Alarms Tab

DASHBOARD NAVIGATE P \

The Alarms tab displays alarm history data for all managed devices in the current view. Authorized
users may acknowledge and close alarms and add comments and incident reports to any alarm.

This window offers the same alarm features as the Alarms view in the Navigate tab (see 16.3.3 -
Navigate - Alarms View). The Alarms tab described in this section shows alarms for all devices,
rather than for a single device.

The arrow tab [J indicates that double-clicking opens the Alarms view in a separate window, which
can be dragged anywhere on the screen or to another monitor. The Alarms tab disappears from the
original window as long as the separate window remains open.
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16.4.1 Viewing Alarms
To view this data:

* Click on the Alarms tab to display alarm history data for all devices in the Viewer Display Area.

‘ =" Administrator - Liebert® Nform E]@
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+ The Viewer Display Area displays history data for each alarm (see 16.4.2 - Managing Alarms):
* Received: the time the alarm was detected by the Nform server
+ Alarm: the type of alarm—e.g., Utility failure -- Cleared
* Source: the source of the alarm—e.g., the Nform application (Nform) or a device (Devicel2)
+ Severity: the alarm’s level of severity (see Table 9)
+ Comment: an icon indicating comments added in the Alarm Details window
* Incident: a name indicating a related incident added in the Alarm Details window:

Received Alarm Source Severity Comment | Incident
2008-12-16 09:53:24 | Utility failure -- Cleared Device12 | (3§ Critical 7 4
2008-12-16 09:58:55 | Service started Nform ) Informational IncidentA

* Double-clicking on a device name—e.g., Devicel 2—opens the Navigate tab view of that device.
Double-clicking on any other part of an alarm listing opens the Alarm Details window (see
16.4.2 - Managing Alarms).

* To sort the list, click on any heading—for example, Alarm or Source.

* Color-coded numbers of acknowledged and unacknowledged alarms appear above the Detail area.

+ For a device in Maintenance mode (see 9.3 - Configure Maintenance Mode):
Any alarm received while a device is in Maintenance mode has a Maintenance icon in the Severity
column. If a Reason was entered for a scheduled maintenance, the reason appears in the Incident
column. Informational alarms indicate when the device enters and returns from Maintenance
mode, as shown in the following example.

Received Alarm Source Severity Comment Incident
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16.4.2 Managing Alarms
To manage alarms:

+ Start the Viewer with permission to manage alarms (see 13.2 - Assigning Users to Groups)
+ Click on the Alarms tab to display alarm history data for all devices in the Viewer Display Area.
+ Use standard shift-click and control-click methods to select multiple alarms.
* Select one or more alarms in the list, then click on these buttons to manage alarms:
+ Acknowledge - to acknowledge the selected alarm
* Close - to remove the selected alarm from the display

+ To view or add details for alarms, select one or more alarms in the list, then click on the Details
button to open the Alarm Details window, shown below right.

* The Alarm Information at the top is for display only: the alarm name, description and other
details such as severity level and time received.

* The Alarm Action Details shows a list of actions executed as a result of this alarm.

* The Display Graph button is enabled only if a Read Data action—mapped to this alarm for
this device—is selected in the Alarm Action Details list. When enabled, this button displays a
trend graph (see 16.3.4 - Navigate - Trends View).

—
Liebert Nform \‘, % F
) a
4

16 0

DASHBOARD NAVIGATE
Ackm:-wledge- Ei Close

Received Alarm
Alarm Details

Alarm information
Name: Alarms Present
Description:
Indicates the physical device has active alarms.

Severity: Warning Address: 192.168.0.12
200512101093 : 1 s oadiog et ey Received: 2008-12-16 09:51:28 Source: Devicel2
Action set Action name Action type Result

Alarm management
Alarm status

[] Acknowledge
[] Close

Incident: |

Comment:

[ oK ] [ Cancel ] ’ Help ]

+ In the Alarm Status area, place a check mark M in the Acknowledge or Close box as needed.

+ In the Incident box, enter a description (up to 20 characters)—for example, an event that may
have caused the alarm. This description is displayed in the Alarms view.

+ Enter any additional notes in the Comments box. An icon appears in the Alarms view after a
comment is added to an alarm.

* When finished, click OK to save changes (or Cancel to close the dialog without saving).
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16.4.3 Informational Icons in the Navigation Tree

The Navigation tree displays icons to indicate normal operation, active alarms, communication loss
and other conditions of managed devices and floor plans. The Alarms view displays icons to indicate

the severity level.
NAVIGATION TREE

1=l gl:l'
= glol Areal

= gll Area2
GXTO7
GXTOS
Y Deluxs309
Ups11

Status
icons

WiniMate10
pP5_126.4.203.108
P5_126.4.203.174
\ JUPS_126.4.203.180

=’ Environmental_126.4.21

Device
icons

ALARMS VIEW

2008-12-16 09:53:42 Alarms Present ... Devicel2
2008-12-16 09:53:25 Load on batter... Devicel2

0>

Alarm Icons

Table 9 summarizes the meaning of icons that indicate the status of monitored and managed devices.

Table 9 Informational icons - summary
Icon | Description Additional information
DEVICE ICONS
E| Battery monitoring device —
< | 1O devi —
— evice
o Power device —

Precision cooling device

Rack PDU device

UPS device

Other device

STATUS ICONS (examples with UPS device)

E Device in normal status

E Device not being monitored for status

E Active alarm received from this device

-1
ﬁ:E Device in maintenance mode

Appears for a device in maintenance mode above any
status icon—e.g., Active alarm or No communication.

&E No communication with this device

When this “no communication” symbol appears, verify
that your network cables are connected.

— No communication with at least one If further action is required, consult your SNMP card
'5'-"_' device in this area user manual.
ALARM ICONS

9 Critical alarm

¥ Warning alarm —
—
ﬂ Informational alarm —

{.j.f‘ Maintenance mode

See 9.3 - Configure Maintenance Mode.
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17.0 RUNNING LIEBERT NFORM

After installation, the Liebert Nform service begins running in the background, monitoring and
managing all configured devices.

The Liebert Nform service continues running constantly, but it may be stopped and restarted through
the following methods:

Method For details, see:

* The Windows Services application allows you to stop the 17.1.3 - Stop the
Liebert Nform service manually. Liebert Nform Service

* The same Services application allows you to resume the 17.1.4 - Restart the
Liebert Nform service without having to restart the computer. Liebert Nform Service

* The service is stopped automatically during operations 18.0 - Using Nform
performed in the Tools application. Tools

+ After being stopped automatically, the service restarts 18.3.2 - Application
automatically when exiting the Tools application. Menu - Close Nform

Tools

( 2 NOTE
Stopping the service prevents Liebert Nform from monitoring and managing your devices.
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17.1 Starting or Stopping the Liebert Nform Service
Under normal circumstances, you will not need to start or stop the Liebert Nform service manually.
This may be done in the Nform Tools application (see 18.3.1 - Application Menu - Service) or from
the Windows Services application, as described below.
17.1.1 Open the Services Application
1. Click on the Start button, then Control Panel.
2. In the Control Panel window:
+ (Windows 7 and Server 2008 R2) Click on System and Security.
+ (Windows Vista and Server 2008) Click on System and Maintenance.
* (Windows XP and Server 2003) Click on Performance and Maintenance.
3. Click on Administrative Tools.
4. Double-click on Services.
* (Windows Vista & Server 2008) Click on Continue in the User Account Control window.
5. Perform the following functions as needed.
17.1.2 Verify Whether the Liebert Nform Service is Running (Status column)
* Check the Status column in the Services window to see whether the Liebert Nform service is
running (Started) or not running (blank).
17.1.3 Stop the Liebert Nform Service
This action prevents Liebert Nform from monitoring and managing your devices. To stop the service:
* Right-click on Liebert Nform, then click on Stop in the pop-up menu.
(Or click on Liebert Nform, then on the Action menu at the top of the window, then Stop.)
17.1.4 Restart the Liebert Nform Service

The service starts automatically when the monitoring workstation is restarted. To start it manually:

* Right-click on Liebert Nform, then click on Restart in the pop-up menu.
(Or click on Liebert Nform, then on the Action menu at the top of the window, then Restart.)

30

ﬁ
&

_—

_»

oD LoE Examples shown for Windows XP
Fle Edit Wew Favorites Tooks Help I o -
== = = = = Performance and Maintenance E]@
5 - = e i i r
Q Back O = 7 - search Folders x if) Fle Edit Yew Favortes Tools Help i
" Gﬂack - = ) ssaren Folders x 1
tral Pa (2]
2 Performance and
B Switch to Classic View See Also & i
— .
% P Y & Flle Types
See Also 0 \j‘) S 7B System Restore
& Windows Lpdate S -
@) Help and Support ‘;) @ Troubleshoaters 2
£ Other Cantral Pansl [] Startup and Shutdown
Options )
— 3
I_r; ) —
——/

¢
q _-};5 A
44 Administrative Tools E]@l 3
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0 r ir ~ ’ > ~ % Services : : .
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: File  Action Wiew Help
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File and Folder Tasks % | 8 Component Services g ; o :
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D Copy this file I@ Lacal Security Palicy a5 %Liebert MFarm Provides communication and database ... Started Automatic
@ PUb|ESh this file ko the Ermicrosoft MET Frame... § %Liveshare PZP Se... Allows remote users ko view through ... Aukomatic
el & % Livellpdate Livellpdate Core Engine Manual
Microsoft \MET Frame... 8
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< ¥
w ; -
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18.0 USING NFORM TooOLS

This section describes the following options available in the Nform Tools application:

+ Stop, start or restart the Nform service
+ Change database connection options for an SQL Server database
+ Switch from one type of database—bundled or SQL Server—to another

* Perform database maintenance operations on a bundled database: verify and repair, shrink and
compact, upgrade from an older version (rarely needed)

* Install device definitions (DTDs) to expand Nform support for additional devices
+ Import Liebert Nform version 2.X data from one server into version 4.X on a different server
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18.1 Open the Nform Tools Application From the Start Button

Nform Tools may be opened from the Start button as described in this section or from the Nform
Viewer (see 5.1 - Nform Tools).

To open the application from the Start button:

*+ Click on the Start button, then on Programs, Liebert Nform and finally Nform Tools.

+ (Windows Vista, Server 2008 and later) A User Account Control (UAC) message appears,
requesting your permission to start the application. Click Allow to continue.

* The Liebert Nform Tools window opens, shown below.

Windows XP Windows Vista, Server 2008 & later - User Account Control (UAC) message

h(r:: Mform Toals )— | I:_.U:I

JE' Mform Viewer

I@ An unidentified program wants access to your computer

= User Manual _ _
= IEI Don't run the program unless you know where it's from or you've used it

before.

Nform Tools ‘i_" NformTools.exe
- Unidentified Publisher

< Cancel
I don't know where this program is from or what it's for.
2 Allow
v ‘ ‘ Itrust this program. I know where it's from or I've used it before.
" Liebert® Nform Tools =JoEd
Menus Application  Database  Tools )
Version info:

Microsoft Windows XP, Service Pack 3 (2)
NET Framework: 2.0.50727.3082
Hostname: ServerlD

Database: Microsoft SQL Server Compact, 3.5.5692.0

Home directory: K:\Nform,
NformTools.exe: 4.1.26.50649

Status of
Nform
service

Mform service status: Running )

* Menus at the top of the window—Application, Database and Tools—are described in the
following sections:

+ 18.2 - Menus in Nform Tools
+ 18.3 - Application Menu
* 18.4 - Database Menu
+ 18.5 - Tools Menu
* The status of the Nform service appears at bottom left: Running or Stopped.

Some operations in the Nform Tools application require stopping the Liebert Nform service, so it
is stopped automatically when needed. If the service is stopped for this or any reason, it restarts
automatically when the Nform Tools application is closed.
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18.2 Menus in Nform Tools

Menus at the top of the Liebert Nform Tools window include: Application, Database and Tools.
Each menu has a drop-down list of options, as shown in Table 10.

Table 10 Nform Tools menu options - summary
Menu Option Function For more details, see:
Application Service Start, stop or restart the Liebert Nform service. 18'3'1 - Application Menu -
T ervice
Application | Database
: Close the Tools application. L.
Service. ..
= . . S . 18.3.2 - Application Menu -
Exit Exit (If the Liebert Nform service is stopped, it restarts Close Nform Tools
automatically when the application is closed.)
Make changes to database connection options or
Connection | specify a different type of database after 18.4.1 - Database - Connection
installation (Step 5 in 2.1 - Installation).
Check the integrity of an Nform database. If a
Verify* database fails the test, use the Repair option to 18.4.2 - Database - Verify
Database L
try to fix it.
M Att t to fix a corrupted Nform database—for
X - emp — ) ) .
it Repair example, if a database fails the Verify test. 18.4.3 - Database - Repair
Verify Reduce database size by moving free space,
Repair Shrink* then truncating the file (less thorough but quicker | 18.4.4 - Database - Shrink
Shrink than the Compact option).
Compact Reduce database size by creating a new file from
Upgrade Compact*® the existing database file (more thorough but 18.4.5 - Database - Compact
takes longer than the Shrink option).
(Not needed in most cases)
* Use this option for manually upgrading Nform 4.0 . .
Upgrade embedded databases (SQL CE** 3.1) to the 18.4.6 - Database - Upgrade
current Nform 4.1 (SQL CE 3.5) format.
Tools Install Device Type Definitions for new equipment | 18.5.1 - Tools Menu - Install
Install DTD ) -
Tools from a package file available from Emerson. DTD
Install DTD... . .
Import Liebert Nform version 2.X data from one 18.5.2 - Tools Menu - Import 2.5
Import 2.5 Data... Tools

server into version 4.1 on a different server.

Data

* These Database menu options apply only to bundled databases (see Step 5 of 2.1 - Installation), not SQL Server databases.
** 8QL CE = Microsoft SQL Server Compact Edition
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18.3 Application Menu
This menu has options for:

+ Start, stop or restart the Liebert Nform service (18.3.1 - Application Menu - Service)
+ Exiting the Tools application (18.3.2 - Application Menu - Close Nform Tools)

18.3.1 Application Menu - Service
This menu item allows you to stop, start or restart the Liebert Nform service. To do this:

+ Log into Windows on the Nform server as a user with administrator privileges on that machine.
* Click on the Application menu in the Liebert Nform Tools window, then on Service.

Application | Database
( Service... )

Exit

* The Service Control window displays the status of the Nform service—Running or Stopped—and
has buttons to Stop, Start or Restart the Nform service.

service Control X
n Stop
Nform service status: ¢
Running Stopping Nform service

F

Nform service status:

Close ] l Help l

Stopping Nform service.

L | |

Progress bar /

+ A progress bar appears after you click a button to stop, start or restart the Nform service. When
the process is complete, the new status appears in the Nform Service Status box.

+ If the Nform Viewer is open when the service is stopped, a message alert indicates the loss of
communication, along with a reminder to restart the service and log in again.

Loss of communication notice if Nform Viewer is open

Communications Failure .%

@ The viewer is no longer able to communicate with the Nform server,

Please ensure that the server is running and then login again.
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18.3.2 Application Menu - Close Nform Tools

Some Nform Tools operations cannot be performed with the Liebert Nform service running, so the

service is stopped automatically. If the service is stopped, it restarts automatically when the Tools
application is closed as described in this section.

For more details on the Liebert Nform service and other ways to start or stop the service, see 17.0 -
Running Liebert Nform and 18.3.1 - Application Menu - Service.

To close the Nform Tools application:

+ Click on the Application menu in the Liebert Nform Tools window, then on Exit.

Application | Database

Service...
( Exit )

+ If the Liebert Nform service is stopped, a Service Control window displays a message that the
service is restarting. If this message appears, click OK to close the window.

"’ Liebert® Nform Tools =) oJ&d
Application | Database  Tools

Service...

Exit —p Exit

Microsoft Windows XP, Service Pack 3 (2)
.MET Framework: 2.0.50727.3615
Hostname: ServerQl

Database: Microsoft SQL Server Compact, 3.5.5692.12

-
-  Ma\Nform),
Service Control 1 4.3.47.59489

-

\l) Starting Mform service.

Status of
Nform
service

Mform service status: Running 3
7
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18.4 Database Menu

This menu has options for:

+ Making changes to database connection options (18.4.1 - Database - Connection)
+ Database maintenance tasks for a bundled database (Sections 18.4.2 - 18.4.6)

18.4.1 Database - Connection

The Connection option is designed to allow changes to database connection options after installation.

To make changes to database connection options:

+ Click on the Database menu in the Liebert Nform Tools window, then on Connection.

Database | Tools

Database Connection =]

( Connection

)/' ) Embedded database

Verify
Repair
Shrink
Compact

Upgrade

( (%) Microsoft 5QL Server )

The "data source” consists of the server hostname or IP
address plus an optional database server instance name
(e.g., server or serveriinstance). To specify the same
computer as the database server, use "(local)” (without the

quotes).

Data source:
{local)

Primary database name:
Nform
User name:

T3erlame|

Password: Confirm password:

oK I l Cancel

+ To switch to a different type of database, click on the type of database at the top of the window,

then click OK.

* To make changes to connection options, click on the type of database at the top of the window,
make the following changes as needed, then click OK when finished.

* The Data Source box displays the connection source using the format Server\Instance:

Server

The hostname or IP address of the connection server. To specify the same computer as the
database server, enter (local)—for example:

Server01 OR 192.168.1.32 OR (local)

Instance
(Optional)

A named instance of the SQL Server database engine if multiple instances are running
concurrently on the same computer—for example:

Server01\instance05 OR 192.168.1.32\Instance05 OR (local)\Instance05

* The Primary Database Name box displays the name of the database—for example, Nform.
This name is used for the database, alarm file (Nform.alm) and data log file (Nform.log).

+ If needed, enter a login user name in the User Name box.

+ If needed, enter a login password in the Password box, then enter the same password in the
Confirm Password box.
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18.4.2 Database - Verify

Use this option to check the integrity of an Nform database. If a database fails the test, use the
Repair option to try to fix it (see 18.4.3 - Database - Repair). This applies to bundled databases
only (2.1 - Installation). The option is disabled if there is no connection to the Nform database.

Initiating this process automatically stops the Liebert Nform service if it is running.

To verify databases:

+ Click on the Database menu in the Liebert Nform Tools window, then on Verify.

+ In the Embedded Database Operation window, click to place a mark M to the left of each type of
database to verify: Primary database, Alarms database, Data log database.

* When ready to proceed, click the Verify button. The Nform service will be stopped, indicated by
the status in the bottom left corner of the Tools window.

* When the operation is complete, the result—Success or Fail—appears to the right of each
selected database. If a Fail message appears, proceed to 18.4.3 - Database - Repair. If the
condition cannot be corrected with a repair operation, contact Emerson Technical Support.

* Click Close to return to the Liebert Nform Tools window.

Databaze | Tools Embedded Database Operation &=
Connection
( Verify )\ This will verify the integrity of the selected Nform databases.
Repair Databases
Shrink
Alarms database
Compact
Data log database
Upgrade
This operation requires that the Nform service first be stopped.
I Verify ] [ Cancel
24
Application  Datsbase  Tools
Version info:
Microsoft Windo Embedded Database Operation I =

.MET Frameworl
Hostname: Serv

Database: Micro
This will verify the integrity of the selected Nform datapases.
Home directory:
NformTools.exe Databases

[] Primary database Fail
[ Alarms database Success
[] Data log database Success

This operation requires that the Nform service first be stopped.

Close

Status of
Nform
service

Mform service status: Stopped )
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18.4.3 Database - Repair

Use this option to attempt to fix a corrupted Nform database—for example, if a database fails the
Verify test (see 18.4.2 - Database - Verify). This applies to bundled databases only (2.1 -
Installation). The option is disabled if there is no connection to the Nform database.

Initiating this process automatically stops the Liebert Nform service if it is running.
To repair databases:

+ Click on the Database menu in the Liebert Nform Tools window, then on Repair.

+ In the Embedded Database Operation window, click to place a mark M to the left of each type of
database to repair: Primary database, Alarms database, Data log database.

* When ready to proceed, click the Repair button. The Nform service will be stopped, indicated by
the status in the bottom left corner of the Tools window.

* When the operation is complete, the result—Complete or Fail—appears to the right of each
selected database. If a Fail message appears, contact Emerson Technical Support.

* Click Close to return to the Liebert Nform Tools window.

Database | Tools Embedded Database Operation B

Connection

] This will atternpt to repair a corrupted database. It may be used when the
Verify verify test indicates a problem.

( Repair )\ Databases
Shrink

[] Alarms database

[] Data log database

Compact

Upgrade

This operation requires that the Nform service first be stopped.

Repair J [ Cancel
-
Application  Database  Tools
Version info:
Microsoft Windo| g b dded Database Operation ’ =

.NET Framewor]
Hostname: Serv

Database: Micrad|  This will attempt to repair a corrupted database. It may be used when the
verify test indicates a problem.

Home directory:
NformTools.exe Databases

[] Primary database Complete
[J Alarms database
[] Data log database

Close

Status of
Nform
service

Mform service status: Stopped )
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18.4.4 Database - Shrink

Use this option to reduce database size by moving free space, then truncating the file. This is less
thorough but quicker than the Compact option (18.4.5 - Database - Compact). This applies to
bundled databases only (2.1 - Installation). The option is disabled if there is no connection to the
Nform database.

Initiating this process automatically stops the Liebert Nform service if it is running.

To shrink databases:

Click on the Database menu in the Liebert Nform Tools window, then on Shrink.

In the Embedded Database Operation window, click to place a mark M to the left of each type of
database to shrink: Primary database, Alarms database, Data log database.

When ready to proceed, click the Shrink button. The Nform service will be stopped, indicated by
the status in the bottom left corner of the Tools window.

When the operation is complete, the result—Complete or Fail—appears to the right of each
selected database. If a Fail message appears, contact Emerson Technical Support.

Click Close to return to the Liebert Nform Tools window.

Status of
Nform
service

Databaze | Tools Embedded Database Operation &=
Connection
] This will reclaim wasted space inthe selected Nform databases by moving free
Verify space to the end of the file and then truncating the file.
Repair Databases
( Shrink E
[] Alarms database
Compact
[] Data log database
Upgrade
This operation requires that the Nform service first be stopped.
Shrink ] [ Cancel
l:'
Application  Database  Tools
Version info:
Microsoft Windo| g hedded Database Operation I =

.MET Framewor
Hostname: Seny

Database: Microd|  This will reclaim wasted space inthe selected Nform ddtabases by moving free
space to the end of the file and then truncating the fild.

Home directory:
MformTools.exe Databases

[] Primary database Complete
[]Alarms database
[] Data log database

Close

—
Nform service status: Stopped )
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18.4.5 Database - Compact

Use this option to reduce database size by creating a new file from the existing database file. This is
more thorough but takes longer than the Shrink option (18.4.4 - Database - Shrink). This applies to
bundled databases only (2.1 - Installation). The option is disabled if there is no connection to the
Nform database.

Initiating this process automatically stops the Liebert Nform service if it is running.

To compact databases:

+ Click on the Database menu in the Liebert Nform Tools window, then on Compact.

+ In the Embedded Database Operation window, click to place a mark M to the left of each type of
database to compact: Primary database, Alarms database, Data log database.

* When ready to proceed, click the Compact button. The Nform service will be stopped, indicated
by the status in the bottom left corner of the Tools window.

* When the operation is complete, the result—Complete or Fail—appears to the right of each
selected database. If a Fail message appears, the original database will have been renamed as
* bak (e.g., NformLog.sdf . bak) and will be unchanged. Rename the database with its original
name (e.g., NformLog.sdf), then restart the service to resume operation as before.

* Click Close to return to the Liebert Nform Tools window.

Databaze | Tools Embedded Database Operation &=
Connection
] This will reclaim wasted space in the selected Nform databases by creating new
Verify database files from the existing files.
Repair Databases
Shrink
[] Alarms database
( Compact
[] Data log database
Upgrade
This operation requires that the Nform service first be stopped.
Compact ] [ Cancel
'
Application  Datsbase  Tools
Version info:
Microsoft Windo -
pemstt e Embedded Database Operation ’ X,
Hostname: Serv
Database: Micrad|  This will reclaim wasted space in the selected Nform databases by creating new
database files from the existing files.
Home directory:
NformTools.exe Databases
[] Primary database Complete
[] Alarms database
[] Data log database
Status of
Nform
service

Mform service status: Stopped )
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18.4.6 Database - Upgrade

This option is not needed in most cases. Use this option for manually upgrading Nform 4.0 embedded
databases (SQL CE 3.1) to the current Nform 4.1 (SQL CE 3.5) format (SQL CE = Microsoft SQL
Server Compact Edition). This applies to bundled databases only (2.1 - Installation). The option is
disabled if there is no connection to the Nform database.

Initiating this process automatically stops the Liebert Nform service if it is running.

To upgrade databases:

+ Click on the Database menu in the Liebert Nform Tools window, then on Upgrade.

+ In the Embedded Database Operation window, click to place a mark M to the left of each type of
database to upgrade: Primary database, Alarms database, Data log database.

* When ready to proceed, click the Upgrade button. The Nform service will be stopped, indicated
by the status in the bottom left corner of the Tools window.

* When the operation is complete, the result—Success or Fail—appears to the right of each
selected database. If a Fail message appears, contact Emerson Technical Support.

+ Click Close to return to the Liebert Nform Tools window.

Databaze | Tools Embedded Database Operation &=
Connection
] This will upgrade the selected Nform databases to the current internal format.
Verify It will do nothing if the database is already in the current format.
Repair Databases
Shrink
[] Alarms database
Compact
[] Data log database
( Upgrade )\

This operation requires that the Nform service first be stopped.

Upgrade ] [ Cancel
1 7
Application  Database  Tools
Version info:
Micrasoft Windo Embedded Database Operation I X,

.MET Framework
Hostname: Serv

Database: Microd|  This will upgrade the selected Nform databases to thefcurrent internal format.
It will do nothing if the database is already in the currgnt format.

Home directory:
NformTools.exe Databases

[] Primary database Fail
[]alarms database
[] bata log database

Close

Status of
Nform
service

MNform service status: Stopped )
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18.5

18.5.1

Download —.

—
from Web
Install package
If you already have downloaded a package file, use the Browse button to select it and click on the OK button to
Install install it.
—_—
—
onNform
server

Tools Menu
This menu has options for:
+ Downloading and installing Device Type Definition (DTD) files to expand Liebert Nform support
for additional devices (18.5.1 - Tools Menu - Install DTD)

* Importing Liebert Nform version 2.X data from one server into version 4.X on a different server
(18.5.2 - Tools Menu - Import 2.5 Data)

Tools Menu - Install DTD

A Device Type Definition (DTD) package is a set of files that identify additional devices for Liebert
Nform to monitor and manage, besides the many device definitions installed with Liebert Nform.

DTD packages for new equipment may be obtained from Emerson Network Power and may include
devices made by Emerson as well as other manufacturers.

A DTD package is provided as a set of files that must be installed on the Liebert Nform server before
this type of device may be added to the managed device list.

To download and install a DTD on the Liebert Nform server:

* On the Nform server, click on the Tools menu in the Liebert Nform Tools window, then on
Install DTD. This opens the Install Device Type Definitions (DTD) window.

* The Install Device Type Definitions (DTD) window has two sections, one for downloading a DTD
package and the other for installing the package on the Nform server:
Download Package

* To download the file from the Liebert Web site, enter the URL in the Download Package box,
then click the Download button. After downloading, continue to the next step to install.

Install Package

+ After obtaining a DTD package file, enter the full path to that file in the Install Package text
box or click on the Browse button to locate the file.

* Click the OK button to install the DTD.

"/ Liebert® Nform Tools mEx|)

Application  Database 'I_'oo|s|

( Install OTD... }—
Import 2,5 Data...
version info: ik 1

Install Device Type Definitio {D]'D}

[

Download package

If vou have a link (http or ftp URI) to a DTD package file, enter the link below and click on the Download button
to download the package to your Nfarm "user” directary.

[ Close ] | Help |

T

When finished, you may add any new device types to the configuration in the Nform Viewer (see 9.1 -
Add Devices to the Configuration).
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18.5.2 Tools Menu - Import 2.5 Data

This feature may be used to import Liebert Nform version 2.X data from one server into version 4.X

on a different server.

To prepare for the import, see 2.4.3 - Import Exported Data from a Different Server for details

on these steps:

* Install Liebert Nform 4.X.

+ Create a temporary folder on the 4.X server, then copy the exported files from the 2.X server.
* Open Nform Tools on the 4.X server (see 18.1 - Open the Nform Tools Application From the

Start Button).
To import the data:

* Click on the Tools menu in the Liebert Nform Tools window, then on Import 2.5 Data.
+ In the Directory box, enter the full path or click the Browse button to locate the folder

containing the exported files, then click Open.

' Liebert® Nform Tools

NEX]

Application  Database | Tools
Install OTD...
. . < Import 2.5 Data. .. >_
Version info: gt |

|

Import Nform 2.5 Data
Directory:
C:\Export Browse...

Import status info:
Specify directory of the exported files, then press the Import button to import their data.

Select Nform 2.5 Export File to Identify Directory

Look in:

e
My Recent
Documents

7‘"
Desktop
~<

My Documents

// My éjipmer
/ <

.
My MNetwork

MNform service status: Running

Import

3 Export

E] EmailActions_Export_11_5_2008.txt

E] ExternalCommand_Export_11_5_2008.txt
E] FileWriteActions_Export_11_5_2008. txt
Ej MLShutdown_Export_11_5_2008. txt

E] MultiLinkClients_Export_11_5_2008. txt
E] MultiLinkLicense_Export_11_5_2008. txt
E] MFormLicenses_Export_11_5_2008.txt
E] puserview_Export_11_5_2008.txt

E] SNMPDevices_Export_11_5_2008.txt

E] SNMPGetRequest_Export_11_5_2008.txt
E] SNMPSetRequest_Export_11_5_2008.txt

E] TrapForwarding_Export_11_5_2008. txt

File name:

Files of type: Export files {*_Export_~ )

auserview_Bxport_11_5_2008 bd

M o8 rE

Date Modified

11/5/2008 9:37 AM
11/5/2008 9:37 AM
11/5/2008 9:37 AM
11/5/2008 9:37 AM
11/5/2008 9:37 AM
11/5/2008 9:37 AM
11/5/2008 9:37 AM
11/5/2008 9:37 AM
11/5/2008 9:37 AM
11/5/2008 9:37 AM
11/5/2008 9:37 AM
11/5/2008 9:37 AM
11/5/2008 9:37 AM

Size
3¥B
2KB
1KB
1KB
1KB
1KB
2KB
1KB
2KB
135KB
1KB
1KB
1KB

I I o T S I I |

CQpen

Cancel

+ Click Import. The import utility will stop the Nform service, import the appropriate files and
restart the service. A message confirms the process is complete.
* When finished, close the Nform Tools application by clicking on the Application menu, then on
Exit (see 18.3.2 - Application Menu - Close Nform Tools).
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19.0 UNINSTALLING LIEBERT NFORM / REMOVING LICENSE KEYS

This section describes how to remove the Liebert Nform application and how to delete a license key.

19.1

Uninstalling Liebert Nform

To remove Liebert Nform from your computer, run the Windows Add/Remove Programs, which is

found in the control panel.

1. Open the Control Panel: Click on the Start button, then Settings, and finally Control Panel.

4@ Administrative Tools Configure administr...
|:| Adobe Gamma Calibrate monitor fo...
<% Adobe Version Cue C52 Adobe Version Cue ...

PR T

momo s oazoaa i

& Add Hardware Installs and trouble
) Add or Remave Programs nstall or remove pr...

&

Add New

Programs M

O Control Panel S =l
File Edit View Favorites Tools Help Q Add or Remove Programs u@m
 Qeck - © - [F | POsexch [ rod 5 Currently installed : - ]
: Al (D] B | Sear [.L__ Folders urrently installed programs: [ show updates Sort by: m
- Change or " i
Name = Comments iy 4 Liebert Nform Size  27.40MB
6:“(:(:&55“)"”:}' Options Adjust your comput. .. Programs Click here for support information.

Used

rarely
To change this program or remove it from your computer, dick Change |

sl . Change Remove

gl LiveUpdate (Symantec Corporation) Size

10.70ME |w

]

2. In the Control Panel window, above left, double-click on Add or Remove Programs
(in Windows Vista, double-click on Programs and Features).

3. In the list of installed programs, above right, double-click on Liebert Nform.

! Liebert Nform Setup =JOEd ! Liebert Nform Setup
Application Maintenance. 6 Liebert Nform Uninstall
Select the maintenance operation to perform. ——|
OR ! lication
> Performs a complete removal of the Nform application software,
@) Repair device and alarm data, and all related files.
Repair installation errors in the program. This option fixes @R lication prog only
missing or corrupt files, shortcuts, and registry entries.
Removes the application software but keeps the Nform device and
alarm data and related files.
15 Liebert Nform Setup =) |
Completing the Liebert Nform Setup wizard
Click the Finish button to exit the Setup wizard.
Remove ] [ Cancel

4. In the Application Maintenance window, above left, click Remove to uninstall the software.
5. In the Liebert Nform Uninstall window, above right, choose one of these options:
* Remove complete application to remove the Liebert Nform software, as well as device and
alarm data and all related files.
* Remove application programs only to remove the software only, keeping device and
alarm data and related files.

6. Click Remove.

7. When the process is complete, a window appears, as shown above. Click Finish to exit.

Liebert® Nform™
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19.2 Deleting a License Key

If more

than one license key is installed, there may be a need to remove a secondary license key—for

example, to move it to another computer to monitor a different group of devices.

A

R

WARNING

Liebert Nform does NOT prevent users from deleting the base license, even if doing so would
reduce the authorized number of devices below the number of configured devices.

Deleting the base license would prevent remote user login, data trending and trap forwarding
to a remote management center.

NOTE
The initial license key permits a certain number of devices and unlimited remote users.

Supplemental license keys allow for 30, 100 or 500 additional devices. Contact your local
Emerson representative or see Appendix C - Ordering Parts and Licenses From Emerson
Network Power for details.

At least one license key containing a device license must be installed to manage the network.
Any number of users can log into the local host.

You will not be able to log in remotely if the base license is removed.

Liebert Nform prevents users from deleting a license if:

* the deletion would reduce the number of allowed remote users to fewer than the number of
logged-in remote users.

* the deletion would reduce the number of allowed devices to fewer than the number of
configured devices.

If a license is inadvertently deleted, Liebert Nform allows the user to reinstall it (see 4.4 -
Enter the License Key).

To remove a license key:

1. Start the Viewer with permission to manage licenses (see 13.2 - Assigning Users to Groups).

2. Click on the Configure Licenses icon at the bottom of the window (or click on the Configure
menu, then choose Licenses).

l \* Installed licenses

£l

Configure
Licenses

Licenses D

Key Add... Confirm License Delete

-> 2 Delete the selected license?

"3

MuftiLink license

Selected license details If onIy 1 license is installed
Managed shutdown client limit: Unlimited
Licenses

e Cannot delete the last managed device license.

[ Close ] [ Help ]

3. In the Licenses window, click on the license key to be removed, then click the Delete button.
4. A confirmation window asks whether to continue with the deletion. Click Yes to delete the license

key

(or No to cancel without deleting it).

If the license to be deleted is the only license, an alert window displays a message that the last
managed device license cannot be deleted (shown above right).

Liebert® Nform™

140



Liebert Software Program License Agreement

20.0 LIEBERT SOFTWARE PROGRAM LICENSE AGREEMENT

This section contains the license agreement for Liebert Nform.

LIEBERT NFORM™ SOFTWARE LICENSE AGREEMENT

READ THESE TERMS AND CONDITIONS CAREFULLY BEFORE ATTEMPTING TO
DOWNLOAD, INSTALL, OR USE THE SOFTWARE. BY DOWNLOADING, INSTALLING, OR
USING THE SOFTWARE, YOU AGREE TO BE BOUND BY THESE TERMS AND
CONDITIONS. IF YOU DO NOT ACCEPT THESE TERMS AND CONDITIONS, DO NOT
DOWNLOAD, INSTALL, OR USE THE SOFTWARE. IN SUCH A CIRCUMSTANCE, THE
SOFTWARE MAY BE RETURNED WITHIN THIRTY (30) DAYS OF YOUR RECEIPT FOR A
FULL SOFTWARE REFUND. YOU REPRESENT THAT YOU (I) ARE NOT LOCATED IN,
UNDER THE CONTROL OF, OR A NATIONAL RESIDENT OF ANY COUNTRY TO WHICH
THE UNITED STATES HAS EMBARGOED GOODS, (II) ARE NOT ON THE U.S. TREASURY
DEPARTMENT'S LIST OF SPECIALLY DESIGNATED NATIONALS, (III) ARE NOT ON THE
U.S. COMMERCE DEPARTMENT'S LIST OF DENIED PERSONS, OR (IV) ARE NOT
OTHERWISE PROHIBITED BY U.S. LAW FROM RECEIVING OR USING THE SOFTWARE
(COLLECTIVELY "EXPORT RESTRICTIONS"). IF YOU DO NOT HAVE AUTHORITY TO
ACCEPT THIS AGREEMENT FOR YOUR ORGANIZATION, IT IS YOUR OBLIGATION TO
ENSURE THAT AN AUTHORIZED INDIVIDUAL MAKES THE DETERMINATION THAT
YOUR ORGANIZATION IS NOT SUBJECT TO THE ABOVE EXPORT RESTRICTIONS
PRIOR TO DOWNLOADING, INSTALLING, OR USING THE SOFTWARE.

This Nform Software License Agreement ("Agreement") is a legal agreement between you and Liebert
Corporation, an Ohio, United States of America, corporation, ("Liebert"). Liebert's Nform software,
including enhancements, upgrades, and any future releases, if provided, is made available exclusively
for use with Liebert products and/or non-Liebert products provided that you obtain the appropriate
product template from Liebert for non-Liebert products (individually and collectively, "Products"). The
foregoing, including any accompanying program(s), documentation, images, animation, and text
incorporated therein, (collectively "Software"), is provided solely for commercial and industrial use
under the license terms specified herein.

GRANT OF RIGHTS: Provided that you comply with all of the terms of this Agreement, Liebert
grants a non-exclusive, non-transferable license to you to install and use the Software solely for use
with Products as provided for herein. You represent and warrant that you will not use the Software in
violation of applicable laws and regulations or where such use detrimentally affects Liebert's rights in
the Software or subjects Liebert to liability. You assume responsibility for the selection of the Software
to achieve your intended results, and for the installation, use, and the results obtained from the
Software. Provided that you have paid the applicable license fees, you may use the Software in
accordance with the license indicated on your Order Acknowledgement. Any other operation of the
Software at any time shall constitute a material breach of this Agreement and shall terminate this
license as provided for below. By use of the Software, you agree that Liebert may, at its option, perform
an audit of your usage of the Software to determine the number of servers and Products that are using
the Software.

TERMINATION OF LICENSE: Your license is automatically terminated if you: (1) use the Software
with anything other than Products, (2) attempt to copy or reconstruct any part of the object code, source
code, or algorithms, (3) attempt to decompile, disassemble or reverse engineer the Software, in whole or
in part, or otherwise attempt to derive the source code of the Software, (4) provide, disclose, sell, rent,
lease, license, sublicense, or otherwise transfer or assign the Software to any third party, (5) use the
Software in excess of the licensed coverage purchased, (6) write or develop any derivative software or
any other software program based upon the Software, (7) modify or alter the Software, or (8) fail to
comply with any other license terms. You may elect to terminate this license at any time by destroying
the Software together with all copies and any portions thereof in any form.

(continued)
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LIEBERT NFORM™ SOFTWARE LICENSE AGREEMENT (continued)

LIMITED WARRANTY: Liebert represents that it has the right and authority to grant the license
herein. Liebert warrants solely to you for a period of thirty (30) days from the date of Liebert shipment
or distribution that the distribution media (if supplied) on which the Software is furnished under
normal use will be free from defects in material and workmanship and the Software will substantially
conform to Liebert published documentation. EXCEPT FOR THE ABOVE EXPRESS WARRANTIES,
THIS SOFTWARE IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING, WITHOUT LIMITATION, IMPLIED WARRANTIES OF
MERCHANTABILITY OR FITNESS FOR INTENDED PURPOSE. LIEBERT DOES NOT WARRANT
THAT THE SOFTWARE FUNCTIONS WILL MEET YOUR REQUIREMENTS OR THAT THE
SOFTWARE WILL OPERATE UNINTERRUPTED OR ERROR FREE.

LIMITATION OF REMEDIES: Liebert's entire liability and your exclusive remedy arising from use
or inability to use the Software is:(1) The replacement of any distribution media not meeting Liebert's
warranty, or (2) If Liebert is unable to provide you a replacement that conforms to Liebert's warranty,
to refund the purchase price. THE REMEDIES SET FORTH IN THIS AGREEMENT ARE
EXCLUSIVE.

LIMITATION OF DAMAGES: IN NO EVENT, REGARDLESS OF THE FORM OF THE CLAIM
OR CAUSE OF ACTION (WHETHER BASED IN CONTRACT, INFRINGEMENT,
NEGLIGENCE, STRICT LIABILITY, OTHER TORT, OR OTHERWISE), SHALL LIEBERT'S
LIABILITY TO YOU EXCEED THE PRICE PAID BY YOU FOR THE SOFTWARE. YOU
AGREE THAT LIEBERT'S LIABILITY TO YOU SHALL NOT EXTEND TO INCLUDE
SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR PUNITIVE DAMAGES EVEN IF LIEBERT
IS ADVISED OF THE POSSIBILITY OF THESE DAMAGES. The term "consequential damages"
shall include, but not be limited to, loss of anticipated profits, business interruption, loss of use,
revenue, reputation and data, costs incurred, including without limitation, for capital, fuel, power and
loss or damage to property or equipment. You acknowledge that this Agreement reflects this allocation
of risk.

COPYRIGHT: This Software is the proprietary property of Liebert and/or its suppliers and is
protected by United States copyright laws, other applicable copyright laws, and international treaty
provisions. Title and ownership of all copyrights to the Software remain in Liebert or third parties.
Accordingly, your rights to use, copy and modify the Software are strictly limited to the specific rights
provided in this Agreement or as may otherwise be required by applicable copyright law.

U.S. GOVERNMENT RESTRICTED RIGHTS: This Software is developed at private expense and is
provided with "Restricted Rights." Use, duplication, or disclosure by the United States Government is
subject to restrictions set forth in the Federal Acquisition Regulations and its Supplements.

ASSIGNMENT: You may not sublicense, assign, or otherwise transfer this license of the Software
without the prior written consent of Liebert. Any such transfer of rights, duties, or obligations is void
and terminates this Agreement.

EXPORT RESTRICTIONS: You may not export the Software in violation of applicable export laws
and regulations of the applicable countries. You agree to comply with all laws, regulations, decrees and
orders of the United States of America that restrict the exportation (or re-exportation) of the Software
to other countries, including, without limitation, the U.S. Export Administration Regulations.

UPDATE POLICY: Liebert may create, from time to time, updated versions of the Software. Liebert
reserves the right to make changes to or improvements in any aspect of the Software at any time
without prior notice to you and without an obligation to supply such changed and/or improved Software
to you.

NUCLEAR/MEDICAL: THE SOFTWARE IS NOT FOR USE IN CONNECTION WITH ANY
NUCLEAR, MEDICAL, LIFE-SUPPORT, AND RELATED APPLICATIONS. You agree to defend,
indemnify, and hold harmless Liebert from any claims, losses, suits, judgments and damages, including
incidental and consequential damages, arising from such use, whether the cause of action be based in
tort, contract or otherwise, including allegations that the Liebert's liability is based on negligence or
strict liability.

(continued)
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LIEBERT NFORM™ SOFTWARE LICENSE AGREEMENT (continued)

JAVA SUPPORT: The Software may contain support for programs written in Java. Java Technology
is not fault tolerant and is not designed, manufactured, or intended for use or resale as online control
equipment in hazardous environments requiring fail-safe performance, such as in the operation of
nuclear facilities, aircraft navigation or communication systems, air traffic control, direct life support
machines, or weapons systems, in which the failure of java technology could lead directly to death,
personal injury, or severe physical or environmental damage.

COMPLETE AGREEMENT/GOVERNING LAW/VENUE: This Software license agreement
comprises the final and complete agreement between the parties. No person is authorized to change or
modify this Agreement except an executive officer of Liebert Corporation and then only in writing. The
laws of the United States and the State of Ohio shall apply to this Agreement and its interpretation
without reference to choice or conflict of laws principles. Liebert and you hereby irrevocably submit to
the personal and subject matter jurisdiction of any State of Ohio or federal court sitting in Columbus,
Ohio, in any action or proceeding arising from or relating to this Agreement. If any provision of this
Agreement is held to be void, invalid, unenforceable, or illegal, the other provisions shall continue in
full force and effect.

Liebert Nform Software License revision June 28, 2008
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APPENDIX A - TECHNICAL INFORMATION & FREQUENTLY ASKED QUESTIONS

1.

3.

What is a DHCP server?

DHCP is the acronym for Dynamic Host Configuration Protocol. This protocol allows hostnames
to be allocated dynamically when computers are connected to a network. This protocol is often
used to remotely grant a hostname to a computer for a limited time, as when a student uses a
computer for a quarter or longer. See RFC-1541 for more detailed information. (RFCs are Request
For Comment documents that set forth regulations on how communication occurs on the Internet.
These documents are controlled by the Internet Engineering Task Force (IETF) and are available
for viewing at the IETF Web site.)

How do I identify possible TCP/IP port conflicts when using a UPS equipped with an
SNMP card? How do I resolve the conflict?

TCP/TP port conflicts with port 162 can be resolved by stopping the SNMP trap service from
running. This product does not support running on the same machine as a Network Management
System (NMS).

For the proper procedure to stop the SNMP services, see 17.0 - Running Liebert Nform.
What is a service?

A service is a process initiated at boot time that requires no user intervention to start and run. A
service continues to run after the user logs off the computer.
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APPENDIX B - DATA MONITORED BY LIEBERT NFORM

B.1

Liebert supplies a template for each SNMP device, containing data points and alarms applicable to
that device. The names of data points and alarms can be changed (see 10.0 - Configuring Views for

the Navigate Tab).

* Data points are the information Liebert Nform compiles from polling a managed SNMP device.
+ Alarms are out-of-tolerance conditions that Liebert Nform reports to users.

Table 11 below show sample data points and alarms for environmental and UPS units with SNMP

cards.

SAMPLE DATA POINTS AND ALARMS

The following table shows examples of data points and alarms for a precision cooling unit.

Table 11

Data points

Sample data points and alarms - Precision cooling unit

Alarms

Agent lost device
communication

High temperature

Low temperature

High humidity

Low humidity

Change filter

High head pressure 1

High head pressure 2
Water under floor

Low water in humidifier
Lost power

Local alarm 1

Local alarm 2

Compressor 1 low pressure
Compressor 2 low pressure
Faulty sensor detected
Service cooling

Service humidifier

System control battery low

Agent firmware corrupt

Conditions present

Statistics run hours

Agent manufacturer

Agent model

Agent firmware version

Agent serial number

Agent reboot

Temperature setting
Temperature setting

Humidity setting

System state

Humidifying state
Dehumidifying state

Fan state

General alarm output state
Cooling capacity state

Heating capacity state

Audible alarm state

Cooling unit 1's state

Cooling unit 2's state

Heating unit 1's state

Heating unit 2's state

Configure restart delay
Configure remote shutdown
Configure cooling service interval
Configure humidifier service interval
Configure filter service interval
Control shutdown after delay
Control startup after delay
Statistics compressor 1 run hour
Statistics compressor 2 run hour
Statistics main fan run hour

Statistics humidifier run hour

Statistics reheat element 1 run hour
Statistics reheat element 2 run hour
Statistics cooling mode hours

Statistics heating mode hours

Statistics humidify mode hours

Statistics dehumidify mode hours

Board battery voltage

Device manufacturer

Device model

Device firmware version

Device unit number

Device serial number

Device manufacture date

Control temperature

Return air temperature

Supply air temperature

Control high temperature alarm setpoint
Return air high temperature alarm setpoint
Control low temperature alarm setpoint
Return air low temperature alarm setpoint
Control temperature

Return air temperature

Supply air temperature

Control high temperature alarm setpoint
Return air high temperature alarm setpoint
Control low temperature alarm setpoint
Return air low temperature alarm setpoint
Control humidity

Return air humidity

Supply air humidity

Humidity high alarm setpoint
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APPENDIX C - ORDERING PARTS AND LICENSES FROM EMERSON NETWORK POWER

The table below lists part numbers for items available from Emerson Network Power. To obtain any item,
visit the Liebert Web site at http:/nform.liebert.com or contact your local Emerson representative, value-
added reseller or distributor.

Table 12 Liebert Nform part and license numbers

Item Part/License Number Description

Liebert Nform with license key! for:
* 30 devices, not expandable
Liebert Nform Software on CD-ROM | NFORM-EXP * Unlimited users
+ Advanced Communications—enables:

* Data Logging function (see Section 9.2.7)

* Read Data action (see Section 12.2.6)

Liebert Nform with license key! for:

+ 30 devices, expandable to 4,800 with additional
license keys

Liebert Nform Software on CD-ROM | NFORM-STD * Unlimited users

+ Advanced Communications—enables:
* Data Logging function (see Section 9.2.7)
* Read Data action (see Section 12.2.6)

Liebert Nform with license key! for:

+ 100 devices, expandable to 10,000 with additional
license keys

* Unlimited users

+ Advanced Communications—enables:
+ Data Logging function (see Section 9.2.7)
* Read Data action (see Section 12.2.6)

+ Advanced Notifications—enables:

Liebert Nform Software on CD-ROM

Liebert MultiLink 1.5 Shutdown NFORM-ENT

Client Software on CD-ROM . i
* Trap Forwarding (see Section 8.7)

* Forward Trap (see Section 12.2.5)

* Unlimited MultiLink 1.5 Shutdown Clients?
must be installed separately and enables:

+ Configure Shutdown menu (see Section 11)
* Shutdown action (see Section 12.2.4)

30 Device License NFORM-30D License key® for 30 additional devices

100 Device License NFORM-100D License key? for 100 additional devices

500 Device License NFORM-500D License key? for 500 additional devices

Liebert Nform Upgrade to Standard License key for upgrading Liebert Nform to the

Edition NFORM-STD-UP Standard Edition

1. See 4.4.1 - Add a Liebert Nform License Key for step-by-step instructions.

2. The shutdown license must be installed in addition to the Liebert Nform license key, as described in 4.4.2 - Add a Liebert
MultiLink 1.5 Shutdown License.

3. Each additional license key must be installed separately, as described in 4.4.1 - Add a Liebert Nform License Key.
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